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Document Changes

Date Version Description Pages
To introduce PCIDSS v1.2 as “PCI DSS Requirements and Security Assessment Procedures,”
October 2008 12 eliminating redundancy between documents, and make both general and specific changes from
' PCIDSS Security Audit Procedures v1.1. For complete information, see PCI Data Security
Standard Summary of Changes from PCI DSS Version 1.1to0 1.2.
Add sentence that was incorrectly deleted between PCIDSS v1.1 and v1.2. 5
Correct “then” to “than” in testing procedures 6.3.7.a and 6.3.7.b. 32
July 2009 1.2.1 Remove grayed-out marking for “in place” and “notin place” columns in testing procedure 6.5.b. 33
For Compensating Controls Worksheet — Completed Example, correct wording at top of page to
say “Use this worksheet to define compensating controls for any requirement noted as ‘in place’ 64
via compensating controls.”
October 2010 20 Update and implement changes fromv1.2.1. See PCI DSS — Summary of Changes from PCI
' DSS Version 1.2.1to 2.0.
November 2013 3.0 Update from v2.0. See PCI DSS - Summary of Changes from PCI DSS Version 2.0 to 3.0.
April 2015 31 Update from PCIDSS v3.0. See PCI DSS — Summary of Changes from PCI DSS Version 3.0 to
' 3.1 for details of changes.
. Update from PCIDSSv3.1. See PCI DSS — Summary of Changes from PCI DSS Version 3.1 to
April 2016 3.2 .
3.2 for details of changes.
May 2018 321 Update from ECI DSSv3.2. See PCI DSS - Summary of Changes from PCI DSS Version 3.2 to
3.2.1 for details of changes.
Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 2

© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved. May 2018



» Security ®
Standards Council

Table of Contents

[ To Yot 0T ¢ g1 1 A o T e =R 2
Introduction and PCIl Data Security StANAard OVEIVIEW .........coooiiiiiiiiiiiiiiiii it e e e e e e e e e et e e e e e e ea s e b bbb bbb e e e e e aeeaaeeeas 5
O IS TS TN TS0 11 (0] = 6
PCI DSS AP PHCADIlitY INFOTMEBITON ...ttt oo e oo oo e e e e ettt e e ettt ee e bt bbbttt s s e s e e e e e e e e e e e e e aeeeeeeennnnnnens 7
Relationship Detween PCI DSS An0 PA-D SS ... ..o oo et e ettt ettt e ettt e bb et bbb e e e e e e e e e e e eeeaeaeeaeeeeeeennnnes 9
Applicability Of PCl DSS t0 PA-DSS APPIICALIONS. .. ...itueitii it et e et et e e e e e e e et et e e e et teaa e et e e e e et te et aean e et reatsaaneea e et eetaaanaeaneeeneens 9
Applicability of PCI DSS to Payment APPCALION VENAOIS ...... ...ttt ettt ettt ettt e et et et et e et e et e e ea et e e et e e en e eaneeaaeenaens 9
S Tofo] oo ) B m O I D IS ST T BT (=] 4 1= KPP 10
NS0T ST =Te 0 4[]0 = Ao [ PP UPPUPRPIN 11
LT =2 1= PP PTPPTUPPRRPIN 11
Use of Third-Pary ServiCe ProViders / OULSOUITING. .. ... uu.eue et eieeti ettt et e et ea s e e e e e eaa et e e e aa et e et e ea e asaetnee i eeesetneesneesaeanaesneeaneenaes 12
Best Practices for Implementing PCI DSS into BUSINESS-aS-USUal PrOCESSES.........iiiiiiiiiiii et e e e e e 13
For Assessors: Sampling of Business Facilities/System COMPONENTS ......ciiiiiiiiiiii e e e e eaans 15
(70T g T o X<l TT= U4 T Te T O o] a1 4 (0] 1P 16
Instructions and Content for REPOIt 0N COMPIIANCE ..o ettt bbb a e e e e e e e e e aeeeas 17
O D R S I NS o] 1T o e 0 T =2 P 17
O I DI V=T ] o T P 18
Detailed PCI DSS Requirements and Security ASSESSMENt PrOCEAUIES.......uuuuiiiiiai ettt e e e e e e e ea e 19
Build and Maintain aSecure NEtWOTK @0 Sy SToMIS. . ... ittt et et et e e et e et e e e et e e r et e et e et e en e an e anns 20
Requirement 1:  Install and maintain a firewall configurationto protect cardholder data...............c.oooviiiii i 20
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters ...........c.oovvevivviiieeiiiiiineeenneennn. 29
L oY= Toa A @2 T o | aTo] (o [T I - TP 36
Requirement 3:  Protect Stored CardNOIAEr aLa. ............vuuiiiiie et e e e e et e et e e et e et e e e e r et e e e e e n e et aeaneeaneeaaes 36
Requirement 4:  Encrypt transmission of cardholder data acrass open, public NEIWOIKS. ... ......vieieii e e 47
Maintain a Vulnerability Managem et PrOgIaIm ... ... e e e e e e e e e et e e e e e e et e e e et eea et e et e et e ea e aeanas 50
Requirement 5:  Protect all systems against malware and regularly update anti-virus software Or Programs............ccoceveeviiieiineeneiineeineennns 50
Requirement 6:  Develop and maintain secure Systems and @pPPliCALIONS. ... ... ...iiueiiii et e e e e e et e e r e aa e 53
IMplement STroNg ACCESS CONTIOI MBASUIES .. ...ttt ettt ettt et et e ettt et ettt eat et et et e et e et e ea e en e et e et e eaaeanneenas 66
Requirement 7:  Restrict access to cardholder data by business Need tOKNOW. ... e 66
Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 3

© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved. May 2018



» Security
Standards Council

®

Requirement 8:  Identify and authenticate acCess t0 SYStEM COMPONENES ... . .uiiuiei it e e e e e e e et e et e an e et e eaeen e 69
Requirement 9:  Restrict physical acCess t0 CardNOIAEr AAtaA ............uiiiiie e e e e e e e e e e e e ea e enaees 79
Regularly MONITOr @and TEST NEIWOTKS . ...ttt ettt ettt e ettt e et et e et et e r e e e e e ea e et e et e et e ea e et e et e an e et eeanas 88
Requirement 10: Track and monitor all access to network resources and cardnolder data..............ccoueviiiiiiiiiii e 88
Requirement 11: Regularly test SECUNtY SYSTEMS N0 PrOCESSES. .. .. uuite ittt ettt ettt e e e e e e e e et e et e et e et e en e etnee e et e enaeaneeaeenaes 96
Maintain an INTOrMAatiON SECUTITY POTICY .. ...t et ettt e et et et et et et eea e e e et e et aeneeaneees 105
Requirement 12: Maintain a policy that addresses information security for all PersSonnEL ... 105
Appendix A: AdditioNal PCIDSS REQUITEMENTS .. .uuuutuuiuiiiae e e et e e e et et ettt e et eeaat it bbb e e e e e e e e e e e aaaaaeeeateeeeeeeeesstbntnn s naeeaaeas 116
Appendix AL Additional PCl DSS Requirements for Shared HOStiNG Providers..........co.e oo e 117
Appendix A2: Additional PCl DSS Requiremernts for Entities using SSL/Early TLS for Card-Present POS POI Teminal Connections............. 119
Appendix A3: Designated Entities Supplemental Validation (DESV) .......cuuiiiiiiiii i et e e e e e e e e anas 122

Appendix B:

CoOmMPENSALING CONTIOIS ... ittt oo e e oo ettt ettt e et e b ettt s oo o oo oo e e e e e et e et e eeeeeeeeesse b bbbnne e e e as 136

Appendix C: Compensating CONtrolS WOTKSINEEL ........u i e e e e e et e ettt et ettt as 137
Appendix D: Segmentation and Sampling of Business Facilities/System COmMPONEeNntS..........coooeiiiiiiiiiiiiiiiiiiiiie e 139
Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 4

© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved. May 2018



» Security ®
Standards Council

Introduction and PCI Data Security Standard Overview

The Payment Card Industry Data Security Standard (PCI DSS) was developed to encourage and enhance cardholder data security and facilitate
the broad adoption of consistent data security measures globally. PCI DSS provides a baseline of technical and operational requirements
designed to protect account data. PCI DSS applies to all entities involved in payment card processing—including merchants, processors,
acquirers, issuers, and service providers. PCI DSS also applies to all other entities that store, process or transmit cardholder data (CHD) and/or
sensitive authentication data (SAD). Below is a high-level overview of the 12 PCI DSS requirements.

PCI Data Security Standard — High Level Overview

Build and Maintain a Secure Install and maintain a firewall configuration to protect cardholder data

Network and Systems 2. Do not usevendor-supplied defaults for system passwords and other
security parameters

Protect stored cardholder data

Protect Cardholder Data o .
Encrypt transmission of cardholder data across open, public networks

Protect all systems against malware and regularly update anti-virus
software or programs

Develop and maintain secure systems and applications

Maintain a Vulnerability
Management Program

Restrict access to cardholder data by business need to know

Identify and authenticate access to system components

Restrict physical access to cardholder data

Regularly Monitor and Test  10. Track and monitor all access to network resources and cardholder data
Networks 11. Regularly test security systems and processes

Implement Strong Access
Control Measures

© © N

Maintain an Information

Security Policy 12. Maintain a policy that addresses information security for all personnel

This document, PCI Data Security Standard Requirements and Security Assessment Procedures, combines the 12 PCI DSS requirements and
corresponding testing procedures into a security assessment tool. It is designed for use during PCI DSS compliance assessments as part of an
entity’s validation process. The following sections provide detailed guidelines and best practices to assist entities prepare for, conduct, and report
the results of a PCI DSS assessment. The PCI DSS Requirements and Testing Procedures begin on page 15.

PCIDSS comprises a minimum set of requirements for protecting account data, and may be enhanced by additional controls and practices to
further mitigate risks, as well as local, regional and sector laws and regulations. Additionally, legislation or regulatory requirements may require
specific protection of personal information or other data elements (for example, cardholder name). PCI DSS does not supersede local or regional
laws, government regulations, or other legal requirements.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 5
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PCI DSS Resources

The PCI Security Standards Council (PCI SSC) website (www. pcisecuritystandards.org) contains a number of additional resources to assist
organizations with their PCI DSS assessments and validations, including:

= Document Library, including:
) Note: Information Supplements
o PCIDSS — Summary of Changes from PCI DSS version 2.0 to 3.0 complement the PCI DSS and identify

o PCI DSS Quick Reference Guide additional considerations and
recommendations for meeting PCI DSS

requirements—they do not supersede,
o Information Supplements and Guidelines replace or extend the PCI DSS or any of its

o Prioritized Approach for PCI DSS requirements.
o Report on Compliance (ROC) Reporting Template and Reporting Instructions

o PCIDSS and PA-DSS Glossary of Terms, Abbreviations, and Acronyms

o Self-assessment Questionnaires (SAQs) and SAQ Instructions and Guidelines
o Attestations of Compliance (AOCs)
» Frequently Asked Questions (FAQs)
= PClfor Small Merchants website
= PCltraining courses and informational webinars
= List of Qualified Security Assessors (QSAs) and Approved Scanning Vendors (ASVs)
= List of PTS approved devices and PA-DSS validated payment applications

Please refer to www.pcisecuritystandards.org for information about these and other resources.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 6
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PCI DSS Applicability Information

PCIDSS applies to all entities involved in payment card processing—including merchants, processors, acquirers, issuers, and service providers.
PCIDSS also applies to all other entities that store, process, or transmit cardholder data and/or sensitive authentication data.

Cardholder data and sensitive authentication data are defined as follows:

Account Data

Cardholder Dataincludes: Sensitive Authentication Dataincludes:
= Primary Account Number (PAN) =  Full track data (magnetic-stripe data or
= Cardholder Name equivalent on a chip)
= Expiration Date =  CAV2/CVC2/CW2/CID
= Service Code = PINs/PIN blocks

The primary accountnumberis the defining factor for cardholder data. If cardholder name, service code, and/or expiration date are
stored, processed or transmitted with the PAN, or are otherwise present in the cardholder data environment (CDE), they must be protected in
accordance with applicable PCI DSS requirements.

PCIDSS requirements apply to organizations where account data (cardholder data and/or sensitive authentication data) is stored, processed or
transmitted. Some PCI DSS requirements may also be applicable to organizations that have outsourced their payment operations or
management of their CDE.! Additionally, organizations that outsource their CDE or payment operations to third parties are responsible for
ensuring that the account data is protected by the third party per the applicable PCI DSS requirements.

The table on the following page illustrates commonly used elements of cardholder and sensitive authentication data, whether storage of each
data element is permitted or prohibited, and whether each data element must be protected. This table is not exhaustive, but is pre sented to
illustrate the different types of requirements that apply to each data element.

11n accordance with individual paymentbrand compliance programs

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 7
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Data Element Storage Render Stored Data Unreadable per
Permitted Requirement 3.4
Primary Account Number (PAN) Yes Yes
5 Cardholder Cardholder Name Yes No
B Data Service Code Yes No
% Expiration Date Yes No
D . Full Track Data® No Cannot store per Requirement 3.2
< Sensitive
Authentication CAV2/CVC2/Cw2/CID* No Cannot store per Requirement 3.2
Data? :
PIN/PIN Block® No Cannot store per Requirement 3.2

PCIDSS Requirements 3.3 and 3.4 apply only to PAN. If PAN is stored with other elements of cardholder data, onlythe PAN must be rendered
unreadable accordingto PCI DSS Requirement 3.4.

Sensitive authentication data must not be stored after authorization, even if encrypted. This applies even where there is no PAN in the
environment. Organizations should contact their acquirer or the individual payment brands directly to understand whether SAD is permitted to be
stored prior to authorization, for how long, and any related usage and protection requirements.

2 Sensitive authentication data mustnotbe stored after authorization (even if encrypted).

3 Fulltrack data fromthe magnetic stripe, equivalentdataon the chip, or elsewhere

4 The three- or four-digitvalue printed onthe frontor back ofa paymentcard

5 Personal identification number entered by cardholder during acard-presenttransaction, and/orencrypted PIN block presentwithin the transaction message
Payment Card Industry (PCI) Data Security Standard, v3.2.1 Page 8
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Relationship between PCI DSS and PA-DSS

Applicability of PCI DSSto PA-DSS Applications

Use of a Payment Application Data Security Standard (PA-DSS) compliant application by itself does not make an entity PCI DSS compliant, since
that application must be implemented into a PCI DSS compliant environment and according to the PA-DSS Implementation Guide provided by the
payment application vendor.

All applications that store, process, or transmit cardholder data are in scope for an entity’s PCI DSS assessment, including applications that have
been validated to PA-DSS. The PCI DSS assessment should verify the PA-DSS validated payment application is properly configured and securely
implemented per PCI DSS requirements. If the payment application has undergone any customization, a more in-depth review will be required
during the PCI DSS assessment, as the application may no longer be representative of the version that was validated to PA-DSS.

The PA-DSS requirements are derived from the PCI DSS Requirements and Security Assessment Procedures (defined in this document). The
PA-DSS details the reguirements a payment application must meet in order to facilitate a customer’s PCI DSS compliance. As security threats are
constantly evolving, applications that are no longer supported by the vendor (e.g., identified by the vendor as “end of life”) may not offer the same
level of security as supported versions.

Secure payment applications, when implemented in a PCI DSS-compliant environment, will minimize the potential for security breaches leading to
compromises of PAN, fulltrack data, card verification codes and values (CAV2, CID, CVC2, CVV2), and PINs and PIN blocks, along with the
damaging fraud resulting from these breaches.

To determine whether PA-DSS applies to a given payment application, please refer to the PA-DSS Program Guide, which can be found at
WwWw. pcisecuritystandards.org.

Applicability of PCI DSSto Payment Application Vendors

PCIDSS may apply to payment application vendors if the vendor stores, processes, or transmits cardholder data, or has access to their
customers’ cardholder data (for example, in the role of a service provider).

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 9
© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved. May 2018


http://www.pcisecuritystandards.org/

» Security ®
Standards Council

Scope of PCI DSS Requirements

The PCIDSS security requirements apply to all system components included in or connected to the cardholder data environment. The cardholder
data environment (CDE) is comprised of people, processes and technologies that store, process, or transmit cardholder data or sensitive
authentication data. “System components” include network devices, servers, computing devices, and applications. Examples of system
components include but are not limited to the following:

= Systems that provide security services (for example, authentication servers), facilitate segmentation (for example, internal firewalls), or
may impact the security of (for example, name resolution or web redirection servers) the CDE.

= Virtualization components such as virtual machines, virtual switches/routers, virtual appliances, virtual applications/deskto ps, and
hypervisors.

= Network components including but not limited to firewalls, switches, routers, wireless access points, network appliances, and other
security appliances.

= Servertypesincluding but not limited to web, application, database, authentication, mail, proxy, Network Time Protocol (NTP), and
Domain Name System (DNS).

= Applications including all purchased and custom applications, including internal and external (for example, Internet) applications.

= Any other component or device located within or connected to the CDE.
The first step of a PCI DSS assessmentis to accurately determine the scope of the review. At least annually and prior to the annual assessment,
the assessed entity should confirm the accuracy of their PCI DSS scope by identifying all locations and flows of cardholder data, and identify all
systems that are connected to or, if compromised, could impactthe CDE (for example, authentication servers) to ensure they are included in the
PCIDSS scope. All types of systems and locations should be considered as part of the scoping process, including backup/recovery sites and fail-
over systems.
To confirm the accuracy of the defined CDE, perform the following:

» The assessed entity identifies and documents the existence of all cardholder data in their environment, to verify that no cardholder data
exists outside of the currently defined CDE.

= Once all locations of cardholder data are identified and documented, the entity uses the results to verify that PCI DSS scope is appropriate
(for example, the results may be a diagram or an inventory of cardholder data locations).

= The entity considers any cardholder data found to be in scope of the PCI DSS assessment and part of the CDE. If the entity id entifies data
that is not currently included in the CDE, such data should be securely deleted, migrated into the currently defined CDE, or the CDE
redefined to include this data.

The entity retains documentation that shows how PCI DSS scope was determined. The documentation is retained for assessor review and/or for
reference during the next annual PCI DSS scope confirmation activity.

For each PCIDSS assessment, the assessor is required to validate that the scope of the assessment is accurately defined and documented.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 10
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Network Segmentation

Network segmentation of, or isolating (segmenting), the cardholder data environment from the remainder of an entity’s network is nota PCIDSS
requirement. However, it is strongly recommended as a method that may reduce:

= The scope of the PCIDSS assessment

= The cost of the PCI DSS assessment

= The cost and difficulty of implementing and maintaining PCI DSS controls

= The risk to an organization (reduced by consolidating cardholder data into fewer, more controlled locations)

Without adequate network segmentation (sometimes called a "flat network") the entire network is in scope of the PCI DSS assessment. Network
segmentation can be achieved through a number of physical or logical means, such as properly configured internal network firewalls, routers with
strong access control lists, or other technologies that restrict access to a particular segment of a network. To be considered out of scope for PCI
DSS, a system component must be properly isolated (segmented) from the CDE, such that even if the out-of-scope system component was
compromised it could not impact the security of the CDE.

An important prerequisite to reduce the scope of the cardholder data environment is a clear understanding of business needs and processes
related to the storage, processing or transmission of cardholder data. Restricting cardholder d ata to as few locations as possible by elimination of
unnecessary data, and consolidation of necessary data, may require reengineering of long-standing business practices.

Documenting cardholder data flows via a dataflow diagram helps fully understand all cardholder data flows and ensures that any network
segmentation is effective at isolating the cardholder data environment.

If network segmentation is in place and being used to reduce the scope of the PCI DSS assessment, the assessor must verify that the
segmentation is adequate to reduce the scope of the assessment. At a high level, adequate network segmentation isolates systems that store,
process, or transmit cardholder data from those that do not. However, the adequacy of a specificimplementation of network segmentation is highly
variable and dependent upon a number of factors, suchas a given network's configuration, the technologies deployed, and other controls that may
be implemented.

Appendix D: Segmentation and Sampling of Business Facilities/System Components provides more information on the effect of network
segmentation and sampling on the scope of a PCI DSS assessment.

Wireless

If wireless technology is used to store, process, or transmit cardholder data (for example, point-of-sale transactions, “line-busting”), or if a wireless
local area network (WLAN) is part of, or connected to the cardholder data environment, the PCI DSS requirements and testing p rocedures for
wireless environments apply and must be performed (for example, Requirements 1.2.3,2.1.1, and 4.1.1). Before wireless technology is
implemented, an entity should carefully evaluate the need for the technology against the risk. Consider deploying wireless te chnology only for non-
sensitive data transmission.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 11
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Use of Third-Party Service Providers / Outsourcing

A service provider or merchant may use a third-party service provider to store, process, or transmit cardholder data on their behalf, or to manage
components such as routers, firewalls, databases, physical security, and/or servers. If so, there may be an impact on the security of the cardholder
data environment.

Parties should clearly identify the services and system components which are included in the scope of the service provider's PCIDSS
assessment, the specific PCI DSS requirements covered by the service provider, and any requirements which are the responsibility of the service
provider's customers to include in their own PCI DSS reviews. For example, a managed hosting provider should clearly define which of their IP
addresses are scanned as part of their quarterly vulnerability scan process and which IP addresses are their customer’s responsibility to include in
their own quarterly scans.

Service providers are responsible for demonstrating their PCI DSS compliance, and may be required to do so by the payment brands. Service
providers should contact their acquirer and/or payment brand to determine the appropriate compliance validation.

There are two options for third-party service providers to validate compliance:

1) Annual assessment: Service providers can undergo an annual PCI DSS assessment(s) on their own and provide evidence to their
customers to demonstrate their compliance; or

2) Multiple, on-demand assessments: If they do not undergo their own annual PCI DSS assessments, service providers must undergo
assessments upon request of their customers and/or participate in each of their customer's PCI DSS reviews, with the results of each
review provided to the respective customer(s)

If the third party undergoes their own PCI DS S assessment, they should provide sufficient evidence to their customers to verify that the scope of
the service provider's PCI DSS assessment covered the services applicable to the customer and that the relevant PCI DSS requirements were
examined and determined to be in place. The specific type of evidence provided by the service provider to their customers will depend on the
agreements/contracts in place betweenthose parties. For example, providing the AOC and/or relevant sections of the service provider's ROC
(redacted to protect any confidential information) could help provide all or some of the information.

Additionally, merchants and service providers must manage and monitor the PCI DSS compliance of all associated third-party service providers
with access to cardholder data. Refer to Requirement 12.8 in this document for details.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 12
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Best Practices for Implementing PCI DSS into Business-as-Usual Processes

To ensure security controls continue to be properly implemented, PCI DSS should be implemented into business-as-usual (BAU) activities as part
of an entity’s overall security strategy. This enables an entity to monitor the effectiveness of their security c ontrols on an ongoing basis, and
maintain their PCI DSS compliant environment in between PCI DSS assessments. Examples of how to incorporate PCI DSS into BAU activities
include but are not limited to:

1. Monitoring of security controls—such as firewalls, intrusion-detection systems/intrusion-prevention systems (IDS/IPS), file-integrity
monitoring (FIM), anti-virus, access controls, etc.—to ensure they are operating effectively and as intended.

2. Ensuring that all failures in security controls are detected and responded to in a timely manner. Processes to respond to security control
failures should include:

e Restoring the security control

e Identifying the cause of failure

¢ Identifying and addressing any security issues that arose during the failure of the security control

¢ Implementing mitigation (such as process or technical controls) to prevent the cause of the failure recurring

¢ Resuming monitoring of the security control, perhaps with enhanced monitoring for a period of time, to verify the control is operating
effectively

3. Reviewing changes to the environment (for example, addition of new systems, changes in system or network configurations) prior to
completion of the change, and perform the following:

e Determine the potential impact to PCI DSS scope (for example, a new firewall rule that permits connectivity between a system in the
CDE and another system could bring additional systems or networks into scope for PCIDSS).

¢ Identify PCI DSS requirements applicable to systems and networks affected by the changes (for example, if a new systemis in scope
for PCIDSS, itwould need to be configured per system configuration standards, including FIM, AV, patches, auditlogging, etc., and
would need to be added to the quarterly vulnerability scan schedule).

e Update PCI DSS scope and implement security controls as appropriate.

4. Changes to organizational structure (for example, a company merger or acquisition) resulting in formal review of the impactto PCIDSS
scope and requirements.

5. Performing periodic reviews and communications to confirm that PCI DSS requirements continue to be in place and personnel are following
secure processes. These periodic reviews should cover all facilities and locations, including retail outlets, data centers, etc., and include
reviewing system components (or samples of system components), to verify that PCI DSS requirements continue to be in place—for
example, configuration standards have been applied, patches and AV are up to date, audit logs are being reviewed, and so on. The
frequency of periodic reviews should be determined by the entity as appropriate for the size and complexity of their environment.

These reviews can also be used to verify that appropriate evidence is being maintained—for example, audit logs, vulnerability scan reports,
firewall reviews, etc.—to assist the entity’s preparation for their next compliance assessmernt.
Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 13
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6. Reviewing hardware and software technologies at least annually to confirm that they continue to be supported by the vendor and can meet
the entity’s security requirements, including PCIDSS. [f it is discovered that technologies are no longer supported by the v endor or cannot
meet the entity’s security needs, the entity should prepare a remediation plan, up to and including replacement of the technology, as
necessary.

In addition to the above practices, organizations may also wish to consider implementing separation of duties for their security functions so that
security and/or audit functions are separated from operational functions. In environments where one individual performs multiple roles (for
example, administration and security operations), duties may be assigned such that no single individual has end-to-end control of a process
without an independent checkpoint. For example, responsibility for configuration and responsibility for approving changes could be assigned to
separate individuals.

Note: For some entities, these best practices are also requirements to ensure ongoing PCI DSS compliance.
For example, PCI DSS includes these principles in some requirements, and the Designated Entities
Supplemental Validation (PCI DSS Appendix A3) requires designated entities to validate to these principles.

All organizations should consider implementing these best practices into their environment, even where the
organization is not required to validate to them.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 14
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For Assessors: Sampling of Business Facilities/System Components

Sampling is an option for assessors to facilitate the assessment process where there are large numbers of business facilities and/or system
components.

While it is acceptable for an assessor to sample business facilities/system components as part of their review of an entity’s PCI DSS compliance, it
is not acceptable for an entity to apply PCI DSS requirements to only a sample of their environment (for example, requirements for quarterly
vulnerability scans apply to all system components). Similarly, it is not acceptable for an assessor to only review a sample of PCIDSS
requirements for compliance.

After considering the overall scope and complexity of the environment being assessed, the assessor may independently select representative
samples of business facilities/system components in order to assess the entity’s compliance with PCI DSS requirements. These samples must be
defined first for business facilities and then for system components within each selected business facility. Samples must be a representative
selection of all of the types and locations of business facilities, as well as all of the types of system components within s elected business facilities.
Samples must be sufficiently large to provide the assessor with assurance that controls are implemented as expected.

Examples of business facilities include but are not limited to: corporate offices, stores, franchise locations, processing facilities, data centers, and
other facility types in different locations. Sampling should include system components within each selected business facility. For example, for each
business facility selected, include a variety of operating systems, functions, and applications that are applicable to the area under review.

As an example, the assessor may define a sample at a business facility to include Sun servers running Apache, Windows servers running Oracle,
mainframe systems running legacy card processing applications, data-transfer servers running HP-UX, and Linux Servers running MySQL. If all
applications run from a single version of an OS (for example, Windows 7 or Solaris 10), the sample should still include a variety of applications (for
example, database servers, web servers, data-transfer servers).

When independently selecting samples of business facilities/system components, assessors should consider the following:

= [f there are standardized, centralized PCI DSS security and operational processes and controls in place that ensure consistency and that
each business facility/system component must follow, the sample can be smaller than if there are no standard processes/contro s in place.
The sample must be large enough to provide the assessor with reasonable assurance that all business facilities/system components are
configured per the standard processes. The assessor must verify that the standardized, centralized controls are implemented and working
effectively.

= If there is more than onetype of standard security and/or operational process in place (for example, for different types of business
facilities/system components), the sample must be large enough to include business facilities/system components secured with each type
of process.

= If there are no standard PCI DSS processes/controls in place and each business facility/system component is managed through non-
standard processes, the sample must be larger for the assessor to be assured that each business facility/system component has
implemented PCI DSS requirements appropriately.
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= Samples of system components must include every type and combination that is in use. For example, where applications are sampled, the
sample must include all versions and platforms for each type of application.

For each instance where sampling is used, the assessor must:
Please also refer to:

= Document the rationale behind the sampling technique and sample size, Appendix D: Segmentation
and Sampling of Business
Facilities/System
Components.

» Document and validate the standardized PCI DSS processes and controls used to determine sample
size, and

= Explain how the sample is appropriate and representative of the overall population.

Assessors must revalidate the sampling rationale for each assessment. If sampling is to be used, different samples of business facilities and
system components must be selected for each assessment.

Compensating Controls

On an annual basis, any compensating controls must be documented, reviewed and validated by the assessor and included withthe Reporton
Compliance submission, per Appendix B: Compensating Controls and Appendix C: Compensating Controls Worksheet.

For each and every compensating control, the Compensating Controls Worksheet (Appendix C) must be completed. Additionally, compensating
control results should be documented in the ROC in the corresponding PCI DSS requirement section.

See the above-mentioned Appendices B and C for more details on “compensating controls.”
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Instructions and Content for Report on Compliance

Instructions and content for the Report on Compliance (ROC) are provided in the PCI DSS ROC Reporting Template.

The PCI DSS ROC Reporting Template must be used as the template for creating the Report on Compliance. The assessed entity should follow
each payment brand’s respective reporting requirements to ensure each payment brand acknowledges the entity’s compliance status. Contact
each payment brand or the acquirer to determine reporting requirements and instructions.

PCI DSS Assessment Process

The PCIDSS assessment process includes completion of the following steps:

1.

2.
3.

Confirm the scope of the PCIDSS assessment.

Performthe PCI DSS assessment of the environment, following the testing procedures for each requirement.

Complete the applicable report for the assessment (i.e., Self-Assessment Questionnaire (SAQ) or Report on Compliance (ROC)),
including documentation of all compensating controls, according to the applicable PCI guidance and instructions.

Complete the Attestation of Compliance for Service Providers or Merchants, as applicable, in its entirety. Attestations of Co mpliance are
available on the PCI SSC website.

Submit the SAQ or ROC, and the Attestation of Compliance, along with any other requested documentation—such as ASV scan reports—
to the acquirer (for merchants) or to the payment brand or other requester (for service providers).

If required, perform remediation to address requirements that are not in place, and provide an updated report.
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PCI DSS Versions

As of the published date of this document, PCI DSS v3.2 is valid through December 31, 2018, after which itis retired. All PCI DSS validations after

this date must be to PCI DSS v3.2.1 or later.

The following table provides a summary of PCI DSS versions and their relevant dates.®

Version Published Retired
PCIDSS v3.2.1 (This document) May 2018 To be determined
PCIDSS v3.2 April 2016 December 31, 2018

6 Subject to change upon release ofa new version of PCI DSS.
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Detailed PCI DSS Requirements and Security Assessment Procedures

The following defines the column headings for the PCI DSS Requirements and Security Assessment Procedures:
= PCIDSS Requirements — This column defines the Data Security Standard requirements; PCI DSS compliance is validated against these
requirements.

= Testing Procedures — This column shows processes to be falowed by the assessor to validate that PCI DSS requirements have been
met and are “in place.”

» Guidance — This column describes the intent or security objective behind each of the PCI DSS requirements. This column contains
guidance only, and is intended to assist understanding of the intent of each requirement. The guidance in this column does not replace or

extend the PCI DSS Requirements and Testing Procedures.

Note: PCI DSS requirements are not considered to be in place if controls are not yet implemented or are scheduled to be completed at a future
date. After any open or not-in-place items are addressed by the entity, the assessor will then reassess to validate that the remediation is

completed and that all requirements are satisfied.

Please refer to the following resources (available on the PCI SSC website) to document the PCI DSS assessment:
= Forinstructions on completing reports on compliance (ROC), refer to the PCI DSS ROC Reporting Template.
= Forinstructions on completing self-assessment questionnaires (SAQ), refer to the PCI DSS SAQ Instructions and Guidelines.

= Forinstructions on submitting PCI DSS compliance validation reports, refer to the PCI DSS Attestations of Compliance.
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Build and Maintain a Secure Network and Systems

Requirement 1. Install and maintain a firewall configuration to protect cardholder data

Firewalls are devices that control computer traffic allowed between an entity’s networks (internal) and untrusted networks (external), as well as
traffic into and out of more sensitive areas withinan entity’s internal trusted networks. The cardholder data environment is an example of a more
sensitive area within an entity’s trusted network.

A firewall examines all network traffic and blocks those transmissions that do not meet the specified security criteria.

All systems must be protected from unauthorized access from untrusted networks, whether entering the system via the Internet as e-commerce,
employee Internet access through desktop browsers, employee e-mail access, dedicated connections such as business-to-business connections,
via wireless networks, or via other sources. Often, seemingly insignificant paths to and from untrusted networks can provide unprotected pathways
into key systems. Firewalls are a key protection mechanism for any computer network.

Other system components may provide firewall functionality, as long as they meet the minimum requirements for firewalls as defined in
Requirement 1. Where other system components are used within the cardholder data environment to provide firewall functionality, these devices
must be included within the scope and assessment of Requirement 1.

PCI DSS Requirements Testing Procedures Guidance
1.1 Establish and implementfirewalland | 1.1 Inspectthe firewall and router configuration standards and Firewalls and routers are key components ofthe
router configuration standards that other documentation specified below and verify that standards architecture that controlsentry to and exitfromthe
includethe following: are complete and implemented as follows: network. These devices are software or hardware

devices thatblock unwanted access and manage
authorized accessinto and outofthe network.

Configuration standards and procedures will help
to ensurethat the organization’s firstline of
defensein the protection of its dataremains

strong.
1.1.1 A formal process for approving 1.1.1.a Examinedocumented procedures to verify thereis a A documented and implemented process for
and testing all network connections formal process for testing and approval ofall: approving andtesting all connectionsand

and changes to the firewall and router e Network connections and changesto thefirewalls and routers will help
configurations ch G Il and G . preventsecurity problems caused by
¢ anges to firewall and router configurations misconfiguration ofthe network, router, or firewall.

Without formal approval and testing ofchanges,

1.1.1.b Fora sample of network connections, interview records ofthe changes mightnotbe updated,
responsible personnel and examine recordsto verify that which could lead to inconsistencies between
network connections were approved and tested. network documentation and the actual

configuration.
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Guidance

1.1.1.c Identify asample of actual changes madeto firewall
and router configurations, compare to the change records, and
interview responsible personnel to verify the changes were
approved and tested.

1.1.2 Current network diagramthat
identifies all connections between the
cardholder dataenvironment and other
networks, including any wireless
networks

1.1.2.a Examine diagram(s) and observe network
configurations to verify thata current network diagram exists
and that it documents all connections to cardholder data,
including any wireless networks.

1.1.2.b Interviewresponsible personnelto verify thatthe
diagramis keptcurrent.

Network diagrams describe how networks are
configured, and identifythe location of all network
devices.

Without current network diagrams, devices could
be overlooked and be unknowinglyleftout of the
security controlsimplemented for PCI DSS and
thus be vulnerable to compromise.

1.1.3 Current diagram that shows all
cardholder data flows across systems
and networks

1.1.3 Examine data-flow diagram and interview personnel to
verify the diagram:

e Shows all cardholder dataflows across systems and
networks.

e Is keptcurrentand updated as needed upon changes to
the environment.

Cardholder data-flow diagrams identify the
location ofall cardholder datathatis stored,
processed, or transmitted within the network.

Network and cardholder data-flow diagrams help
an organizationto understand and keep track of
the scope oftheir environment, by showinghow
cardholder dataflows across networksand
between individual systems and devices.

1.1.4 Requirements for a firewall at
each Internetconnectionand between
any demilitarized zone (DMZ) and the
internal network zone

1.1.4.a Examinethe firewall configuration standardsand verify
that they include requirements for afirewall at each Internet
connection and between any DMZ and the internal network
zone.

1.1.4.b Verify that the currentnetwork diagramis consistent
with the firewall configuration standards.

1.1.4.c Observenetwork configurations to verify that a firewall
isin place at each Internetconnection and between any
demilitarized zone (DMZ) and the internal network zone, per
the documented configuration standards and network
diagrams.

Using afirewall on every Internetconnection
coming into (and out of) the network, and between
any DMZ and theinternal network, allows the
organizationto monitor and controlaccess and
minimizes the chances ofa malicious individual
obtaining access to theinternal network viaan
unprotected connection.
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1.1.5 Description of groups, roles, and
responsibilities for management of
network components

1.1.5.a Verify that firewall and router configuration standards
include adescription ofgroups, roles, and responsibilities for
management of network components.

1.1.5.b Interview personnel responsible for managementof
network components to confirmthatroles and responsibilities
are assigned as documented.

This description ofroles and assignment of
responsibilities ensures thatpersonnel are aware
of who isresponsible for the security of all
network components, and thatthose assigned to
manage components are aware of their
responsibilities. If roles and responsibilities are not
formally assigned, devices could be left
unmanaged.

1.1.6 Documentation of business
justification and approval for use of all
services, protocols, and portsallowed,
including documentation of security
features implemented for those
protocols considered to beinsecure.

1.1.6.a Verify that firewall and router configuration standards
include adocumented listofall services, protocolsand ports,
including business justification and approval for each.

1.1.6.b Identify insecure services, protocols, and ports
allowed; and verify that security features are documented for
each service.

1.1.6.c Examine firewall and router configurations to verify that
the documented security features are implemented for each
insecure service, protocol, and port.

Compromises often happendueto unused or
insecure service and ports, sincethese often have
known vulnerabilities and many organizations
don’tpatch vulnerabilities for the services,
protocols, and ports they don'tuse (even though
the vulnerabilities are still present). By clearly
defining and documenting the services, protocols,
and portsthatare necessary for business,
organizations can ensure thatall other services,
protocols, and ports are disabled or removed.

Approvals should be granted by personnel
independentofthe personnel managingthe
configuration.

If insecure services, protocols, or ports are
necessary for business, the risk posed by use of
these protocolsshould be clearly understood and
accepted by the organization, the use of the
protocolshould be justified, and the security
features that allow these protocols to be used
securely should be documented and
implemented. If these insecure services,
protocols, or ports are notnecessary for business,
they should be disabled or removed.

Forguidance on services, protocols, or ports
consideredto beinsecure, refer to industry
standards and guidance (e.g., NIST, ENISA,
OWASRP, etc.).
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1.1.7 Requirement to review firewall
and router rule sets at leastevery six
months

1.1.7.a Verify that firewall and router configuration standards
require review of firewall and router rule sets at least every six
months.

1.1.7.b Examine documentation relating to rule set reviews
and interview responsible personnel to verify thatthe rule sets
are reviewed at least every six months.

This review gives the organization an opportunity
at leastevery six months to clean up any
unneeded, outdated, or incorrectrules, and
ensure thatall rule sets allow only authorized
services and ports that match the documented
business justifications.

Organizations with ahigh volume of changes to
firewall and router rule sets may wish to consider
performing reviews more frequently, to ensure
that the rule sets continue to meet the needs of
the business.

1.2 Build firewall and router
configurations that restrict connections
between untrusted networks and any
system components in the cardholder
data environment.

Note: An “untrusted network” is any
network that is external to the networks
belonging to the entity under review,
and/or which is out of the entity's ability
to control or manage.

1.2 Examine firewall and router configurationsand performthe
followingto verify thatconnectionsare restricted between
untrusted networks and system components in the cardholder
data environment:

It is essential to install network protection between
the internal, trusted network and any untrusted
network thatis external and/oroutofthe entity’s
ability to control or manage. Failure to implement
this measure correctly results in the entity being
vulnerableto unauthorized access by malicious
individuals or software.

For firewall functionality to be effective, it must be
properly configuredto control and/or limit traffic
into and out ofthe entity’s network.

1.2.1 Restrictinbound and outbound
traffic to that which is necessary for the
cardholder dataenvironment, and
specifically deny all other traffic.

1.2.1.a Examine firewall and router configuration standards to
verify that they identify inbound and outbound traffic
necessary forthe cardholder data environment.

1.2.1.b Examine firewall and router configurations to verify
that inbound and outbound traffic is limited to thatwhich is

necessary forthe cardholder dataenvironment.

1.2.1.c Examine firewall and router configurations to verify that
all otherinbound and outbound traffic is specifically denied, for
example by using an explicit“deny all” or an implicitdeny after
allow statement.

Examination ofall inbound and outbound
connections allows for inspection and restriction of
traffic based on the source and/or destination
address, thus preventing unfiltered access
between untrusted and trusted environments. This
prevents malicious individuals from accessing the
entity’s network viaunauthorized IP addresses or
from using services, protocols, or ports in an
unauthorized manner (for example, to send data
they've obtained from within the entity’s network
out to an untrusted server).

Implementing arule that denies all inbound and
outbound traffic that is notspecifically needed
helpsto preventinadvertentholes thatwould
allowunintended and potentially harmful traffic in
orout.
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1.2.2 Secure and synchronize router
configuration files.

1.2.2.a Examinerouter configurationfiles to verify they are
secured from unauthorized access.

1.2.2.b Examine router configurations to verify they are
synchronized—for example, therunning (or active)
configuration matches the start-up configuration (used when
machines are booted).

Whiletherunning (or active) router configuration
filesinclude the current, secure settings, the start-
up files (which are used when routers are re-
started or booted) mustbe updated with the same
secure settings to ensure these settings are
applied when the start-up configurationis run.

Because they only run occasionally, start-up
configuration files are often forgotten and are not
updated. When a router re-starts and loads a
start-up configuration thathas notbeen updated
with the same secure settings asthosein the
running configuration, it may result in weaker rules
that allow malicious individualsinto the network.

1.2.3 Install perimeter firewalls
between all wireless networks and the
cardholder dataenvironment, and
configurethesefirewalls to deny or, if
traffic is necessary for business
purposes, permitonly authorized traffic
between the wireless environmentand
the cardholder dataenvironment.

1.2.3.a Examine firewall and router configurations to verify that
there are perimeter firewalls installed between all wireless
networks and the cardholder data environment.

1.2.3.b Verify that the firewalls deny or, iftraffic is necessary
for business purposes, permitonly authorized traffic between
the wireless environmentand the cardholder data
environment.

The known (or unknown) implementation and
exploitation of wireless technology within a
network is a common path for malicious
individuals to gain access to the network and
cardholder data. If a wireless device or network is
installed without the entity’s knowledge, a
malicious individual could easily and “invisibly”
enter the network. If firewalls do notrestrict
access from wireless networks into the CDE,
malicious individuals thatgain unauthorized
access to the wireless network can easily connect
to the CDE and compromise accountinformation.

Firewalls must be installed between all wireless
networks and the CDE, regardless ofthe purpose
of the environmentto which the wireless network
is connected. This may include, butis notlimited
to, corporate networks, retail stores, guest
networks, warehouse environments, etc.
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1.3 Prohibitdirect public access
between theInternet and any system
componentin the cardholder data
environment.

1.3 Examine firewall and router configurations—including but
notlimited to the choke router at the Internet, the DMZ router
and firewall, the DMZ cardholder segment, the perimeter router,
and the internal cardholder network segment—and performthe
followingto determinethatthereis no directaccess between the
Internetand system components in the internal cardholder
network segment:

While there may be legitimate reasons for
untrusted connections to be permitted to DMZ
systems (e.g., to allow public access to a web
server), such connectionsshould never be
granted to systems in the internal network. A
firewall's intentis to manage and control all
connections between public systems and internal
systems, especially thosethatstore, process or
transmitcardholder data. If directaccess is
allowed between public systems and the CDE, the
protections offered by the firewall are bypassed,
and system components storing cardholder data
may be exposed to compromise.

1.3.1 Implement a DMZ to limit
inbound traffic to only system
componentsthat provide authorized
publicly accessible services, protocols,
and ports.

1.3.1 Examine firewall and router configurations to verify thata
DMZ is implemented to limitinbound traffic to only system
componentsthatprovide authorized publicly accessible
services, protocols, and ports.

1.3.2 Limitinbound Internettraffic to IP
addresses within the DMZ.

1.3.2 Examine firewall and router configurations to verify that
inbound Internettraffic is limited to IP addresses within the
DMZ.

The DMZ is that part ofthe network that manages
connections between the Internet (or other
untrusted networks), and services thatan
organization needs to have available to the public
(like a web server).

This functionality is intended to prevent malicious
individuals from accessingthe organization's
internal network fromthe Internet, or from using
services, protocols, or ports in an unauthorized
manner.

1.3.3 Implement anti-spoofing
measures to detect and block forged
source IP addresses fromentering the
network.

(For example, block traffic originating
from the Internet with an internal
source address.)

1.3.3 Examine firewall and router configurations to verify that
anti-spoofing measures are implemented, for example internal
addresses cannotpass fromtheInternetinto the DMZ.

Normally a packet contains the IP address ofthe
computer that originally sentitso other computers
in the network know where the packetcame from.
Malicious individuals will often try to spoof(or
imitate) the sending IP address so thatthe target
system believes the packetis from a trusted
source.

Filtering packets cominginto the network helps to,
among otherthings, ensure packets are not
“spoofed” to look like they are coming froman
organization’s own internal network.
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1.3.4 Do notallowunauthorized
outbound traffic fromthe cardholder
data environmentto the Internet.

1.3.4 Examine firewall and router configurations to verify that
outbound traffic fromthe cardholder dataenvironmentto the
Internetis explicitly authorized.

All traffic outbound fromthe cardholder data
environmentshould be evaluated to ensure that it
follows established, authorized rules. Connections
should beinspected to restricttraffic to only
authorized communications (for example by
restricting source/destination addresses/ports,
and/or blocking of content).

1.3.5 Permit only “established”
connections intothe network.

1.3.5 Examine firewall and router configurations to verify that
the firewall permits only established connections intothe
internal network and denies any inbound connectionsnot
associated with apreviously established session.

A firewall that maintains the "state" (or the status)
foreach connectionthrough the firewall knows
whether an apparentresponseto a previous
connection is actually avalid, authorized response
(sinceitretains each connection’s status) oris
malicious traffic trying to trick the firewall into
allowing the connection.

1.3.6 Place system components that
store cardholder data (such as a
database) in an internal network zone,
segregated fromthe DMZ and other
untrusted networks.

1.3.6 Examine firewall and router configurations to verify that
system components that store cardholder dataare on an
internal network zone, segregated fromthe DMZ and other
untrusted networks.

If cardholder datais located withinthe DMZ, itis
easier for an external attacker to access this
information, since there are fewer layers to
penetrate. Securing system componentsthat
store cardholder datain an internal network zone
that is segregated fromthe DMZ and other
untrusted networks by a firewall can prevent
unauthorized network traffic fromreaching the
system component.

Note: This requirement is not intended to apply to
temporary storage of cardholder data in volatile
memory.
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1.3.7 Do notdisclose private IP
addresses and routing information to
unauthorized parties.

Note: Methods to obscure IP addressing
may include, but are not limited to:

Network Address Translation
(NAT)

Placing servers containing
cardholder data behind proxy
servers/firewalls,

Removal or filtering of route
advertisements for private
networks that employ registered
addressing,

Internal use of RFC1918 address
space instead of registered
addresses.

1.3.7.a Examine firewall and router configurations to verify that
methods are in placeto preventthe disclosure of private IP
addresses and routing information from internal networks to
the Internet.

1.3.7.b Interview personnel and examine documentation to
verify that any disclosure of private IP addresses and routing
information to external entities is authorized.

Restricting the disclosure of internal or private IP
addresses is essential to preventahacker
“learning” the IP addresses oftheinternal
network, and using thatinformation to access the
network.

Methods used to meet the intentofthis
requirementmay vary depending onthe specific
networking technology being used. For example,
the controlsused to meet this requirement may be
differentfor IPv4 networks than for IPv6 networks.
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1.4 Install personal firewall software or
equivalentfunctionality on any portable
computing devices (including company
and/or employee-owned) that connectto
the Internetwhen outside the network
(forexample, laptops used by
employees), and which are also used to
access the CDE. Firewall (or equivalent)
configurationsinclude:

e Specific configuration settings are
defined.

e Personal firewall (or equivalent
functionality) is actively running.

e Personal firewall (or equivalent
functionality) is notalterable by
users ofthe portable computing
devices.

1.4.a Examine policies and configuration standards to verify:

Personal firewall software or equivalentfunctionality is
required for all portable computing devices (including
company and/or employee-owned) thatconnectto the
Internetwhen outside the network (for example, laptops
used by employees), and which are also used to access
the CDE.

Specific configuration settings are defined for personal
firewall (or equivalentfunctionality).

Personal firewall (or equivalentfunctionality) is configured
to actively run.

Personal firewall (or equivalentfunctionality) is configured
to notbe alterable by users ofthe portable computing
devices.

1.4.b Inspecta sample of company and/or employee-owned
devices to verify that:

Personal firewall (or equivalentfunctionality) is installed
and configured per the organization’s specific configuration
settings.

Personal firewall (or equivalent functionality) is actively
running.

Personal firewall (or equivalentfunctionality) is notalterable
by users ofthe portable computing devices.

Portable computing devices thatare allowed to
connectto theInternetfrom outside the corporate
firewall are more vulnerable to Internet-based
threats. Use offirewall functionality (e.g., personal
firewall software or hardware) helps to protect
devices from Internet-based attacks, which could
use the deviceto gain access theorganization’s
systems and data oncethe deviceis re-connected
to the network.

The specific firewall configuration settings are
determined by the organization.

Note: This requirement applies to employee-
owned and company-owned portable computing
devices. Systems that cannot be managed by
corporate policy introduce weaknesses and
provide opportunities that malicious individuals
may exploit. Allowing untrusted systems to
connect to an organization’s CDE could result in
access being granted to attackers and other
malicious users.

1.5 Ensure that security policies and
operational procedures for managing
firewalls are documented, in use, and
known to all affected parties.

1.5 Examine documentation and interview personnel to verify
that security policies and operational procedures for managing
firewalls are:

Documented,
In use, and
Known to all affected parties.

Personnel need to be aware ofand following
security policies and operational procedures to
ensure firewalls and routers are continuously
managed to preventunauthorized access to the
network.
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Requirement 2. Do not use vendor-supplied defaults for system passwords and other security parameters

Malicious individuals (external and internal to an entity) often use vendor default passwords and other vendor default settings to compromise
systems. These passwords and settings are well known by hacker communities and are easily determined via public information.
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2.1 Always change vendor-supplied
defaults and remove or disable
unnecessary defaultaccounts before
installing asystemon the network.

This applies to ALL default passwords,
including butnotlimited to those used by
operating systems, software that
provides security services, application
and system accounts, point-of-sale
(POS) terminals, payment applications,
Simple Network Management Protocol
(SNMP) community strings, etc.).

2.1.a Chooseasample of system components, and attempt
to log on (with system administrator help) to the devices and
applications using default vendor-supplied accounts and
passwords, to verify that ALL defaultpasswords (including
those on operating systems, software that provides security
services, application and systemaccounts, POSterminals,
and Simple Network Management Protocol (SNMP)
community strings) have been changed. (Usevendor
manuals and sources on the Internetto find vendor-supplied
accounts/passwords.)

2.1.b Forthe sample of system components, verify that all
unnecessary defaultaccounts (including accountsused by
operating systems, security software, applications, systems,
POS terminals, SNMP, etc.) are removed or disabled.

2.1.c Interview personnel and examine supporting
documentation to verify that:

e All vendor defaults (including default passwords on
operating systems, software providing security services,
applicationand systemaccounts, POSterminals,
Simple Network Management Protocol (SNMP)
community strings, etc.) are changed before a system is
installed on the network.

e Unnecessary defaultaccounts (including accounts used
by operating systems, security software, applications,
systems, POS terminals, SNMP, etc.) are removed or
disabled before a system isinstalled on the network.

Malicious individuals (external andinternalto an
organization) often use vendor default settings, account
names, and passwords to compromise operating
system software, applications, and the systems on
which they are installed. Because these default settings
are often published and are well known in hacker
communities, changing these settings willleave
systems less vulnerable to attack.

Even if a default accountis notintended to be used,
changing the default password to astrong unique
password and then disabling the accountwill preventa
malicious individual fromre-enablingthe accountand
gaining access with the default password.
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2.1.1 For wireless environments
connected to the cardholder data
environmentor transmitting cardholder
data, change ALL wireless vendor
defaults at installation, including but not
limited to default wireless encryption
keys, passwords, and SNMP
community strings.

2.1.1.a Interviewresponsible personnel and examine
supporting documentation to verify that:

e Encryptionkeys were changed from default at
installation

e Encryptionkeys arechanged anytime anyone with
knowledge ofthe keys leaves the company or
changes positions.

2.1.1.b Interview personnel and examine policies and
procedures to verify:

e Default SNMP community strings are required to be
changed uponinstallation.

o Default passwords/passphrases onaccess points are
required to be changed uponinstallation.

2.1.1.c Examinevendor documentation and login to
wireless devices, with system administrator help, to verify:

e Default SNMP community strings are notused.

e Default passwords/passphrases onaccess points are
notused.

2.1.1.d Examine vendor documentationand observe
wireless configuration settings to verify firmware on
wireless devices is updated to supportstrong encryption
for:

e Authentication over wireless networks
e Transmissionover wireless networks.

2.1.1.e Examinevendor documentation and observe
wireless configuration settings to verify other security-
related wireless vendor defaults were changed, if
applicable.

If wireless networks are notimplemented with sufficient
security configurations (including changing default
settings), wireless sniffers can eavesdrop onthetraffic,
easily capture data and passwords, and easily enter
and attack the network.

In addition, the key-exchange protocolfor older
versions 0f802.11x encryption (Wired Equivalent
Privacy, or WEP) has been broken and can render the
encryptionuseless. Firmware for devices should be
updated to supportmore secure protocols.
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2.2 Develop configuration standards for
all system components. Assure that
these standards addressall known
security vulnerabilities and are consistent
with industry-accepted system hardening
standards.

Sources of industry-accepted system
hardening standards may include, but
are notlimited to:

Center for Internet Security (CIS)
International Organization for
Standardization (ISO)

SysAdmin Audit Network Security
(SANS) Institute

National Institute of Standards
Technology (NIST).

2.2.a Examine the organization’s system configuration
standards for all types of system components and verify the
system configuration standards are consistentwith industry -
accepted hardening standards.

2.2.b Examine policies and interview personnel to verify that
system configuration standards are updated as new
vulnerability issues are identified, as defined in Requirement
6.1.

2.2.c Examine policies and interview personnel to verify that
system configuration standards are applied when new
systems are configured and verified as being in place before
a system isinstalled on the network.

2.2.d Verify that system configuration standardsinclude the
following procedures for all types of system components:

e Changingofall vendor-supplied defaults and elimination
of unnecessary defaultaccounts

e Implementing onlyone primary function per server to
preventfunctions thatrequire different security levels
from co-existing onthe same server

e Enabling only necessary services, protocols, daemons,
etc., as required for the function ofthe system

e Implementing additional security features for any
required services, protocols or daemons thatare
consideredto beinsecure

e Configuring system security parameters to prevent
misuse

e Removing all unnecessary functionality, such as scripts,
drivers, features, subsystems, file systems, and
unnecessary web servers.

There are known weaknesses with many operating
systems, databases, and enterprise applications, and
there are also known ways to configure these systems
to fix security vulnerabilities. To help those thatare not
security experts, a number of security organizations
have established system-hardening guidelines and
recommendations, which advise howto correctthese
weaknesses.

Examples of sources for guidance on configuration
standardsinclude, butare notlimited to: www.nist.gov,
www.sans.org, and www.cisecurity.org, www.iso.org,
and productvendors.

System configuration standards mustbe keptup to
date to ensurethat newly identified weaknesses are
corrected priorto asystembeing installed on the
network.
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2.2.1 Implement only one primary 2.2.1.a Select a sample ofsystem components and If server functions that need different security levels are
function per serverto preventfunctions inspectthe system configurationsto verify thatonly one located on the same server, the security level ofthe
that require different security levels primary function is implemented per server. functions with higher security needswould be reduced
from co-existing onthe same server. due to the presence ofthe lower-security functions.
(For example, web servers, database 2.2.1.b If virtualization technologies are used, inspectthe Additionally, the server functions with alower security
servers,and DNS should be system configurations to verify thatonly one primary level may introduce security weaknesses to other
implemented on separate servers.) function is implemented per virtual system componentor functions on the same server. By considering the

device. security needs of differentserver functions as part of

Note: Where virtualization technologies
are in use, implement only one primary
function per virtual system component.

the system configuration standards and related
processes, organizations can ensure thatfunctions
requiring different security levels don’tco-existonthe
same server.

2.2.2 Enable only necessary services, 2.2.2.a Select a sample ofsystem components and As stated in Requirement1.1.6, there are many

protocols, daemons, etc., as required inspectenabled systemservices, daemons, and protocols | protocolsthatabusiness may need (or have enabled

forthe function ofthe system. to verify thatonly necessary services or protocols are by default) that are commonly used by malicious
enabled. individuals to compromise a network. Including this

requirementas part ofan organization's configuration
standards and related processes ensures thatonly the
necessary services and protocolsare enabled.

2.2.2.b Identify any enabled insecure services,daemons,
or protocols and interview personnel to verify they are
justified per documented configuration standards.

2.2.3 Implement additional security 2.2.3 Inspectconfiguration settings to verify that security Enabling security features before new servers are
features for any required services, features are documented and implemented for all insecure | deployed will preventservers being installedinto the
protocols, ordaemonsthatare services,daemons, or protocols. environmentwith insecure configurations.

consideredto beinsecure. Ensuring thatall insecure services, protocols, and

daemons are adequately secured with appropriate
security features makes it more difficultfor malicious
individuals to take advantage of commonly used points
of compromise within anetwork.

Refer to industry standards and best practices for
information on strong cryptography and secure
protocols (e.g., NIST SP 800-52 and SP 800-57,
OWASP, etc.).

Note: SSL/early TLS is not considered strong
cryptography and may not be used as a security
control, except by POS POI terminals that are verified
as not being susceptible to known exploits and the
termination points to which they connect as defined in
Appendix A2.
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2.2.4 Configure system security
parameters to preventmisuse.

2.2.4.a Interview system administrators and/or security
managers to verify that they have knowledge of common
security parameter settings for system components.

2.2.4.b Examine the system configuration standards to
verify that common security parameter settings are
included.

2.2.4.c Select a sample ofsystem components and
inspectthe common security parameters to verify that they
are set appropriately and inaccordance with the
configuration standards.

System configuration standards and related processes
should specifically address security settings and
parameters that have known security implications for
each typeofsystemin use.

In order for systems to be configured securely,
personnel responsible for configuration and/or
administering systems mustbe knowledgeablein the
specific security parameters and settings thatapply to
the system.

2.2.5 Remove all unnecessary
functionality, such as scripts, drivers,
features, subsystems, file systems, and
unnecessary web servers.

2.2.5.a Select a sample of system components and
inspectthe configurations to verify thatall unnecessary
functionality (for example, scripts, drivers, features,
subsystems, file systems, etc.) is removed.

2.2.5.b. Examine the documentation and security
parameters to verify enabled functions are documented
and supportsecure configuration.

2.2.5.c. Examine thedocumentation and security
parameters to verify thatonly documented functionality is
presenton the sampled system components.

Unnecessary functions can provide additional
opportunities for malicious individualsto gain access to
a system. By removing unnecessary functionality,
organizations can focus on securing the functions that
are required and reduce the risk that unknown functions
will be exploited.

Includingthis in server-hardening standardsand
processes addresses the specific security implications
associated with unnecessary functions (for example, by
removing/disabling FTP or the web server if the server
will notbe performing those functions).

2.3 Encryptallnon-console
administrative access using strong

cryptography.

2.3 Select a sample of system components and verify that
non-console administrative access is encrypted by
performing the following:

2.3.a Observe an administrator log onto each systemand
examine system configurations to verify thatastrong
encryptionmethod is invoked before the administrator’s
password is requested.

2.3.b Review services and parameter files on systems to
determinethat Telnetand other insecure remote-login
commands are notavailable fornon-console access.

If non-console (including remote) administration does
notuse secure authentication and encrypted
communications, sensitive administrative or operational
level information (like administrator’s IDs and
passwords) can be revealed to an eavesdropper. A
malicious individual could use this information to
access the network, become administrator, and steal
data.

Clear-text protocols (suchas HTTP, telnet, etc.) do not
encrypttraffic orlogondetails, making iteasy for an
eavesdropper to interceptthis information.

(Continued on next page)
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2.3.c Observe an administratorlog onto each systemto
verify that administrator access to any web-based
management interfaces is encrypted with strong
cryptography.

2.3.d Examine vendor documentation and interview
personnel to verify that strong cryptography for the
technology inuseisimplemented accordingto industry best
practices and/or vendor recommendations.

To be considered “strong cryptography,” industry-
recognized protocols with appropriate key strengths
and key managementshould bein place as applicable
forthe type of technologyin use. (Refer to "strong
cryptography”in the PCIDSS and PA-DSS Glossary of
Terms, Abbreviations, and Acronyms, and industry
standards and best practices such as NIST SP 800-52
and SP 800-57, OWASP, etc.)

Note: SSL/early TLS is not considered strong
cryptography and may not be used as a security
control, except by POS POI terminals that are verified
as not being susceptible to known exploits and the
termination points to which they connect as defined in
Appendix A2.

2.4 Maintain an inventory of system
componentsthatare in scopefor PCI
DSS.

2.4.a Examine system inventory to verify thatalistof
hardware and software components is maintained and
includes adescription of function/use for each.

2.4.b Interview personnelto verify the documented inventory
is kept current.

Maintaining acurrentlistofall system components will
enable an organizationto accurately and efficiently
definethe scopeoftheir environmentforimplementing
PCI DSS controls. Without an inventory, some system
componentscould be forgotten, and beinadvertently
excluded fromthe organization’s configuration
standards.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1
© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved.

Page 34
May 2018



» Security ®
Standards Council

PCI DSS Requirements

Testing Procedures

Guidance

2.5 Ensure that security policies and
operational procedures for managing
vendor defaults and other security
parameters are documented, in use, and
known to all affected parties.

2.5 Examine documentation andinterview personnel to
verify that security policies and operational procedures for
managing vendor defaults and other security parameters
are:

e Documented,

. In use, and

e Known to all affected parties.

Personnel need to be aware ofand following security
policies and daily operational procedures to ensure
vendor defaults and other security parameters are
continuously managed to preventinsecure
configurations.

2.6 Shared hosting providers must
protecteach entity’s hosted environment
and cardholder data. These providers
must meet specific requirements as
detailed in Appendix Al: Additional PCI
DSS Requirements for Shared Hosting
Providers.

2.6 Perform testing procedures Al.1through Al.4detailed
in Appendix Al: Additional PCI DSS Requirements for
Shared Hosting Providers for PCI DSS assessments of
shared hosting providers, to verify that shared hosting
providersprotecttheir entities’ (merchants and service
providers) hosted environmentand data.

Thisisintended for hosting providers that provide
shared hosting environments for multiple clients onthe
same server.When all data is on the same server and
under control ofasingle environment, often the settings
on theseshared servers are not manageable by
individual clients. This allows clients to add insecure
functions and scripts thatimpact the security of all other
clientenvironments; and thereby make it easy fora
malicious individual to compromise one client's data
and thereby gain access to all other clients' data. See
Appendix Al for details of requirements.
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Protection methods such as encryption, truncation, masking, and hashing are critical components of cardholder data protection. If an intruder
circumvents other security controls and gains access to encrypted data, without the proper cryptographic keys, the data is unreadable and
unusable to that person. Other effective methods of protecting stored data should also be considered as potential risk mitigation opportunities. For
example, methods for minimizing risk include not storing cardholder data unless absolutely necessary, truncating cardholder data if full PAN is not
needed, and not sending unprotected PANS using end-user messaging technologies, such as e-mail and instant messaging.

Please refer to the PCIDSS and PA-DSS Glossary of Terms, Abbreviations, and Acronyms for definitions of “strong cryptography” and other PCI

DSS terms.
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3.1 Keep cardholder datastorageto a
minimum by implementing dataretention
and disposal policies, procedures and
processesthatinclude atleastthe following
forall cardholder data (CHD) storage:

e Limiting datastorage amountand
retention time to that which is required
forlegal, regulatory, and/or business
requirements

e Specific retention requirements for
cardholder data

e Processes for secure deletion ofdata
when no longer needed

e A quarterly process foridentifyingand
securely deleting stored cardholder
data that exceeds defined retention.

3.1.a Examine the data retention and disposal policies,
procedures and processes to verify they include the following
forall cardholder data (CHD) storage:

Limiting data storage amountand retention time to that
which is required for legal, regulatory, and/or business
requirements.

Specific requirements for retention of cardholder data (for
example, cardholder dataneeds to be held for X period for
Y business reasons).

Processes for secure deletion of cardholder datawhen no
longer needed for legal, regulatory, or business reasons.

A quarterly process for identifying and securely deleting
stored cardholder datathat exceeds defined retention
requirements.

3.1.b Interview personnelto verify that:

All locations of stored cardholder dataare included in the
data retention and disposal processes.

Either a quarterly automatic or manual processisin placeto
identify and securely delete stored cardholder data.

The quarterly automatic or manual process is performed for
all locations of cardholder data.

A formal data retention policy identifies what data
needs to be retained, and where that data resides
so it can be securely destroyed or deleted as
soon asitis nolongerneeded.

The only cardholder datathat may be stored after
authorization is the primary accountnumber or
PAN (rendered unreadable), expiration date,
cardholder name, and service code.

Understandingwhere cardholder datais located
isnecessary so itcan be properly retained or
disposedofwhen no longer needed. In order to
define appropriate retention requirements, an
entity firstneeds to understand their own
business needs as well as any legal or regulatory
obligations thatapply to their industry, and/or that
apply to thetype ofdata being retained.

(Continued on next page)
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3.1.c Fora sample of system components that store cardholder
data:

o Examine files and system records to verify thatthe data
stored does notexceed therequirements defined in the
data retention policy

e Observe thedeletion mechanismto verify datais deleted
securely.

Identifying and deleting stored datathat has
exceeded its specified retention period prevents
unnecessary retention ofdatathatis no longer
needed. This process may be automated or
manual ora combinationof both. For example, a
programmatic procedure (automatic or manual) to
locate and remove data and/or amanual review
of data storage areas could be performed.

Implementing secure deletion methodsensure
that the data cannotbe retrieved when itis no
longerneeded.

Remember, if you don't need it, don't store it!

3.2 Do notstore sensitive authentication
data after authorization (even ifencrypted).
If sensitive authentication datais received,
render all data unrecoverable upon
completion ofthe authorization process.

Itis permissible for issuers and companies
that support issuing services to store
sensitive authentication data if:

e There is a business justification and

e The data is stored securely.

Sensitive authentication dataincludes the
data as cited in the following Requirements
3.2.1 through 3.2.3:

3.2.a Forissuers and/or companies that supportissuing
services and store sensitive authentication data, review policies
and interview personnel to verify thereis a documented
business justificationfor the storage of sensitive authentication
data.

3.2.b Forissuers and/or companies thatsupportissuing
services and store sensitive authentication data, examine data
stores and system configurations to verify thatthe sensitive
authentication datais secured.

3.2.c Forall other entities, if sensitive authentication datais
received, review policies and procedures, and examine system
configurations to verify the datais notretained after
authorization.

Sensitive authentication data consists of full track
data, card validation code or value, and PIN data.
Storage of sensitive authentication data after
authorization is prohibited! This datais very
valuable to malicious individuals as itallows them
to generate counterfeit paymentcards and create
fraudulenttransactions.

Entities that issue payment cards or that perform
orsupportissuing services will often create and
control sensitive authentication data as part ofthe
issuing function. Itis allowable for companies that
perform, facilitate, or supportissuing services to
store sensitive authenticationdata ONLY IF they
have a legitimate business need to store such
data.

It should be noted thatall PCI DSS requirements
apply to issuers, and the only exception for
issuers and issuer processors is that sensitive
authentication datamay be retained if there is a
legitimate reason to do so. A legitimate reason is
onethatis necessary for the performance ofthe
function being provided for theissuer and notone
of convenience. Any such data must be stored
securely and in accordance with all PCIDSS and
specific paymentbrand requirements.

(Continued on next page)
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3.2.d Forall other entities, if sensitive authentication datais
received, review procedures and examine the processes for
securely deleting the datato verify that the data is
unrecoverable.

For non-issuing entities, retaining sensitive
authentication data post-authorization is not
permitted.

3.2.1 Do notstorethefull contents ofany
track (fromthe magnetic stripelocated on
the back ofa card, equivalentdata
contained on achip, or elsewhere) after
authorization. This datais alternatively
called full track, track, track 1, track 2,
and magnetic-stripe data.

Note: In the normal course of business, the
following data elements from the magnetic
stripe may need to be retained:

e The cardholder’s name

e  Primary account number (PAN)

e Expiration date

e Service code

To minimize risk, store only these data
elements as needed for business.

3.2.1 Fora sample of system components, examine data
sources including but notlimited to the following, and verify
that the full contents of any track from the magnetic stripeon
the back ofcard or equivalentdata on a chip are notstored
after authorization:

e Incoming transaction data

e All logs (for example, transaction, history, debugging,

error)

e Historyfiles

e Trace files

e Several database schemas

e Database contents.

If full track data is stored, malicious individuals
who obtain thatdata can use it to reproduce
paymentcards and complete fraudulent
transactions.

3.2.2 Do notstorethe card verification
codeorvalue (three-digitor four-digit
number printed on the frontor back ofa
paymentcard used to verify card-not-
presenttransactions) after authorization.

3.2.2 Fora sample of system components, examine data
sources, including butnotlimited to the following, and verify
that the three-digitor four-digit card verification code or value
printed on the frontofthe card or the signature panel (CVV2,
CVC2, CID, CAV2 data) is notstored after authorization:

e Incoming transactiondata

e All logs (for example, transaction, history, debugging,

error)

o Historyfiles

e Trace files

e Several database schemas

e Database contents.

The purpose ofthe card validationcode s to
protect"card-not-present” transactions—Internet
or mail order/telephone order (MO/TO)
transactions—where the consumer and the card
are notpresent.

If this data is stolen, malicious individuals can
execute fraudulentInternetand MO/TO
transactions.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1
© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved.

Page 38
May 2018



» Security ®
Standards Council

PCI DSS Requirements

Testing Procedures

Guidance

3.2.3 Do notstorethepersonal
identification number (PIN) or the
encrypted PIN block after authorization.

3.2.3 Fora sample of system components, examine data
sources, including but notlimited to the following and verify
that PINs and encrypted PIN blocks are not stored after
authorization:

¢ Incoming transaction data

o All logs (for example, transaction, history, debugging,
error)

e Historyfiles

e Trace files

e Several database schemas
e Database contents.

These values should be known onlyto the card
owner or bank that issued the card. If this data is
stolen, malicious individuals can execute
fraudulent PIN-based debit transactions (for
example, ATM withdrawals).

3.3 Mask PAN when displayed (thefirst six
and last four digits are the maximum
number of digits to be displayed), such that
only personnel with alegitimate business
need can see morethan the firstsix/last
four digits ofthe PAN.

Note: This requirement does not supersede
stricter requirements in place for displays of
cardholder data—for example, legal or
payment card brand requirements for point-
of-sale (POS) receipts.

3.3.a Examine written policies and procedures for masking the
display of PANs to verify:

e Alistofrolesthatneed accessto displays of morethan
the firstsix/lastfour (includes full PAN) is documented,
together with a legitimate business need for each role to
have such access.

e PAN must be masked when displayed suchthatonly
personnel with alegitimate business need can see more
than the firstsix/lastfour digits of the PAN.

e Allroles notspecificallyauthorized to see the full PAN
must only see masked PANSs.

3.3.b Examine system configurations to verify that full PAN is
only displayed for users/roles with adocumented business
need, and that PAN is masked for all other requests.

3.3.c Examine displays of PAN (for example, on screen, on
paper receipts) to verify that PANs are masked when displaying
cardholder data, and thatonly those with alegitimate business
need are able to see more than the firstsix/lastfour digits ofthe
PAN.

The display of full PAN on items such as
computer screens, payment card receipts, faxes,
or paper reports can resultin this data being
obtained by unauthorized individuals and used
fraudulently. Ensuring that full PAN is only
displayed for those with alegitimate business
need to see the full PAN minimizes therisk of
unauthorized personsgaining access to PAN
data.

The masking approach should always ensure that
only the minimum number ofdigits is displayed as
necessary to perform a specific business function.
Forexample, if only the lastfour digits are needed
to performa business function, mask the PAN so
that individuals performing that function can view
only thelastfour digits. As another example, ifa
function needs access to the bank identification
number (BIN) forrouting purposes, unmask only
the BIN digits (traditionally the first six digits)
during thatfunction.

This requirementrelates to protection of PAN
displayed on screens, paper receipts, printouts,
etc., and is notto be confused with Requirement
3.4 for protection of PAN when stored in files,
databases, etc.
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3.4 Render PAN unreadable anywhereitis
stored (including on portable digital media,
backup media, and in logs) by using any of
the following approaches:

e One-way hashes based on strong
cryptography, (hash mustbe ofthe
entire PAN)

e Truncation (hashing cannotbe used to
replacethe truncated segment of PAN)

e Indextokens and pads (pads mustbe
securely stored)

e Strong cryptographywith associated
key-managementprocesses and
procedures.

Note: Itis a relatively trivial effort for a
malicious individual to reconstruct original
PAN data if they have access to both the
truncated and hashed version of a PAN.
Where hashed and truncated versions of
the same PAN are present in an entity’s
environment, additional controls must be in
place to ensure that the hashed and
truncated versions cannot be correlated to
reconstruct the original PAN.

3.4.a Examine documentation aboutthe system used to protect
the PAN, including thevendor, type of system/process, and the
encryption algorithms (if applicable) to verify thatthe PAN is
rendered unreadable using any ofthe following methods:

e One-way hashes based on strong cryptography,

e Truncation

e Indextokensand pads, with the pads being securely
stored

e Strong cryptography, with associated key-management
processes and procedures.

3.4.b Examine several tables or files from a sample ofdata
repositories to verify the PAN is rendered unreadable (thatis,
notstored in plain-text).

3.4.c Examine a sample ofremovable media (for example,
back-up tapes) to confirmthatthe PAN is rendered unreadable.

3.4.d Examine a sample of auditlogs, including payment
applicationlogs, to confirmthat PAN is rendered unreadable or
isnotpresentin thelogs.

3.4.e If hashed and truncated versions of the same PAN are
presentin the environment, examine implemented controls to
verify that the hashed and truncated versions cannot be
correlated to reconstructthe original PAN.

PANSs stored in primary storage (databases, or flat
files such as text files spreadsheets) as well as
non-primary storage (backup, auditlogs,
exception or troubleshootinglogs) mustall be
protected.

One-way hash functions based on strong
cryptography can be used to render cardholder
data unreadable. Hash functions are appropriate
when there isno need to retrieve the original
number (one-way hashes areirreversible). It is
recommended, but notcurrently arequirement,
that an additional, randominputvalue be added to
the cardholder dataprior to hashing to reduce the
feasibility ofan attacker comparingthe data
against (and deriving the PAN from) tables of pre-
computed hash values.

The intentoftruncation is to permanently remove
a segment of PAN data so that only aportion
(generally notto exceed thefirstsix and last four
digits) ofthe PAN is stored.

An index token is acryptographic tokenthat
replaces the PAN based on a given index foran
unpredictable value. A one-time pad is a system
in which arandomly generated private key is used
onlyonceto encryptamessagethatisthen
decrypted using amatching one-time pad and
key.

The intentof strong cryptography (as defined in
the PCI DSS and PA-DSS Glossary of Terms,
Abbreviations, and Acronyms) is that the
encryptionbe based on an industry-tested and
accepted algorithm (notaproprietary or "home-
grown" algorithm) with strong cryptographic keys.

By correlating hashed and truncated versions ofa
given PAN, a malicious individual may easily
derivethe original PAN value. Controls that
preventthecorrelation ofthis datawill help ensure
that the original PAN remains unreadable.
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3.4.1 If disk encryption is used (rather
than file- or column-level database
encryption), logical access mustbe
managed separately and independently of
native operating system authentication
and access control mechanisms (for
example, by notusing local user account
databases or general networklogin
credentials). Decryption keys mustnotbe
associated with user accounts.

Note: This requirement applies in addition
to all other PCI DSS encryption and key-
management requirements.

3.4.1.a Ifdisk encryptionis used, inspectthe configuration
and observe the authentication process to verify thatlogical
access to encrypted file systems is implemented viaa
mechanismthat is separate fromthe native operating
system’s authentication mechanism (for example, notusing
local user accountdatabases or general network login
credentials).

3.4.1.b Observe processes and interview personnel to verify
that cryptographic keys are stored securely (for example,
stored on removable mediathat is adequately protected with
strong access controls).

3.4.1.c Examinethe configurationsand observethe
processes to verify that cardholder data on removable media
is encrypted wherever stored.

Note: If disk encryption is not used to encrypt removable
media, the data stored on this media will need to be rendered

unreadable through some other method.

The intentofthis requirementis to address the
acceptability of disk-level encryption for rendering
cardholder dataunreadable. Disk-level encryption
encrypts the entire disk/partition on acomputer
and automatically decrypts the information when
an authorized user requests it. Many disk-
encryptionsolutions intercept operating system
read/write operations and carry outthe
appropriate cryptographic transformationswithout
any special action by the user other than
supplying apasswordor pass phrase upon
system startup or at the beginning of asession.
Based on these characteristics ofdisk-level
encryption, to be compliantwith this requirement,
the method cannot:

1) Usethe same user accountauthenticator as
the operating system, or

2) Use a decryption key thatis associated with
orderived fromthe system’s local user
accountdatabase or general network login
credentials.

Full disk encryption helpsto protectdatain the
event of physical loss ofadisk and therefore may
be appropriate for portable devices that store
cardholder data.

3.5 Documentand implementprocedures to
protectkeys used to secure stored
cardholder dataagainstdisclosure and
misuse:

Note: This requirement applies to keys
used to encrypt stored cardholder data, and
also applies to key-encrypting keys used to
protect data-encrypting keys—such key-
encrypting keys must be at least as strong
as the data-encrypting key.

3.5 Examine key-management policies and procedures to verify
processes are specified to protectkeys used for encryption of
cardholder dataagainstdisclosure and misuse and include at
least the following:

e Accessto keysisrestricted to the fewest number of
custodians necessary.

o Key-encryptingkeys are at least as strong as the data-
encrypting keys they protect.

e Key-encryptingkeys are stored separately from data-
encrypting keys.

e Keys are stored securely in the fewest possible locations
and forms.

Cryptographic keys must be strongly protected
because thosewho obtain access will be able to
decryptdata. Key-encrypting keys, if used, must
be at least as strong as the data-encrypting key in
orderto ensure proper protection ofthe key that
encrypts thedataas well as the data encrypted
with that key.

The requirementto protectkeys from disclosure
and misuse applies to both data-encrypting keys
and key-encrypting keys. Because one key-
encrypting key may grantaccess to many data-
encrypting keys, the key-encrypting keys require
strong protection measures.
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3.5.1 Additional requirement for
service providers only: Maintain a
documented description ofthe
cryptographic architecture thatincludes:

e Details ofall algorithms, protocols,
and keys used for the protection of
cardholder data, including key
strength and expiry date

e Descriptionofthe key usage for each
key

¢ Inventory ofany HSMs and other
SCDs used for key management

3.5.1 Interviewresponsible personneland review

documentation to verify that a document exists to describe the

cryptographic architecture, including:

e Details ofall algorithms, protocols, and keys used for the
protection of cardholder data, including key strength and

expiry date
e Descriptionofthe key usage for each key

¢ Inventory ofany HSMs and other SCDs used for key

management

Note: This requirement applies only when the
entity being assessedis a service provider.

Maintaining currentdocumentation ofthe
cryptographic architecture enables an entity to
understand the algorithms, protocols, and
cryptographic keys used to protectcardholder
data, as well as the devices that generate, use
and protectthe keys. This allows an entity to keep
pace with evolvingthreats to their architecture,
enabling themto plan for updates as the
assurance levels provided by different
algorithms/key strengths changes. Maintaining
such documentation also allows an entity to detect
lostor missing keys or key-managementdevices,
and identify unauthorized additions to their
cryptographic architecture.

3.5.2 Restrictaccess to cryptographic
keys to the fewest number of custodians
necessary.

3.5.2 Examine user access lists to verify that access to keys
is restricted to the fewest number of custodians necessary.

There should be very few who have access to
cryptographic keys (reducing the potential for
rending cardholder data visible by unauthorized
parties), usually only those who have key
custodian responsibilities.
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3.5.3 Store secret and private keys used
to encrypt/decryptcardholder datain one
(or more) of the following forms atall
times:

e Encrypted with akey-encrypting key
that is at least as strong as the data-
encryptingkey, and thatis stored
separately from the data-encrypting
key

e Within asecure cryptographicdevice
(such as a hardware (host) security
module (HSM) or PTS-approved
point-of-interaction device)

e As at least two full-length key
componentsor key shares, in
accordance with an industry-
accepted method

Note: Itis not required that public keys be
stored in one of these forms.

3.5.3.a Examine documented procedures to verify that
cryptographic keys used to encrypt/decrypt cardholder data
must only existin one (or more) ofthe following forms atall
times.

e Encrypted with akey-encrypting key thatis at least as
strong as the data-encrypting key, and thatis stored
separately from the data-encrypting key

e Within asecure cryptographicdevice (such as a
hardware (host) security module (HSM) or PTS-approved
point-of-interaction device)

e As key components orkey shares, in accordance with an
industry-accepted method

3.5.3.b Examine system configurations and key storage
locations to verify that cryptographic keys used to
encrypt/decryptcardholder data existin one (or more) ofthe
following form atall times.

e Encrypted with akey-encrypting key.

e Within asecure cryptographicdevice (such as a
hardware (host) security module (HSM) or PTS-approved
point-of-interactiondevice).

e As key components or key shares, in accordance with an
industry-accepted method.

3.5.3.c Wherever key-encrypting keys are used, examine
system configurations and key storage locations to verify:

o Key-encryptingkeys are at least as strong as the data-
encrypting keys they protect.

o Key-encrypting keys are stored separately from data-
encrypting keys.

Cryptographic keys mustbe stored securely to
preventunauthorized or unnecessary access that
could resultin the exposure of cardholder data.

Itis notintended thatthe key-encrypting keys be
encrypted, however they are to be protected
againstdisclosure and misuse as defined in
Requirement 3.5. If key-encrypting keys are used,
storing the key-encrypting keys in physically
and/or logically separate locations fromthe data-
encrypting keys reduces therisk ofunauthorized
access to both keys.

3.5.4 Store cryptographic keysin the
fewest possiblelocations.

3.5.4 Examine key storage locations and observe processes
to verify thatkeys are stored in the fewest possiblelocations.

Storing cryptographickeys in the fewest locations
helps an organizationto keep track and monitor

all key locations, and minimizes the potential for
keysto be exposed to unauthorized parties.
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3.6 Fully documentand implementall key-
management processes and procedures for
cryptographic keys used for encryption of
cardholder data, including the following:

Note: Numerous industry standards for key
management are available from various
resources including NIST, which can be
found at http://csrc.nist.gov.

3.6.a Additional testing procedure for service provider
assessments only: If the service provider shares keys with
their customers for transmission or storage of cardholder data,
examine thedocumentation thatthe service provider provides
to their customers to verify that it includes guidance on howto
securely transmit, store, and update customers’keys, in
accordance with Requirements 3.6.1 through 3.6.8 below.

3.6.b Examine the key-managementprocedures and processes
for keys used for encryption of cardholder dataand performthe
following:

The mannerin which cryptographic keys are
managed is a critical partofthe continued security
of theencryptionsolution. Agood key-
management process, whetheritis manual or
automated as part ofthe encryption product, is
based on industry standardsand addresses all
key elements at 3.6.1 through 3.6.8.

Providing guidance to customers on howto
securely transmit, store and update cryptographic
keys can help preventkeys frombeing
mismanaged or disclosed to unauthorized entities.

This requirementapplies to keys used to encrypt
stored cardholder data, and any respective key -
encrypting keys.

Note: Testing Procedure 3.6.a is an additional
procedure that only applies if the entity being
assessed is a service provider.

3.6.1 Generation of strong cryptographic
keys

3.6.1.a Verify that key-managementprocedures specify how
to generate strong keys.

3.6.1.b Observe the procedures for generating keys to verify
that strong keys are generated.

The encryption solution mustgenerate strong
keys, as defined in the PCI DSS and PA-DSS
Glossary of Terms, Abbreviations, and Acronyms
under "Cryptographic Key Generation." Use of
strong cryptographic keys significantly increases
the level of security ofencrypted cardholder data.

3.6.2 Secure cryptographic key
distribution

3.6.2.a Verify that key-management procedures specify how
to securely distribute keys.

3.6.2.b Observe the method for distributing keys to verify that
keys are distributed securely.

The encryption solution mustdistribute keys
securely, meaning the keys are distributed only to
custodians identified in Requirement 3.5.2, and
are never distributed in the clear.

3.6.3 Secure cryptographic key storage

3.6.3.a Verify that key-management procedures specify how
to securely store keys.

3.6.3.b Observe the method for storing keys to verify that
keys are stored securely.

The encryption solution must store keys securely,
forexample, by encryptingthemwith a key-
encryptingkey. Storing keys without proper
protection could provide access to attackers,
resulting in the decryptionand exposure of
cardholder data.
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3.6.4 Cryptographickey changes for keys
that have reached the end oftheir
cryptoperiod (for example, after a defined
period oftime has passed and/or after a
certain amount of cipher-text has been
produced by agiven key), as defined by
the associated application vendor or key
owner, and based on industry best
practices and guidelines (for example,
NIST Special Publication 800-57).

3.6.4.a Verify that key-managementproceduresinclude a
defined cryptoperiod for each key typein use and definea
process for key changes atthe end of the defined
cryptoperiod(s).

3.6.4.b Interview personnel to verify thatkeys are changed at
the end ofthe defined cryptoperiod(s).

A cryptoperiod is the time span during which a
particular cryptographic key can be used for its
defined purpose. Considerations for definingthe
cryptoperiodinclude, but are notlimited to, the
strength ofthe underlying algorithm, size or length
of thekey, risk ofkey compromise, and the
sensitivity of the data being encrypted.

Periodic changing of encryption keys when the
keys have reached the end of their cryptoperiod is
imperative to minimize the risk of someone’s
obtaining the encryption keys, and usingthem to
decryptdata.

3.6.5 Retirement or replacement (for
example, archiving, destruction, and/or
revocation) of keys as deemed necessary
when the integrity ofthe key has been
weakened (for example, departure of an
employee with knowledge of a clear-text
key component), or keys are suspected of
being compromised.

Note: If retired or replaced cryptographic
keys need to be retained, these keys must
be securely archived (for example, by using
a key-encryption key). Archived
cryptographic keys should only be used for
decryption/verification purposes.

3.6.5.a Verify that key-management procedures specify
processes for the following:

The retirementor replacementof keys when the integrity
of the key has been weakened.

The replacementofknown or suspected compromised
keys.

Any keys retained after retiring or replacing are notused
for encryption operations.

3.6.5.b Interview personnel to verify the following processes
are implemented:

Keys are retired or replaced as necessary when the
integrity ofthe key has been weakened, includingwhen

someone with knowledge of the key leaves the company.

Keys are replaced ifknown or suspected to be
compromised.

Any keys retained after retiring or replacing are not used
forencryptionoperations.

Keys that are no longer used or needed, or keys
that are known or suspected to be compromised,
should berevoked and/or destroyed to ensure
that the keys can no longer be used. If such keys
need to be kept (for example, to supportarchived,
encrypted data) they should be strongly protected.

The encryption solution should provide for and
facilitate a processto replace keys thatare due
forreplacementor that are known to be, or
suspected ofbeing, compromised.
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Splitknowledge and dual control of keys are used
to eliminate the possibility of one personhaving
access to thewhole key. This control is applicable
for manual key-managementoperations, or where
key managementis notimplemented by the
encryption product.

3.6.6 If manual clear-text cryptographic
key-managementoperations are used,
these operations mustbe managed using
splitknowledge and dual control.

3.6.6.a Verify that manual clear-text key-management
procedures specify processes for the use of the following:

e Splitknowledge ofkeys, such thatkey components are

underthe control ofatleasttwo peoplewho only have
Note: Examples of manual key- knowledge oftheir own key components; AND
management operations include, but are .
not limited to: key generation, transmission,

loading, storage and destruction.

Dual control ofkeys, such that at least two people are
required to performany key-managementoperations and
no oneperson has access to the authentication materials
(for example, passwords or keys) of another.

Splitknowledgeis amethod in which two or more
people separately have key components, where
each person knows only their own key
component, and the individual key components
3.6.6 b Interview personnel and/or observe processes to convey no knowledge ofthe original cryptographic
verify that manual clear-textkeys are managed with: key.

e Splitknowledge, AND

e Dual control

Dual control requires two or more peopleto
performa function, and no single person can
access or use the authentication materials of
another.

3.6.7 Prevention of unauthorized
substitution of cryptographic keys.

3.6.7.a Verify that key-management procedures specify
processes to preventunauthorized substitution ofkeys.

The encryption solution should notallow for or
acceptsubstitution of keys coming from
unauthorized sources or unexpected processes.

3.6.7.b Interview personnel and/or observe processes to
verify that unauthorized substitution ofkeys is prevented.

This process will help ensure individuals that act
as key custodians committo the key-custodian
roleand understand and acceptthe
responsibilities.

3.6.8 Requirement for cryptographic key
custodians to formally acknowledge that
they understand and accepttheir key-
custodian responsibilities.

3.6.8.a Verify that key-managementprocedures specify
processes for key custodians to acknowledge (in writing or
electronically) thatthey understand and accepttheir key-
custodian responsibilities.

3.6.8.b Observe documentation or other evidence showing
that key custodianshave acknowledged (in writing or
electronically) thatthey understand and accepttheir key-
custodian responsibilities.

3.7 Ensure that security policies and
operational procedures for protecting stored
cardholder dataare documented, in use,
and known to all affected parties.

3.7 Examine documentation and interview personnel to verify
that security policies and operational procedures for protecting
stored cardholder data are:

e Documented,

e |n use, and

e Known to all affected parties.

Personnel need to be aware ofand following
security policies and documented operational
procedures for managing the secure storage of
cardholder dataon acontinuous basis.
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Requirement 4. Encrypt transmission of cardholder dataacross open, public networks

Sensitive information must be encrypted during transmission over networks that are easily accessed by malicious individuals. Misconfigured
wireless networks and vulnerabilities in legacy encryption and authentication protocols continue to be targets of malicious i ndividuals who exploit
these vulnerabilities to gain privileged access to cardholder data environments.

PCI DSS Requirements

4.1 Use strong cryptographyand security
protocols to safeguard sensitive cardholder
data during transmission over open, public
networks, including the following:

Only trusted keys and certificates are
accepted.

The protocol in use only supports
secure versions or configurations.
The encryption strengthis appropriate
forthe encryption methodology inuse.

Examples of open, public networks include
but are not limited to:

The Internet

Wireless technologies, including 802.11
and Bluetooth

Cellular technologies, for example,
Global System for Mobile
communications (GSM), Code division
multiple access (CDMA)

General Packet Radio Service (GPRS)
Satellite communications

Testing Procedures

4.1.a Identify all locationswhere cardholder datais
transmitted or received over open, public networks. Examine
documented standards and compare to system
configurations to verify the use of security protocols and
strong cryptography for all locations.

4.1.b Review documented policies and procedures to verify
processes are specified for the following:

e [Foracceptance ofonly trusted keys and/or certificates

e Forthe protocol in useto only supportsecure versions
and configurations (thatinsecure versionsor
configurations are notsupported)

e Forimplementation of proper encryption strength per
the encryption methodologyin use

4.1.c Select and observe a sample of inbound and outbound
transmissions as they occur (for example, by observing
system processes or network traffic) to verify thatall
cardholder datais encrypted with strong cryptography
during transit.

4.1.d Examine keys and certificates to verify that only
trusted keys and/or certificates are accepted.

4.1.e Examine system configurations to verify thatthe
protocolis implemented to use only secure configurations
and does notsupportinsecure versionsor configurations.

4.1.f Examine system configurationsto verify thatthe proper
encryptionstrength isimplemented for the encryption
methodology inuse. (Check vendor recommendations/best
practices.)

Guidance

Sensitive information must be encrypted during
transmission over public networks, becauseitis
easy and common for a malicious individual to
interceptand/or divertdatawhilein transit.

Secure transmission of cardholder datarequires
using trusted keys/certificates, a secure protocol
fortransport, and proper encryption strength to
encryptcardholder data. Connection requests
from systems that do notsupportthe required
encryptionstrength, and thatwould resultin an
insecure connection, should not be accepted.

Note that some protocol implementations (such as
SSL, SSH v1.0, and early TLS) have known
vulnerabilities that an attacker can use to gain
control ofthe affected system. Whichever security
protocolis used, ensureitis configuredto use
only secure versions and configurations to prevent
use of an insecure connection—for example, by
using only trusted certificates and supporting only
strong encryption (notsupporting weaker,
insecure protocolsor methods).

Verifying that certificates are trusted (for example,
have notexpired and areissued from a trusted
source) helps ensure theintegrity ofthe secure
connection.

(Continued on next page)
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4.1.1 Ensure wireless networks transmitting
cardholder dataor connectedto the
cardholder dataenvironment, use industry
best practices to implement strong
encryptionfor authentication and
transmission.

Testing Procedures

4.1.g For TLS implementations, examine system
configurations to verify that TLS is enabled whenever
cardholder datais transmitted or received.

Forexample, for browser-based implementations:

e “HTTPS” appears as the browser Universal Record
Locator (URL) protocol, and

e Cardholderdataisonlyrequested if ‘HTTPS” appears
as part ofthe URL.

4.1.1 Identify all wireless networks transmitting cardholder
data or connected to the cardholder data environment.
Examine documented standardsand compare to system
configuration settingsto verify the following for all wireless
networks identified:

e Industry best practices are used to implementstrong
encryptionfor authentication and transmission.

e Weak encryption (for example, WEP, SSL) is not
used as a security control for authentication or
transmission.

Guidance

Generally, theweb page URL should begin with
"HTTPS" and/orthe web browser display a
padlockicon somewherein thewindow ofthe
browser. Many TLS certificate vendors also
provide ahighly visible verification seal—
sometimes referred to as a “security seal,”
"secure site seal," or “secure trust seal”)—which
may provide the ability to click on the seal to
reveal information aboutthe website.

Refer to industry standards and best practices for
information on strong cryptography and secure
protocols (e.g., NIST SP 800-52 and SP 800-57,
OWASP, etc.)

Note: SSL/early TLS is not considered strong
cryptography and may not be used as a security
control, except by POS POI terminals that are
verified as not being susceptible to known exploits
and the termination points to which they connect
as defined in Appendix A2.

Malicious users use free and widely available
tools to eavesdrop on wirelesscommunications.
Use of strong cryptography can help limit
disclosure of sensitive information across wireless
networks.

Strong cryptography for authentication and
transmission of cardholder datais required to
preventmalicious users fromgaining access to
the wireless network or utilizing wireless networks
to access other internal networks or data.
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4.2 Never send unprotected PANs by end-
user messaging technologies (for example, e-
mail, instant messaging, SMS, chat, etc.).

4.3 Ensure that security policies and
operational procedures for encrypting
transmissions of cardholder dataare
documented, in use, and known to all
affected parties.

Testing Procedures

4.2.a If end-user messaging technologies are used to send
cardholder data, observe processes for sending PAN and
examine a sample of outbound transmissions as they occur
to verify that PAN isrendered unreadable or secured with
strong cryptography wheneveritis sentviaend-user
messaging technologies.

4.2.b Review written policies to verify the existence ofa
policy stating thatunprotected PANs are notto be sentvia
end-user messaging technologies.

4.3 Examine documentation and interview personnel to
verify that security policies and operational procedures for
encryptingtransmissions of cardholder data are:

e Documented,

e Inuse, and

e Known to all affected parties.

Guidance

E-mail, instant messaging, SMS, and chat can be
easily intercepted by packet-sniffing during
delivery across internal and public networks. Do
notutilize these messaging tools to send PAN
unless they are configured to provide strong
encryption.

Additionally, if an entity requests PAN viaend-
user messaging technologies, the entity should
provide atool or method to protectthese PANs
using strong cryptography or render PANs
unreadable before transmission.

Personnel need to be aware ofand following
security policies and operational procedures for
managing the secure transmission of cardholder
data on a continuous basis.
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Maintain a Vulnerability Management Program

Requirement 5: Protect all systems against malware and regularly update anti-virus software or programs

Malicious software, commonly referred to as “malware”—including viruses, worms, and Trojans—enters the network during many business-
approved activities including employee e-mail and use of the Internet, mobile computers, and storage devices, resulting in the exploitation of
system vulnerabilities. Anti-virus software must be used on all systems commonly affected by malware to protect systems from currentand
evolving malicious software threats. Additional anti-malware solutions may be considered as a supplement to the anti-virus software; however,
such additional solutions do not replace the need for anti-virus software to be in place.

PCI DSS Requirements

Testing Procedures

Guidance

5.1 Deploy anti-virus software on all
systems commonly affected by malicious
software (particularly personal computers
and servers).

5.1 Fora sample of system components including all operating
system types commonly affected by malicious software, verify
that anti-virus softwareis deployedifapplicable anti-virus

technology exists.

There is a constant stream of attacks using widely
published exploits, often called "zero day" (an
attack that exploits apreviouslyunknown
vulnerability), against otherwise secured systems.
Withoutan anti-virus solution thatis updated
regularly, these new forms of malicious software
can attack systems, disable a network, or lead to
compromise ofdata.

5.1.1 Ensure that anti-virus programs
are capable ofdetecting, removing,
and protecting againstall known types
of malicious software.

5.1.1 Review vendor documentation and examine anti-virus

configurations to verify that anti-virus programs;

e Detect all known types of malicious software,

e Remove all known types of malicious software, and
e Protect againstall known types of malicious software.

Examples of types of malicious software include viruses,

Trojans, worms, spyware, adware, and rootkits.

Itis importantto protectagainst ALL types and
forms of malicious software.
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5.1.2 For systems considered to be not
commonly affected by malicious
software, perform periodic evaluations
to identify and evaluate evolving
malware threats in order to confirm
whether such systems continueto not
require anti-virus software.

5.1.2 Interview personnel to verify that evolving malware
threats are monitored and evaluated for systems notcurrently
consideredto be commonly affected by malicious software, in
order to confirmwhether such systems continue to notrequire
anti-virus software.

Typically, mainframes, mid-range computers
(such as AS/400) and similar systems may not
currently be commonly targeted or affected by
malware. However, industry trends for malicious
software can change quickly, so itis importantfor
organizations to be aware of new malware that
might affect their systems—for example, by
monitoring vendor security notices and anti-virus
news groups to determine whether their systems
mightbe coming under threatfromnew and
evolving malware.

Trends in malicious software should beincluded
in the identification of new security vulnerabilities,
and methods to address newtrends should be
incorporated into the company's configuration
standards and protection mechanisms as needed

5.2 Ensure thatall anti-virus mechanisms
are maintained as follows:

e Are keptcurrent,
e Perform periodic scans

e Generate audit logs whichare
retained per PCl DSS Requirement
10.7.

5.2.a Examine policies and procedures to verify that anti-virus
software and definitions arerequired to be kept up to date.

5.2.b Examine anti-virus configurations, including the master
installation of the software to verify anti-virus mechanisms are:

e Configured to perform automatic updates, and
e Configured to performperiodic scans.

5.2.c Examine a sample of system components, including all
operating systemtypes commonly affected by malicious
software, to verify that:

e The anti-virus software and definitions are current.

e Periodic scans are performed.

5.2.d Examine anti-virus configurations, including the master
installation ofthe software and a sample of system
components, to verify that:

e Anti-virus softwarelog generationis enabled, and

e Logsareretained in accordance with PCI DSS
Requirement 10.7.

Even the best anti-virus solutions are limited in
effectiveness if they are not maintained and kept
currentwith the latest security updates, signature
files, or malware protections.

Audit logs provide the ability to monitor virus and
malware activity and anti-malware reactions.
Thus, itis imperative that anti-malware solutions
be configuredto generate auditlogs and that
these logs be managed in accordance with
Requirement 10.
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5.3 Ensure that anti-virus mechanisms
are actively running and cannot be
disabled or altered by users, unless
specifically authorized by management
on a case-by-case basis for a limited
time period.

Note: Anti-virus solutions may be
temporarily disabled only if there is
legitimate technical need, as authorized
by management on a case-by-case
basis. If anti-virus protection needs to be
disabled for a specific purpose, it must
be formally authorized. Additional
security measures may also need to be
implemented for the period of time during
which anti-virus protection is not active.

5.3.a Examine anti-virus configurations, including the master
installation ofthe software and a sample of system

components, to verify the anti-virus software is actively running.

5.3.b Examine anti-virus configurations, including the master
installation of the software and a sample of system
components, to verify thatthe anti-virus software cannotbe
disabled or altered by users.

5.3.c Interviewresponsible personneland observe processes to
verify that anti-virus software cannotbe disabled or altered by
users, unless specifically authorized by managementon a
case-by-case basis for a limited time period.

Anti-virus that continually runs and is unable to be
altered will provide persistent security against
malware.

Use of policy-based controlson all systems to
ensure anti-malware protections cannot be altered
ordisabled will help prevent systemweaknesses
from being exploited by malicious software.

Additional securitymeasures may also need to be
implemented for the period oftime during which
anti-virus protectionis notactive—for example,
disconnecting the unprotected system from the
Internetwhile the anti-virus protectionis disabled,
and running afull scan after itis re-enabled.

5.4 Ensure that security policies and
operational procedures for protecting
systems against malware are
documented, in use, and known to all
affected parties.

5.4 Examine documentation and interview personnel to verify
that security policies and operational procedures for protecting
systems againstmalware are:

e Documented,

e Inuse, and

e Known to all affected parties.

Personnel need to be aware ofand following
security policies and operational procedures to
ensure systems are protected from malware on a
continuous basis.
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Requirement 6: Develop and maintain secure systems and applications

Unscrupulous individuals use security vulnerabilities to gain privileged access to systems. Many of these vulnerabilities are fixed by vendor-
provided security patches, which must be installed by the entities that manage the systems. All systems must have all appropriate software
patches to protect against the exploitation and compromise of cardholder data by malicious individuals and malicious software.

Note: Appropriate software patches are those patches that have been evaluated and tested sufficiently to determine that the patches do not
conflict with existing security configurations. For in-house developed applications, numerous vulnerabilities can be avoided by using standard
system development processes and secure coding techniques.

PCI DSS Requirements

6.1 Establish a process to identify security
vulnerabilities, using reputable outside
sources for security vulnerability information,
and assign arisk ranking (for example, as
“high,” “medium,” or “low”) to newly
discovered security vulnerabilities.

Note: Risk rankings should be based on
industry best practices as well as
consideration of potential impact. For
example, criteria for ranking vulnerabilities
may include consideration of the CVSS base
score, and/or the classification by the vendor,
and/or type of systems affected.

Methods for evaluating vulnerabilities and
assigning risk ratings will vary based on an
organization’s environment and risk-
assessment strategy. Risk rankings should,
at a minimum, identify all vulnerabilities
considered to be a “high risk”to the
environment. In addition to the risk ranking,
vulnerabilities may be considered “critical” if
they pose an imminent threat to the
environment, impact critical systems, and/or
would result in a potential compromise if not
addressed. Examples of critical systems may
include security systems, public-facing
devices and systems, databases, and other
systems that store, process, or transmit
cardholder data.

Testing Procedures

6.1.a Examine policies and procedures to verify that
processes are defined for the following:

e Toidentify new security vulnerabilities

e Toassign ariskranking to vulnerabilities thatincludes
identification of all “high risk” and “critical”
vulnerabilities.

e To use reputable outside sources for security
vulnerability information.

6.1.b Interviewresponsible personnel and observe
processes to verify that:

e New security vulnerabilities are identified.

e Ariskrankingis assigned to vulnerabilities thatincludes
identification ofall “high risk” and “critical”
vulnerabilities.

e Processesto identify new security vulnerabilities include
using reputable outside sources for security vulnerability
information.

Guidance

The intentofthis requirementis that organizations
keep up to date with new vulnerabilities that may
impacttheir environment.

Sources for vulnerability information should be
trustworthy and often include vendorwebsites,
industry news groups, mailinglist, or RSS feeds.

Oncean organizationidentifies avulnerability that
could affect their environment, therisk thatthe
vulnerability poses must be evaluated and ranked.
The organization musttherefore have a method in
placeto evaluate vulnerabilities on an ongoing basis
and assign risk rankings to those vulnerabilities.
Thisisnotachieved by an ASV scan orinternal
vulnerability scan, rather this requires aprocess to
actively monitor industry sources for vulnerability
information.

Classifying therisks (for example, as “high,”
“medium,” or “low”) allows organizations to identify,
prioritize, and address the highestrisk items more
quickly and reduce thelikelihood that vulnerabilities
posingthe greatestrisk will be exploited.
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6.2 Ensure thatall system components and
software are protected fromknown
vulnerabilities by installing applicable vendor-
supplied security patches. Install critical
security patches within one month ofrelease.

Note: Critical security patches should be
identified according to the risk ranking
process defined in Requirement 6.1.

6.3 Develop internal and external software
applications (including web-based
administrative access to applications)
securely, as follows:

¢ In accordance with PCI DSS (for
example, secure authentication and
logging)

e Based onindustry standards and/or best
practices.

e Incorporating information security
throughoutthe software-developmentlife
cycle

Note: this applies to all software developed
internally as well as bespoke or custom
software developed by a third party.

Testing Procedures

6.2.a Examine policies and procedures related to security -
patch installation to verify processes are defined for:

e Installation of applicable critical vendor-supplied
security patches within one month ofrelease.

* Installation ofall applicable vendor-supplied security
patches within an appropriate time frame (for example,
within three months).

6.2.b Fora sample of system components and related
software, compare thelistof security patches installed on
each systemto the mostrecentvendor security-patchlist, to
verify the following:

e That applicable critical vendor-supplied security patches
are installed within one month ofrelease.

e All applicablevendor-supplied security patches are
installed within an appropriate time frame (for example,
within three months).

6.3.a Examine written software-development processes to
verify that the processes are based on industry standards
and/or bestpractices.

6.3.b Examine written software-development processes to
verify that information security is included throughoutthe life
cycle.

6.3.c Examine written software-development processes to
verify that software applications are developed in
accordance with PCIDSS.

6.3.d Interview software developers to verify that written
software-developmentprocesses are implemented.

Guidance

There is a constant stream of attacks using widely
published exploits, often called "zero day" (an attack
that exploits a previously unknown vulnerability),
againstotherwise secured systems. If the most
recentpatches are notimplemented on critical
systems as soon as possible,amalicious individual
can use these exploits to attack or disable a system,
or gain access to sensitive data.

Prioritizing patches for criticalinfrastructure ensures
that high-priority systems and devices are protected
from vulnerabilities as soon as possible after a patch
is released. Consider priotitizing patch installations
such that security patches for critical or at-risk
systems are installed within 30 days, and other
lower-risk patches are installed within 2-3 months.

This requirementapplies to applicable patches for
allinstalled software, including paymentapplications
(both thosethatare PA-DSS validated and those
that are not).

Withouttheinclusion of security during the
requirements definition, design, analysis, and testing
phases of software development, security
vulnerabilities can be inadvertently or maliciously
introduced into the production environment.

Understanding how sensitive datais handled by the
application—including when stored, transmitted, and
when in memory—can help identify where data
needs to be protected.
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6.3.1 Remove development, testand/or
customapplicationaccounts, user IDs, and
passwords before applicationsbecome
active or are released to customers.

6.3.2 Review custom code prior to release
to productionor customers in order to
identify any potential coding vulnerability
(using either manual or automated
processes) to include atleast the following:

e Codechanges arereviewed by
individuals other than the originating
codeauthor, and by individuals
knowledgeable about code-review
techniques and secure coding
practices.

e Codereviews ensure codeis
developed accordingto secure coding
guidelines

e Appropriate correctionsare
implemented prior to release.

e Code-review results are reviewed and
approved by managementpriorto
release.

(Continued on next page)

Testing Procedures

6.3.1 Examine written software-development procedures
and interview responsible personnel to verify thatpre-
production and/or custom application accounts, user IDs
and/or passwords are removed before an application goes
into production oris released to customers.

6.3.2.a Examine written software-developmentprocedures
and interview responsible personnel to verify that all
customapplication code changes must be reviewed (using
either manual or automated processes) as follows:

e Codechanges arereviewed by individuals other than
the originating code author, and by individuals who
are knowledgeable in code-review techniques and
secure coding practices.

e Codereviews ensure codeis developed according to
secure codingguidelines (see PCI DSS Requirement
6.5).

e Appropriate correctionsare implemented prior to
release.

e Code-reviewresults are reviewed and approved by
management prior to release.

Guidance

Development, test and/or custom application
accounts, user IDs, and passwords should be
removed from production code before the
applicationbecomes active oris released to
customers, sincetheseitems may give away
information aboutthe functioning ofthe application.
Possession of such information could facilitate
compromise ofthe application and related
cardholder data.

Security vulnerabilities in custom code are
commonly exploited by malicious individuals to gain
access to a network and compromise cardholder
data.

An individual knowledgeable and experiencedin
code-review techniques should beinvolved in the
review process. Codereviews should be performed
by someoneotherthan the developer ofthe codeto
allowfor an independent, objective review.
Automated tools or processes may also be used in
lieu of manual reviews, but keep in mind thatit may
be difficultor even impossible for an automated tool
to identify some codingissues.

Correcting coding errors beforethe code is deployed
into a production environmentor released to
customers prevents the code exposing the
environments to potential exploit. Faulty codeis also
far more difficultand expensive to address after it
has been deployed or released into production
environments.

Including aformal review and signoff by
management prior to release helps to ensure that
codeis approved and has been developedin
accordance with policies and procedures.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1
© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved.

Page 55
May 2018



» Security ®
Standards Council

PCI DSS Requirements Testing Procedures Guidance

6.3.2.b Select a sample of recentcustom application
changes and verify that custom application code is
reviewed accordingto 6.3.2.a, above.

Note: This requirement for code reviews
applies to all custom code (both internal and
public-facing), as part of the system
development life cycle.

Code reviews can be conducted by
knowledgeable internal personnel or third
parties. Public-facing web applications are
also subject to additional controls, to address
ongoing threats and vulnerabilities after
implementation, as defined at PCl DSS
Requirement 6.6.

6.4 Followchange controlprocesses and 6.4 Examine policies and procedures to verify the following Without properly documented and implemented
procedures for all changes to system are defined: change controls, security features could be
compqnents. The processes mustincludethe « Developmentltestenvironments are separate from ?nadvertently or delipergtely omi.tt.ed orrendered
following: production environments with access controlin place to mope_rable,processmg|r_regular|t|es could occur, or
enforce separation. malicious code could be introduced.
e A separation of duties between personnel assigned to
the development/test environments and those assigned
to the production environment.
e Production data (live PANs) are notused for testing or
development.
e Testdata and accounts are removed before a
production system becomes active.
e Changecontrolprocedures related to implementing
security patches and software modifications are
documented.
6.4.1 Separate development/test 6.4.1.a Examine network documentation and network Due to the constantly changing state of development
environments from production device configurations to verify thatthe development/test and test environments, they tend to be less secure
environments, and enforce the separation environments are separate from the production than the production environment. Without adequate
with access controls. environment(s). separation between environments, it may be
- - - possible forthe production environment, and
6.4.1.b Examine acgess controls settings to verlfy that cardholder data, to be compromised due to less-
access controls arein placeto enfgrce separation stringent security configurationsand possible
between the development/testenvironments and the vulnerabilities in atest or development environment.
production environment(s).
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6.4.2 Separation of duties between
development/testand production
environments

6.4.3 Production data (live PANs) are not
used for testing or development

6.4.4 Removal oftest data and accounts
from system components before the system
becomes active/ goesinto production.

Testing Procedures

6.4.2 Observe processes and interview personnel
assigned to development/testenvironments and personnel
assigned to production environments to verify that
separation ofduties isin place between development/test
environments and the production environment.

6.4.3.a Observetesting processes and interview
personnel to verify procedures arein place to ensure
production data (live PANs) are notused for testing or
development.

6.4.3.b Examine a sample oftest data to verify production
data (live PANs) is notused for testing or development.

6.4.4.a Observetesting processes and interview
personnel to verify testdataand accounts are removed
before a production system becomes active.

6.4.4.b Examine a sample ofdata and accounts from
production systems recently installed or updated to verify
test data and accounts are removed before the system
becomes active.

Guidance

Reducing the number of personnel with access to
the production environmentand cardholder data
minimizes risk and helps ensurethataccess is
limited to those individualswith abusiness need to
know.

The intentofthis requirementis to separate
developmentand testfunctions from production
functions. For example, adeveloper may use an
administrator-level accountwith elevated privileges
in the developmentenvironment, and have a
separate accountwith user-level access to the
production environment.

Security controlsare usually notas stringentin test
ordevelopmentenvironments. Use of production
data provides malicious individuals with the
opportunity to gain unauthorized access to
production data (cardholder data).

Test data and accounts should be removed before
the system component becomes active (in
production), since these items may give away
information aboutthe functioning ofthe application
or system. Possession of such information could
facilitate compromise ofthe system and related
cardholder data.
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6.4.5 Change control procedures must
include the following:

6.4.5.1 Documentation ofimpact.

6.4.5.2 Documented change approval by
authorized parties.

6.4.5.3 Functionality testing to verify that
the changedoes notadverselyimpactthe
security ofthe system.

6.4.5.4 Back-outprocedures.

Testing Procedures

6.4.5.a Examine documented change controlprocedures
and verify procedures are defined for:

e Documentation ofimpact
o Documented change approval by authorized parties

e Functionality testing to verify thatthe change does not
adversely impactthe security of the system

e Back-out procedures

6.4.5.b Fora sample ofsystem components, interview
responsible personnel to determine recentchanges. Trace
those changes back to related change control
documentation. For each change examined, performthe
following:

6.4.5.1 Verify that documentation ofimpactisincludedin
the change control documentation for each sampled
change.

6.4.5.2 Verify that documented approval by authorized
partiesis presentfor each sampled change.

6.4.5.3.a Foreach sampled change, verify that
functionality testing is performed to verify thatthe change
does notadversely impactthe security ofthe system.

6.4.5.3.b Forcustomcode changes, verify thatall
updates are tested for compliance with PCI DSS
Requirement 6.5 before being deployed into production.

6.4.5.4 Verify that back-out procedures are prepared for
each sampled change.

Guidance

If notproperly managed, theimpactof system
changes—such as hardware or software updates
and installation of security patches—might not be
fully realized and could have unintended
conseguences.

The impactofthe change should be documented so
that all affected parties can plan appropriately for
any processing changes.

Approval by authorized parties indicates thatthe
changeis alegitimate and approved change
sanctioned by the organization.

Thoroughtesting should be performed to verify that
the security ofthe environmentis notreduced by
implementing achange. Testing should validate that
all existing security controls remain in place, are
replaced with equally strong controls, or are
strengthened after any change to the environment.

Foreach change, there should be documented
back-outproceduresin casethe change fails or
adversely affects the security of an applicationor
system, to allow the system to be restored back to
its previous state.
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6.4.6 Upon completion of asignificant
change, all relevant PCI DSS requirements
must be implemented on all new or changed
systems and networks, and documentation
updated as applicable.

6.5 Address common coding vulnerabilities in
software-developmentprocesses as follows:

e Train developers atleastannually in up-
to-date secure codingtechniques,

Testing Procedures

6.4.6 Fora sample of significant changes, examine change
records, interview personnel, and observe the affected
systems/networks to verify thatapplicable PCI DSS
requirements were implemented and documentation
updated as partof the change.

6.5.a Examine software-developmentpolicies and
procedures to verify that up-to-date training in secure coding
techniquesis required for developers atleastannually,
based on industry best practices and guidance.

6.5.b Examine records oftraining to verify that software
developers receive up-to-date training on secure coding
techniques atleast annually, including how to avoid
common coding vulnerabilities.

Guidance

Having processes to analyze significant changes
helps ensurethatall appropriate PCI DSS controls
are applied to any systems or networks added or
changed withinthe in-scope environment.

Building this validation into change management
processes helpsensurethatdeviceinventories and
configuration standards are keptup to date and
security controlsare applied where needed.

A change managementprocess shouldinclude
supporting evidence that PCI DSS requirements are
implemented or preserved throughthe iterative
process. Examples of PCI DSS requirements that
could be impacted include, butare notlimited to:

e Network diagramis updated to reflectchanges.

e Systems are configured per configuration
standards, with all default passwords changed
and unnecessary services disabled.

e Systems are protected with required controls—
e.g., file-integrity monitoring (FIM), anti-virus,
patches, auditlogging.

e Sensitive authentication data (SAD) is not
stored and all cardholder data (CHD) storageis
documented and incorporated into data-
retention policy and procedures

e New systems are included in the quarterly
vulnerability scanning process.

The application layer is high-risk and may be
targeted by both internal and external threats.

Requirements 6.5.1 through 6.5.10 are the minimum
controls thatshould bein place, and organizations
should incorporate the relevant secure coding
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including howto avoid common coding
vulnerabilities.

e Develop applications based on secure
codingguidelines.

Note: The vulnerabilities listed at 6.5.1
through 6.5.10 were current with industry best
practices when this version of PCI DSS was
published. However, as industry best
practices for vulnerability management are
updated (for example, the OWASP Guide,
SANS CWE Top 25, CERT Secure Coding,
etc.), the current best practices must be used
for these requirements.

Testing Procedures

6.5.c Verify that processes arein placeto protect
applications from, ata minimum, the following
vulnerabilities:

Note: Requirements 6.5.1 through 6.5.6, below, apply to all applications (internal or external).

6.5.1 Injection flaws, particularly SQL
injection. Also consider OS Command
Injection, LDAP and XPath injection flaws
as well as otherinjection flaws.

6.5.1 Examine software-developmentpolicies and
procedures and interview responsible personnel to verify
that injection flaws are addressed by coding techniques
that include:

e Validating inputto verify user data cannot modify
meaning of commands and queries.

e Utilizing parameterized queries.

Guidance

practices as applicable to the particular technology
in their environment.

Applicationdevelopersshould be properly trained to
identify and resolveissues related to these (and
other) common coding vulnerabilities. Having staff
knowledgeable of secure coding guidelines should
minimize the number of security vulnerabilities
introduced through poor coding practices. Training
for developers may be provided in-house or by third
parties and should be applicable for technology
used.

As industry-accepted secure coding practices
change, organizational coding practices and
developer training should likewise be updated to
address new threats—for example, memory
scraping attacks.

The vulnerabilities identified in 6.5.1through 6.5.10
provideaminimumbaseline. It is up to the
organizationto remain up to date with vulnerability
trends and incorporate appropriate measures into
their secure coding practices.

Injection flaws, particularly SQL injection, are a
commonly used method for compromising
applications. Injection occurs when user-supplied
datais sentto an interpreter as part ofa command
or query. The attacker's hostile datatricks the
interpreter into executing unintended commands or
changing data, and allows the attacker to attack
componentsinside the network throughthe
application, to initiate attacks such as buffer
overflows, or to reveal both confidential information
and server application functionality.

Information should be validated before being sentto
the application—for example, by checkingfor all
alphacharacters, mix of alphaand numeric
characters, etc.
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6.5.2 Buffer overflows

6.5.3 Insecure cryptographic storage

6.5.4 Insecure communications

Testing Procedures

6.5.2 Examine software-development policies and
procedures and interview responsible personnel to verify
that buffer overflows are addressed by coding techniques
thatinclude:

o Validating buffer boundaries.
e Truncating inputstrings.

6.5.3 Examine software-developmentpolicies and
procedures and interview responsible personnel to verify
that insecure cryptographic storage is addressed by
codingtechniques that:

e Prevent cryptographic flaws.
e Use strong cryptographic algorithms and keys.

6.5.4 Examine software-developmentpolicies and
procedures and interview responsible personnel to verify
that insecure communications are addressed by coding
techniques that properly authenticate and encryptall
sensitive communications.

Guidance

Buffer overflows occur when an applicationdoes not
have appropriate bounds checking on its buffer
space. This can cause the information in the buffer
to be pushed outofthe buffer's memory space and
into executable memory space. When this occurs,
the attacker has the ability to insert malicious code
at the end of the buffer and then push that malicious
codeinto executable memory space by overflowing
the buffer. The malicious codeis then executed and
often enables the attacker remote access to the
applicationand/or infected system.

Applications thatdo notutilize strong cryptographic
functions properly to store data are at increased risk
of being compromised, and exposing authentication
credentials and/or cardholder data. If an attacker is
able to exploitweak cryptographic processes, they
may be able to gain clear-textaccess to encrypted
data.

Applications thatfail to adequately encrypt network
traffic using strong cryptography are at increased
risk of being compromised and exposing cardholder
data. If an attacker is able to exploit weak
cryptographic processes, they may be able to gain
control ofan application or even gain clear-text
access to encrypted data.
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6.5.5 Improper error handling 6.5.5 Examine software-development policies and
procedures and interview responsible personnel to verify
that improper error handlingis addressed by coding
techniques thatdo notleak information via error messages
(for example, by returning genericrather than specific
error details).

6.5.6 All “high risk” vulnerabilities identified 6.5.6 Examine software-developmentpolicies and
in the vulnerability identification process (as procedures and interview responsible personnel to verify
defined in PCI DSS Requirement 6.1). that coding techniques address any “high risk”

vulnerabilities that could affectthe application, as
identified in PCIDSS Requirement 6.1.

Note: Requirements 6.5.7 through 6.5.10, below, apply to web applications and application interfaces
(internal or external):

6.5.7 Cross-site scripting (XSS) 6.5.7 Examine software-development policies and
procedures and interview responsible personnel to verify
that cross-site scripting (XSS) is addressed by coding
techniques thatinclude

e Validating all parameters before inclusion
o Utilizing context-sensitive escaping.

Guidance

Applications can unintentionally leak information
about their configuration or internal workings, or
expose privileged information through improper error
handling methods. Attackers use this weakness to
steal sensitive dataor compromise the system
altogether. If a malicious individual can create errors
that the application does nothandle properly, they
can gain detailed systeminformation, create denial-
of-serviceinterruptions, cause security to fail, or
crash the server. For example, the message
"incorrectpassword provided"tells an attacker the
user ID provided was accurate and that they should
focus their efforts only on the password. Use more
generic error messages, like "datacould notbe
verified."

All vulnerabilities identified by an organization’s
vulnerability risk-ranking process (defined in
Requirement 6.1) to be “high risk” and that could
affect the application should be identified and
addressed during application development.

Web applications, both internally and externally
(public) facing, have unique security risks based
upon their architecture as well as therelative ease
and occurrence of compromise.

XSS flaws occur whenever an application takes
user-supplied dataand sends itto aweb browser
withoutfirstvalidating or encoding that content. XSS
allows attackers to execute scriptin thevictim's
browser, which can hijack user sessions, deface
web sites, possibly introduce worms, etc.
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6.5.8 Improper access control (such as
insecure direct objectreferences, failure to
restrict URL access, directory traversal, and
failure to restrict user access to functions).

6.5.9 Cross-siterequestforgery (CSRF)

Testing Procedures

6.5.8 Examine software-developmentpolicies and
procedures and interview responsible personnel to verify
that improper access control—such as insecure direct
objectreferences, failure to restrict URL access, and
directory traversal—is addressed by coding technique that
includes:

e Properauthentication ofusers
e Sanitizing input
o Not exposing internal objectreferences to users

e User interfaces that do notpermitaccess to
unauthorized functions.

6.5.9 Examine software developmentpolicies and
procedures and interview responsible personnel to verify
that cross-site requestforgery (CSRF) is addressed by
codingtechnigues thatensure applications donotrely on
authorization credentials and tokens automatically
submitted by browsers.

Guidance

A directobjectreference occurs when a developer
exposes areference to an internal implementation
object, such as a file, directory, databaserecord, or
key, as a URL or form parameter. Attackers can
manipulatethosereferences to access other objects
without authorization.

Consistentlyenforce access control in presentation
layer and business logic for all URLs. Frequently,
the only way an application protects sensitive
functionality is by preventingthe display oflinks or
URLSs to unauthorized users. Attackers can use this
weakness to access and performunauthorized
operations by accessing those URLs directly.

An attacker may be able to enumerate and navigate
the directory structure of a website (directory
traversal) thus gaining access to unauthorized
information as well as gaining furtherinsightintothe
workings ofthe site for later exploitation.

If user interfaces permit access to unauthorized
functions, this access could resultin unauthorized
individuals gaining access to privileged credentials
or cardholder data. Only authorized users should be
permitted to access direct objectreferences to
sensitiveresources. Limiting access to data
resources will help prevent cardholder datafrom
being presented to unauthorized resources.

A CSRF attack forces a logged-on victim's browser
to send apre-authenticated requestto a vulnerable
web application, which then enables the attacker to
performany state-changing operations the victimis
authorized to perform (such as updating account
details, making purchases, or even authenticatingto
the application).
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6.5.10 Broken authentication and session
management.

6.6 For public-facingweb applications,
address newthreats and vulnerabilities on an
ongoing basis and ensurethese applications
are protected againstknown attacks by either
of the following methods:

e Reviewing public-facing web
applications via manual or automated
application vulnerability security
assessmenttools or methods, atleast
annually and after any changes

Note: This assessment is not the same as the
vulnerability scans performed for
Requirement 11.2.

¢ |Installing an automated technical
solution that detects and prevents web-
based attacks (for example, a web-
applicationfirewall) in front of public-
facing web applications, to continually
check all traffic.

Testing Procedures

6.5.10 Examine software developmentpolicies and

procedures and interview responsible personnel to verify
that broken authentication and session managementare
addressed viacoding techniques thatcommonlyinclude:

e Flaggingsession tokens (for example cookies)as
“secure”

e Not exposing sessionIDs in the URL

e Incorporating appropriate time-outs and rotation of
session IDs after a successful login.

6.6 For public-facing web applications, ensure that either
oneofthe followingmethodsis in place as follows:

Examine documented processes, interview personnel,

and examine records of application security

assessments to verify that public-facing web

applications are reviewed—using either manual or

automated vulnerability security assessmenttools or

methods—as follows:

- At leastannually

- After any changes

- By an organizationthat specializes in application
security

- That, ata minimum, all vulnerabilities in
Requirement 6.5 are included in the assessment

- That all vulnerabilities are corrected

- Thattheapplicationis re-evaluated after the
corrections.

Examine the system configuration settings and

interview responsible personnel to verify thatan

automated technical solution that detects and prevents

web-based attacks (for example, a web-application

firewall) isin place as follows:

- Is situated in front of public-facing web applications
to detectand preventweb-based attacks.

- Is actively runningand up to date as applicable.
- Is generating auditlogs.

- Is configured to either block web-based attacks, or
generate an alert that is immediately investigated.

Guidance

Secure authentication and session management
prevents unauthorized individuals from
compromising legitimate account credentials, keys,
or session tokens thatwould otherwise enable the
intruder to assume the identity ofan authorized
user.

Public-facing web applications are primary targets
for attackers, and poorly coded web applications
provide an easy path for attackers to gain access to
sensitive dataand systems. The requirementfor
reviewing applications or installing web-application
firewallsisintended to reduce the number of
compromises on public-facing web applications due
to poor coding or application management practices.

e Manual orautomated vulnerability security
assessmenttools or methods review and/or
test the application for vulnerabilities

e Web-application firewalls filter and block non-
essential traffic at the applicationlayer. Used in
conjunctionwith anetwork-based firewall, a
properly configured web-application firewall
prevents application-layer attacks if
applications are improperly coded or
configured. This can be achieved through a
combination oftechnology and process.
Process-based solutions musthave
mechanisms that facilitate timely responses to
alerts in order to meet the intentofthis
requirement, which is to prevent attacks.

Note: “An organization that specializes in
application security” can be either a third-party
company or an internal organization, as long as the
reviewers specialize in application security and can
demonstrate independence from the development
team.
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6.7 Ensure that security policies and
operational procedures for developing and
maintaining secure systems and applications
are documented, in use, and known to all
affected parties.

Testing Procedures

6.7 Examine documentation and interview personnel to
verify that security policies and operational procedures for
developing and maintaining secure systems and
applications are:

e Documented,
e |n use, and
e Known to all affected parties.

Guidance

Personnel need to be aware ofand following
security policies and operational procedures to
ensure systems and applicationsare securely
developed and protected from vulnerabilities on a
continuous basis.
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Implement Strong Access Control Measures

Requirement 7: Restrict access to cardholder data by business need to know

To ensure critical data can only be accessed by authorized personnel, systems and processes must be in place to limit access based onneed to
know and according to job responsibilities.

“Need to know” is when access rights are granted to only the least amount of data and privileges needed to perform a job.

PCIDSS Requirements

Testing Procedures

Guidance

7.1 Limit access to system
componentsand cardholder datato
only thoseindividuals whose job
requires such access.

7.1 Examine written policy for access control, and verify thatthe
policy incorporates 7.1.1through 7.1.4 as follows:

Defining access needs and privilege assignments for each role

Restriction of access to privileged user IDs to least privileges
necessary to performjobresponsibilities
Assignmentofaccess based on individual personnels job
classificationand function

Documented approval (electronically or in writing) by
authorized parties for all access, including listing of specific
privileges approved.

The morepeoplewho have access to cardholder
data, the more risk thereis that a user’s accountwill
be used maliciously. Limiting access to those with a
legitimate business reason for the access helps an
organization prevent mishandling of cardholder data
through inexperience or malice.

7.1.1 Define access needs for
each role,including:

e System components and data
resources thateach role
needs to access for their job
function

o Level of privilegerequired (for
example, user, administrator,
etc.) foraccessing resources.

7.1.1 Select a sample of roles and verify access needs for each
role are defined and include:

e System components and dataresources thateach role
needs to access for their job function

¢ Identification of privilege necessary for each role to perform
theirjobfunction.

In orderto limitaccess to cardholder datato only
thoseindividualswho need such access, firstitis
necessary to define access needs for each role (for
example, system administrator, call center
personnel, store clerk), the systems/devices/data
each roleneeds access to, and the level of privilege
each role needs to effectively performassigned
tasks. Onceroles and corresponding access needs
are defined, individuals can be granted access
accordingly.

7.1.2 Restrictaccess to privileged
user IDs to leastprivileges
necessary to performjob
responsibilities.

7.1.2.a Interview personnel responsible for assigning access to
verify that access to privileged user IDs is:

¢ Assigned onlyto roles that specifically require such
privileged access

¢ Restricted to least privileges necessary to performjob
responsibilities.

When assigning privileged IDs, itis importantto
assign individualsonly the privileges they need to
performtheirjob (the “least privileges”). For
example, the database administrator or backup
administrator should not be assigned the same
privileges as the overall systems administrator.

(Continued on next page)
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7.1.2.b Select a sample of user IDs with privileged access and
interview responsible managementpersonnel to verify that
privileges assigned are:

e Necessary for thatindividual’s job function

e Restricted to least privileges necessary to performjob
responsibilities.

Assigningleastprivileges helpsprevent users
without sufficientknowledge aboutthe application
from incorrectly or accidentally changing application
configuration or altering its security settings.
Enforcing least privilege also helpsto minimize the
scopeofdamageif an unauthorized person gains
accessto a user ID.

7.1.3 Assign access based on
individual personnel’'s job
classification and function.

7.1.3 Select a sample of user IDs and interview responsible
management personnel to verify that privileges assigned are
based on thatindividual’s job classification and function.

Onceneeds are defined for user roles (per PCI DSS
requirement7.1.1), itis easy to grantindividuals
access accordingto their job classification and
function by using the already-created roles.

7.1.4 Require documented
approval by authorized parties
specifyingrequired privileges.

7.1.4 Select a sample of user IDs and compare with documented
approvals to verify that:

e Documented approval exists forthe assigned privileges
e The approval was by authorized parties

e That specified privileges match the roles assigned to the
individual.

Documented approval (for example, in writing or
electronically) assures thatthose with access and
privileges are known and authorized by
management, and that their access is necessary for
their jobfunction.

7.2 Establish an access control
system(s) for systems components
that restricts access based on a
user’s need to know, and is set to

“deny all” unless specifically allowed.

This access controlsystem(s) must
include the following:

7.2 Examine systemsettings and vendor documentation to verify
that an access control system(s) is implemented as follows:

7.2.1 Coverage of all system
components

7.2.1 Confirmthat access control systems arein placeon all
system components.

7.2.2 Assignmentof privileges to
individuals based on job
classification and function.

7.2.2 Confirmthat access control systems are configured to
enforce privileges assignedto individuals based on job

classification and function.

7.2.3 Default “deny-all” setting.

7.2.3 Confirmthat the access control systems have a default
“deny-all” setting.

Withouta mechanismto restrictaccess based on
user’s need to know, a user may unknowingly be
granted access to cardholder data. Access control
systems automate the process of restricting access
and assigning privileges. Additionally, a default
“deny-all” settingensures no oneis granted access
until and unless a rule is established specifically
granting such access. Entities may have one or
more access controlssystems to manage user
access.

Note: Some access control systems are set by
default to “allow-all,” thereby permitting access

unless/until a rule is written to specifically deny it.
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7.3 Ensure that security policies and
operational procedures for restricting
accessto cardholder dataare
documented, in use, and known to
all affected parties.

7.3 Examine documentation andinterview personnel to verify that

security policies and operational procedures for restricting access
to cardholder data are:

e Documented,
e In use, and
e Known to all affected parties.

Personnel need to be aware ofand following
security policies and operational procedures to
ensure thataccess is controlled and based on need-
to-know and least privilege, on acontinuous basis.
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Requirement 8: Identify and authenticate access to system components

Assigning a unique identification (ID) to each person with access ensures that each individual is uniquely accountable for their actions. When such
accountability is in place, actions taken on critical dataand systems are performed by, and can be traced to, known and authorized users and

processes.

The effectiveness of a password is largely determined by the design and implementation of the authentication system—particularly, how
frequently password attempts can be made by an attacker, and the security methods to protect user passwords at the point of entry, during

transmission, and while in storage.

Note: These requirements are applicable for all accounts, including point-of-sale accounts, with administrative capabilities and all accounts used
to view or access cardholder data or to access systems with cardholder data. This includes accounts used by vendors and other third parties (for
example, for support or maintenance). These requirements do not apply to accounts used by consumers (e.g., cardholders).

However, Requirements 8.1.1, 8.2, 8.5, 8.2.3 through 8.2.5, and 8.1.6 through 8.1.8 are not intended to apply to user accounts within a point-of-
sale payment application that only have access to one card number at a time in order to facilitate a single transaction (such as cashier accounts).

PCI DSS Requirements Testing Procedures Guidance
8.1 Defineand implementpolicies and 8.1.a Review procedures and confirmthey define processes for By ensuring each useris uniquely identified—
procedures to ensure proper user each ofthe items belowat 8.1.1 through 8.1.8 instead of using one ID for several employees—an
identification managementfor non- organization can maintain individual responsibility

8.1.b Verify that procedures are implemented for user

. e . - foractions and an effective audittrail per employee.
identification management, by performing the following:

Thiswill help speed issueresolution and

consumer users and administrators onall
system components as follows:

containmentwhen misuse or malicious intent

8.1.1 Assign all users a unique ID 8.1.1 Interview administrative personnel to confirmthatall oceurs.
before allowing themto access system users are assigned aunique ID for access to system
componentsor cardholder data. componentsor cardholder data.
8.1.2 Control addition, deletion, and 8.1.2 Fora sample of privileged user IDs and general user IDs, | To ensure that user accounts granted access to
modification of user IDs, credentials, examine associated authorizations and observe system systems are all valid and recognized users, strong
and otheridentifier objects. settings to verify each user ID and privileged user ID has been processes mustmanage all changes to user IDs and
implemented with only the privileges specified on the other authentication credentials, including adding
documented approval. new ones and modifying or deleting existingones.
8.1.3 Immediately revoke access for 8.1.3.a Select a sample ofusers terminated in the pastsix If an employee has left the company and still has
any terminated users. months, and review currentuser access lists—for both local access to the network viatheir user account,
and remote access—to verify that their IDs have been unnecessary or malicious access to cardholder data
deactivated or removed fromthe access lists. could occur—either by the former employee or by a
i i — malicious user who exploits the old and/or unused
8.1.3.b Verify all physical authentication methods—such as, account. To preventunauthorized access, user

smart cards, tokens, etc.—have been returned or deactivated. credentials and other authentication methods

therefore need to be revoked promptly (as soonas
possible) uponthe employee’s departure.
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8.1.4 Remove/disableinactive user
accounts within 90 days.

8.1.4 Observe user accounts to verify thatany inactive
accounts over 90 days old are either removed or disabled.

Accounts thatare notused regularly are often
targets of attack sinceitis less likely thatany
changes (such as a changed password) will be
noticed. As such, these accounts may be more
easily exploited and used to access cardholder data.

8.1.5 Manage IDs used by third parties
to access, support, or maintain system
componentsviaremote access as
follows:

e Enabled only during thetime
period needed and disabled when
notin use.

e Monitored when in use.

8.1.5.a Interview personnel and observe processes for
managing accounts used by third parties to access, support, or
maintain system components to verify thataccounts used for
remote access are:

e Disabled when notin use

e Enabled only when needed by the third party, and
disabled when notin use.

8.1.5.b Interview personnel and observe processes to verify
that third-party remote access accounts are monitored while
being used.

Allowing vendors to have 24/7 access into your
network in casethey need to supportyour systems
increases the chances ofunauthorized access,
either from a user in the vendor’s environmentor
from a malicious individual who finds and uses this
always-available external entry pointinto your
network. Enabling access onlyfor thetime periods
needed, and disablingitas soon asitis no longer
needed, helps prevent misuse ofthese connections.

Monitoring of vendor access provides assurance
that vendors are accessing onlythe systems
necessary and only during approved time frames.

8.1.6 Limit repeated access attempts
by lockingoutthe user ID after not
more than six attempts.

8.1.6.a Fora sampleof system components, inspect system
configuration settingsto verify that authentication parameters
are set to require that user accounts be locked out after not
more than six invalid logon attempts.

8.1.6.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation, and observe implemented
processes to verify that non-consumer customer user accounts
are temporarily locked-out after notmore than six invalid
access attempts.

Withoutaccount-lockout mechanisms in place, an
attacker can continually attemptto guess a
password through manual or automated tools (for
example, password cracking), until they achieve
success and gain access to a user’s account.

Note: Testing Procedure 8.1.6.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

8.1.7 Set the lockoutdurationto a
minimum of 30 minutes or until an
administrator enables the user ID.

8.1.7 Fora sample of system components, inspect system
configuration settingsto verify that password parameters are
set to requirethat once a user accountis locked out, itremains
locked for aminimum of 30 minutes or until a system
administrator resets the account.

If an accountis locked outdueto someone
continuallytryingto guess apassword, controls to
delay reactivation ofthese locked accounts stops
the malicious individual from continually guessing
the password (they will have to stop foraminimum
of 30 minutes until the accountis reactivated).
Additionally, if reactivation must be requested, the
admin or help desk can validate thatit is the actual
accountowner requesting reactivation.
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8.1.8 If a session has been idlefor
more than 15 minutes, require the user
to re-authenticate to re-activate the
terminal or session.

8.1.8 Fora sample of system components, inspect system
configuration settingsto verify that system/session idle time out

features have been set to 15 minutes or less.

When users walk away from an open machine with
access to critical system components or cardholder
data, that machine may be used by othersin the
user’s absence, resulting in unauthorized account
access and/or misuse.

The re-authentication can be applied either at the

system level to protectall sessionsrunning on that
machine, or at the application level.

8.2 In addition to assighingaunique ID,
ensure proper user-authentication
management for non-consumer users
and administrators on all system
componentsby employing atleastone of
the following methods to authenticate all
users:

e Something youknow, such as a
password or passphrase

e Something youhave, such as a
token device or smart card

e Something youare, such as a
biometric.

8.2 To verify that users are authenticated using unique ID and
additional authentication (for example, a password/phrase) for
accessto the cardholder dataenvironment, performthe

following:

Examine documentation describing the authentication

method(s) used.

For each type ofauthentication method used and for each
type of system component, observe an authentication to

verify authentication is functioning consistent with
documented authentication method(s).

These authentication methods, when used in
addition to unique IDs, help protectusers’IDs from
being compromised, sincethe one attempting the
compromise needs to know both the unique ID and
the password (or other authentication used). Note
that a digital certificateis a valid option for
“something youhave”aslong asitis uniquefora
particular user.

Sinceone of thefirst steps a malicious individual will
take to compromise asystemis to exploitweak or
nonexistentpasswords, itis importantto implement
good processes for authentication management.
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8.2.1 Using strong cryptography,
render all authentication credentials
(such as passwords/phrases)
unreadable during transmissionand
storage on all system components.

8.2.1.a Examinevendor documentation and system
configuration settingsto verify that passwords are protected
with strong cryptography during transmission and storage.

8.2.1.b Fora sample of system components, examine
password files to verify that passwords are unreadable during
storage.

8.2.1.c Forasampleof system components, examine data
transmissions to verify that passwords are unreadable during
transmission.

8.2.1.d Additional testing procedure for service provider
assessments only: Observe password files to verify thatnon-

consumer customer passwords are unreadable during storage.

8.2.1.e Additional testing procedure for service provider
assessments only: Observe data transmissionsto verify that
non-consumer customer passwordsare unreadable during
transmission.

Many network devices and applications transmit
unencrypted, readable passwords across the
network and/or store passwords without encryption.
A malicious individual can easily intercept
unencrypted passwords during transmission using a
“sniffer,” or directly access unencrypted passwords
in files where they are stored, and use this data to
gain unauthorized access.

Note: Testing Procedures 8.2.1.d and 8.2.1.e are
additional procedures that only apply if the entity
being assessedis a service provider.

8.2.2 Verify user identity before
modifying any authentication
credential—for example, performing
password resets, provisioning new
tokens, or generating new keys.

8.2.2 Examine authentication procedures for modifying
authentication credentials and observe security personnel to
verify that, if a user requests a reset ofan authentication
credential by phone, e-mail, web, or other non-face-to-face
method, the user’s identity is verified before the authentication
credential is modified.

Many malicious individuals use "social
engineering”—for example, calling ahelp desk and
acting as a legitimate user—to have a password
changed so they can utilize a user ID. Consider use
of a “secretquestion” thatonly the proper user can
answer to help administrators identify the user prior
to re-setting or modifying authentication credentials.
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8.2.3 Passwords/passphrases must
meet the following:

e Require a minimum length ofat
least seven characters.

e Contain both numeric and
alphabetic characters.

Alternatively, the passwords/
passphrases musthave complexity
and strength atleast equivalentto the
parameters specified above.

8.2.3a Fora sample of systemcomponents, inspect system
configuration settingsto verify that user password/passphrase
parameters are set to require at least the following
strength/complexity:

e Require a minimum length of atleast seven characters.
e Contain both numeric and alphabetic characters.

8.2.3.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify thatnon-consumer
customer passwords/passphrases are required to meet at least
the following strength/complexity:

e Require a minimum length of atleast seven characters.

e Contain both numeric and alphabetic characters.

Strong passwords/passphrases are thefirstline of
defenseinto a network since amalicious individual
will often firsttry to find accounts with weak or non-
existent passwords. If passwords are shortor simple
to guess, itisrelatively easy for a malicious
individual to find these weak accounts and
compromise anetwork under the guise ofa valid
user ID.

This requirementspecifies thata minimum of seven
characters and both numeric and alphabetic
characters should be used for passwords/
passphrases. For cases wherethis minimum cannot
be met dueto technical limitations, entities can use
“equivalentstrength” to evaluate their alternative.
Forinformation on variabilityand equivalency of
password strength (also referred to as entropy) for
passwords/passphrases of differentformats, refer to
industry standards (e.g., the currentversion of NIST
SP 800-63.)

Note: Testing Procedure 8.2.3.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

8.2.4 Change user
passwords/passphrases atleastonce
every 90 days.

8.2.4.a Fora sampleof system components, inspect system
configuration settingsto verify that user password/passphrase
parameters are set to require users to change passwordsat
least once every 90 days.

8.2.4.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that:

¢ Non-consumer customer user passwords/passphrases are
required to change periodically; and

e Non-consumer customer users are given guidance as to
when, and under what circumstances,
passwords/passphrases mustchange.

Passwords/passphrases thatare valid foralong
time withouta change provide malicious individuals
with more time to work on breaking the
password/phrase.

Note: Testing Procedure 8.2.4.b is an additional
procedure that only applies if the entity being
assessed is a service provider.
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8.2.5 Do notallowan individual to
submit a new password/passphrase
that is the same as any ofthe last four
passwords/passphrases heor she has
used.

8.2.5.a Forasample of system components, obtain and
inspectsystem configuration settings to verify that password
parameters are set to require that new passwords/passphrases
cannotbe the same as the four previously used
passwords/passphrases.

8.2.5.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify thatnew non-consumer
customer user passwords/passphrase cannotbe the same as
the previous four passwords.

If password history isn'tmaintained, the
effectiveness of changing passwords is reduced, as
previous passwords can bereused over and over.
Requiring that passwords cannotbe reused for a
period oftimereduces the likelihood that passwords
that have been guessed or brute-forced will be used
in the future.

Note: Testing Procedure 8.2.5.b is an additional
procedure that only applies if the entity being
assessed is a service provider.

8.2.6 Set passwords/passphrases for
first-time use and upon resetto a
unique value for each user, and
changeimmediately after the firstuse.

8.2.6 Examine password procedures and observe security
personnel to verify that first-time passwords/passphrases for
new users, and reset passwords/passphrases for existing
users, are set to a unique value for each user and changed
after firstuse.

If the same password is used for every new user, an
internal user, former employee, or malicious
individual may know or easily discover this
password, and useitto gain access to accounts.

8.3 Secure all individual non-console
administrative access and all remote
access to the CDE using multi-factor
authentication.

Note: Multi-factor authentication requires
that a minimum of two of the three
authentication methods (see
Requirement 8.2 for descriptions of
authentication methods) be used for
authentication. Using one factor twice
(for example, using two separate
passwords) is not considered multi-factor
authentication.

Multi-factor authentication requires an individual to
presenta minimum of two separate forms of
authentication (as described in Requirement8.2),
before accessis granted.

Multi-factor authentication provides additional
assurance that the individual attemptingto gain
accessiswho they claim to be. With multi-factor
authentication, an attacker would need to
compromise atleast two differentauthentication
mechanisms, increasing the difficulty of compromise
and thus reducing therisk.

Multi-factor authentication is notrequired at both the
system-level and application-level for a particular
system component. Multi-factor authentication can
be performed either upon authentication to the
particular network or to the system component.

Examples of multi-factor technologies include but
are notlimited to remote authentication and dial-in
service (RADIUS) with tokens;terminal access
controller access controlsystem (TACACS) with
tokens; and other technologies that facilitate multi-
factor authentication.
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8.3.1 Incorporate multi-factor
authentication for all non-console
access into the CDE for personnel with
administrative access.

8.3.1.a Examine network and/or system configurations, as
applicable, to verify multi-factor authenticationis required for all
non-console administrative access into the CDE.

8.3.1.b Observe a sample of administrator personnel login to the
CDE and verify that at least two ofthe three authentication
methods are used.

This requirementisintended to apply to all
personnel with administrative access to the CDE.
This requirementapplies only to personnel with
administrative access and onlyfor non-console
accessto the CDE; itdoes notapply to application
or system accounts performing automated functions.

If the entity does notuse segmentation to separate
the CDE fromthe rest oftheir network, an
administrator could use multi-factor authentication
either when logging onto the CDE network or when
logging onto asystem.

If the CDE is segmented from therest of the entity’s
network, an administrator would need to use multi-
factor authentication when connectingto a CDE
system froma non-CDE network. Multi-factor
authentication can beimplemented at network level
or at system/application level;itdoes nothaveto be
both. If the administrator uses MFA when logging
into the CDE network, they do notalso need to use
MFA to log into aparticular system or application
within the CDE.

8.3.2 Incorporate multi-factor
authentication for all remote network
access (both user and administrator, and
including third-party access for support
or maintenance) originating fromoutside
the entity’s network.

8.3.2.a Examine system configurationsfor remote access
servers and systems to verify multi-factor authentication is
required for:

e All remote access by personnel, both user and
administrator, and

e All third-party/vendor remote access (including access to
applications and system components for supportor
maintenance purposes).

8.3.2.b Observe a sample of personnel (for example, users and
administrators) connecting remotely to the network and verify
that at least two ofthe three authentication methodsare used.

Thisrequirementisintended to apply to all
personnel—including general users, administrators,
and vendors (for supportor maintenance) with
remote access to the network—where thatremote
access could lead to access to the CDE. If remote
access is to an entity’s network thathas appropriate
segmentation, such thatremote users cannot
access orimpact the cardholder data environment,
multi-factor authentication for remote access to that
network would not be required. However, multi-
factor authentication is required for any remote
access to networks with access to the cardholder
data environment, and is recommended for all
remote access to the entity’s networks.
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8.4 Documentand communicate
authentication policies and procedures to
all users including:

e Guidanceon selecting strong
authentication credentials

e Guidanceforhowusers should
protecttheir authentication
credentials

e Instructions notto reuse previously
used passwords

e Instructionsto change passwords if
there is any suspicionthe password
could be compromised.

8.4.a Examine procedures and interview personnelto verify that
authentication policies and procedures are distributed to all
users.

8.4.b Review authentication policies and procedures thatare
distributed to users and verify they include:
e Guidanceon selecting strong authentication credentials
e Guidanceforhowusers should protecttheir authentication
credentials.
e Instructions for users notto reuse previously used
passwords
e Instructionsto change passwords ifthereis any suspicion
the password could be compromised.

8.4.c Interview a sample of users to verify that they are familiar
with authentication policies and procedures.

Communicating password/authentication policies
and procedures to all users helps those users
understand and abide by the policies.

For example, guidance on selecting strong
passwords may include suggestions to help
personnel selecthard-to-guess passwordsthatdont
contain dictionary words, and thatdon’tcontain
information aboutthe user (such as the user ID,
names of family members, date of birth, etc.).
Guidance for protecting authentication credentials
may include notwriting down passwordsor saving
them in insecurefiles, and being alertfor malicious
individuals who may attempt to exploittheir
passwords (for example, by calling an employee and
asking for their password so the caller can
“troubleshootaproblem”).

Instructing users to change passwords ifthereis a
chancethe password is no longer secure can
preventmalicious users fromusing alegitimate
password to gain unauthorized access.

8.5 Do notuse group, shared, orgeneric
IDs, passwords, or other authentication
methods as follows:

e Genericuser IDs are disabled or
removed.

e Shared user IDs do notexistfor
system administration and other
critical functions.

e Shared and generic user IDs are not
used to administer any system
components.

8.5.a Fora sample of system components, examine user ID lists

to verify thefollowing:

e Genericuser IDs are disabled or removed.

e Shared user IDs for systemadministration activities and other
critical functions do not exist.

e Shared and generic user IDs are notused to administer any
system components.

8.5.b Examine authentication policies and procedures to verify
that use of group and shared IDs and/or passwords or other
authentication methodsare explicitly prohibited.

8.5.c Interview system administrators to verify thatgroup and
shared IDs and/or passwordsor other authentication methods
are notdistributed, even if requested.

If multiple users share the same authentication
credentials (for example, user accountand
password), itbecomes impossible to trace system
access and activities to an individual. This in turn
prevents an entity from assigning accountability for,
or having effective logging of, an individual’s actions,
sincea given action could have been performed by
anyonein thegroup thathas knowledge ofthe
authentication credentials.
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8.5.1 Additional requirement for
service providers only: Service
providerswith remote access to
customer premises (for example, for
supportof POS systems or servers)
must use a unique authentication
credential (such as a password/phrase)
for each customer.

Note: This requirement is not intended to
apply to shared hosting providers
accessing their own hosting

environment, where multiple customer
environments are hosted.

8.5.1 Additional testing procedure for service provider
assessments only: Examine authentication policies and
procedures and interview personnel to verify that different
authentication credentials are used for access to each
customer.

Note: This requirement applies only when the entity
being assessedis a service provider.

To preventthe compromise of multiple customers
through the use of a single setofcredentials,
vendors with remote access accounts to customer
environments should use a differentauthentication
credential for each customer.

Technologies, such as multi-factor mechanisms, that
provide aunique credential for each connection (for
example, viaa single-use password) could also
meet the intent ofthis requirement.

8.6 Where other authentication
mechanisms are used (for example,
physical or logical security tokens, smart
cards, certificates, etc.), use of these
mechanisms must be assigned as
follows:

e Authentication mechanisms mustbe
assigned to an individual account
and notshared among multiple
accounts.

e Physical and/orlogical controls must
be in placeto ensure only the
intended accountcan use that
mechanismto gain access.

8.6.a Examine authentication policies and procedures to verify
that procedures for using authentication mechanisms such as
physical security tokens, smart cards, and certificates are
defined and include:

¢ Authentication mechanisms are assignedto an individual
accountand notshared among multiple accounts.

e Physical and/orlogical controls are defined to ensureonly
the intended accountcan use that mechanism to gain
access.

8.6.b Interview security personnel to verify authentication
mechanisms are assighed to an accountand notshared among
multiple accounts.

8.6.c Examine system configuration settings and/or physical
controls, as applicable, to verify that controls are implemented to
ensure only theintended account can use thatmechanismto
gain access.

If user authentication mechanisms such as tokens,
smart cards, and certificates can be used by multiple
accounts,itmay be impossibleto identify the
individual using the authentication mechanism.
Having physical and/or logical controls (for example,
a PIN, biometric data, or a password) to uniquely
identify the user ofthe accountwill prevent
unauthorized users fromgaining access through use
of a shared authentication mechanism.
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8.7 All access to any database
containing cardholder data (including
access by applications, administrators,
and all other users) is restricted as
follows:

e All user access to, user queries of,
and user actions on databases are
through programmatic methods.

e Onlydatabase administratorshave
the ability to directly access or query
databases.

e ApplicationIDs for database
applications can only be used by the
applications (and notby individual
users orothernon-application
processes).

8.7.a Review database and application configuration settings
and verify that all users are authenticated prior to access.

8.7.b Examine database and application configuration settingsto
verify that all user access to, user queries of, and user actions on
(forexample, move, copy, delete), the database are through
programmatic methods only (for example, through stored
procedures).

8.7.c Examine database access controlsettingsand database
application configuration settingsto verify that user directaccess
to or queries of databases are restricted to database
administrators.

8.7.d Examine database access control settings, database
application configuration settings, and the related application IDs
to verify thatapplication IDs can only be used by the applications
(and notby individual users or other processes).

Without user authentication for access to databases
and applications, the potential for unauthorized or
malicious access increases, and such access
cannotbe loggedsincethe user has notbeen
authenticated and is therefore notknown to the
system. Also, database access should be granted
through programmatic methodsonly (for example,
through stored procedures), rather than viadirect
access to the database by end users (exceptfor
DBAs, who may need directaccess to the database
fortheiradministrative duties).

8.8 Ensure that security policies and
operational procedures for identification
and authentication are documented, in
use, and known to all affected parties.

8.8 Examine documentation andinterview personnel to verify
that security policies and operational procedures for identification
and authentication are:

e Documented,

e |n use, and

e Known to all affected parties.

Personnel need to be aware ofand following
security policies and operational procedures for
managing identification and authorization ona
continuous basis.
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9.1 Use appropriate facility entry controls
to limitand monitor physical access to
systems in the cardholder data
environment.

9.1 Verify the existence of physical security controls for each
computer room, data center, and other physical areas with
systems in the cardholder data environment.

o Verify that access is controlled with badge readers or other
devices including authorized badges and lock and key.

e Observe a system administrator’s attemptto log into consoles
forrandomly selected systems in the cardholder data
environmentand verify thatthey are “locked” to prevent
unauthorized use.

Without physical access controls, such as badge
systems and door controls, unauthorized persons
could potentially gain access to the facility to steal,
disable, disrupt, or destroy critical systems and
cardholder data.

Locking console login screens prevents
unauthorized personsfromgaining access to
sensitive information, altering system
configurations, introducing vulnerabilities into the
network, or destroying records.

9.1.1 Use either video cameras or
access control mechanisms (or both) to
monitor individual physicalaccess to
sensitive areas. Review collected data
and correlate with other entries. Store
for at least three months, unless
otherwiserestricted by law.

Note: “Sensitive areas” refers to any
data center, server room or any area that
houses systems that store, process, or
transmit cardholder data. This excludes
public-facing areas where only point-of-
sale terminals are present, such as the
cashier areas in a retail store.

9.1.1.a Verify that either video cameras or access control
mechanisms (or both) arein placeto monitor the entry/exit
points to sensitive areas.

9.1.1.b Verify that either video cameras or access control

mechanisms (or both) are protected fromtampering or disabling.

When investigating physical breaches, these
controls can helpidentify the individuals that
physically accessed the sensitive areas, as well as
when they entered and exited.

Criminals attempting to gain physical access to
sensitive areas will often attempt to disable or
bypass the monitoring controls. To protectthese
controls fromtampering, video cameras could be
positioned so they are out ofreach and/or be
monitored to detecttampering. Similarly, access
control mechanisms could be monitored or have
physical protections installed to preventthem being
damaged or disabled by malicious individuals.

(Continued on next page)
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9.1.1.c Verify that data from video cameras and/or access
control mechanisms is reviewed, and thatdatais stored for at
least three months.

Examples of sensitive areas include corporate
database server rooms, back-officerooms at retail
locations that store cardholder data, and storage
areas for large quantities of cardholder data.
Sensitive areas should be identified by each
organizationto ensure the appropriate physical
monitoring controls are implemented.

9.1.2 Implement physical and/or logical
controls to restrictaccess to publicly
accessible network jacks.

For example, network jacks located in
public areas and areas accessible to
visitors could be disabled and only
enabled when network access is
explicitly authorized. Alternatively,
processes could be implemented to
ensure that visitors are escorted at all
times in areas with active network jacks.

9.1.2 Interviewresponsible personneland observe locations of
publicly accessible network jacks to verify that physical and/or
logical controls arein place to restrictaccess to publicly
accessible network jacks.

Restricting access to network jacks (or network
ports) will prevent malicious individuals from
plugging into readily available network jacks and
gain access into internal networkresources.

Whether logical or physical controls, or a
combination ofboth, are used, they should be
sufficientto preventan individual or device thatis
notexplicitlyauthorized from being able to connect
to the network.

9.1.3 Restrict physical access to
wireless access points, gateways,
handheld devices,
networking/communications hardware,
and telecommunication lines.

9.1.3 Verify that physical access to wireless access points,
gateways, handheld devices, networking/communications
hardware, and telecommunication lines is appropriately
restricted.

Without security over access to wireless
componentsand devices, malicious users could
use an organization’s unattended wireless devices
to access network resources, or even connecttheir
own devices to the wireless network to gain
unauthorized access. Additionally, securing
networking and communications hardware
prevents malicious users fromintercepting network
traffic or physically connecting their own devices to
wired network resources.
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9.2 Develop procedures to easily
distinguish between onsite personnel
and visitors, to include:

e Identifyingonsite personnel and
visitors (for example, assigning
badges)

e Changesto access requirements

o Revoking orterminating onsite
personnel and expired visitor
identification (suchas ID badges).

9.2.a Review documented processes to verify thatprocedures are
defined foridentifying and distinguishing between onsite
personnel andvisitors.

e Verify procedures include the following:

¢ |dentifying onsite personnel and visitors (for example,
assigning badges),

e Changingaccess requirements, and

e Revoking terminated onsite personnel and expired visitor
identification (such as ID badges)

9.2.b Examine identification methods (suchas ID badges) and
observe processes for identifying and distinguishing between
onsite personnel and visitors to verify that:

e \Visitors are clearly identified, and

e |tis easy to distinguish between onsite personnel and visitors.

9.2.c Verify that access to the identification process (such as a
badge system) is limited to authorized personnel.

Identifying authorized visitors so they are easily
distinguished from onsite personnel prevents
unauthorized visitorsfrombeing granted access to
areas containing cardholder data.

9.3 Control physical access for onsite
personnel to sensitive areas as follows:

e Access must be authorized and
based on individual job function.

e Accessis revoked immediately upon
termination, and all physical access
mechanisms, such as keys, access
cards, etc., are returned or disabled.

9.3.a Fora sample ofonsite personnel with physical access to
sensitive areas, interview responsible personnel and observe
access control lists to verify that:

e Accessto the sensitive areais authorized.

e Accessis required fortheindividual’s jobfunction.

9.3.b Observepersonnel accessing sensitive areas to verify that
all personnel are authorized before being granted access.

9.3.c Select a sample of recently terminated employees and
review access control lists to verify the personnel do nothave
physical access to sensitive areas.

Controlling physical access to sensitive areas
helps ensurethatonly authorized personnelwith a
legitimate business need are granted access.

When personnel leave the organization, all
physical access mechanisms should bereturned or
disabled promptly (as soon as possible) upon their
departure, to ensure personnel cannotgain
physical access to sensitive areas once their
employmenthas ended.
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9.4 Implementprocedures to identify and
authorize visitors.

Procedures should include the following:

9.4 Verify that visitor authorization and access controlsarein
place as follows:

9.4.1 Visitors are authorized before
entering, and escorted atall times
within, areas where cardholder datais
processed or maintained.

9.4.1.a Observe procedures and interview personnel to verify
that visitors must be authorized before they are granted access
to, and escorted at all times within, areas where cardholder data
is processed or maintained.

9.4.1.b Observe the use ofvisitor badges or other identification
to verify thata physical tokenbadge does notpermitunescorted
access to physicalareas where cardholder datais processed or
maintained.

9.4.2 Visitors are identified and given a
badge or otheridentificationthat
expires and that visibly distinguishes
the visitors from onsite personnel.

9.4.2.a Observe peoplewithin the facility to verify the use of
visitor badges or other identification, and that visitors are easily
distinguishable from onsite personnel.

9.4.2.b Verify that visitor badges or other identification expire.

9.4.3 Visitors are asked to surrender
the badgeoridentification before
leaving the facility or at the date of
expiration.

9.4.3 Observe visitors leaving the facility to verify visitors are
asked to surrender their badge or other identification upon
departure or expiration.

9.4.4 A visitorlogis used to maintain a
physical audittrail of visitor activity to
the facility as well as computer rooms
and data centers where cardholder
data is stored or transmitted.

Documentthe visitor's name, the firm
represented, and the onsite personnel
authorizing physical access on thelog.

Retain this log foraminimum ofthree
months, unless otherwise restricted by
law.

9.4.4.a Verify that a visitorlogis in useto record physical
access to thefacility as well as computer rooms and data
centers where cardholder datais stored or transmitted.

9.4.4.b Verify that the log contains:
e The visitor's name,
e The firmrepresented, and
e The onsite personnel authorizing physical access.

9.4.4.c Verify thatthe logisretained for at least three months.

Visitor controls areimportantto reduce the ability
of unauthorized and malicious persons to gain
access to facilities (and potentially, to cardholder
data).

Visitor controls ensure visitors are identifiable as
visitors so personnel can monitor their activities,
and that their access is restricted to just the
duration oftheir legitimate visit.

Ensuring thatvisitor badges are returned upon
expiry orcompletion ofthe visit prevents malicious
persons fromusing apreviously authorized pass to
gain physical access into the building after the visit
has ended.

A visitorlog documenting minimum informationon
the visitoris easy and inexpensive to maintain and
will assistin identifying physical accessto a
building orroom, and potentialaccess to
cardholder data.
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9.5 Physically secure all media.

9.5 Verify that procedures for protecting cardholder datainclude
controls for physically securing all media (including but notlimited
to computers, removable electronic media, paper receipts, paper
reports, and faxes).

Controls for physically securing media are intended
to preventunauthorized personsfromgaining
access to cardholderdataon any type of media.
Cardholder datais susceptible to unauthorized
viewing, copying, or scanningifitis unprotected
whileitis on removable or portable media, printed
out, or left on someone’s desk.

9.5.1 Store media backupsin a secure
location, preferably an off-site facility,
such as an alternate or backup site, or
a commercial storage facility. Review
the location’s security atleastannually.

9.5.1 Verify that the storage location security is reviewed at least
annually to confirmthat backup media storageis secure.

If stored in a non-secured facility, backups that
contain cardholder data may easily be lost, stolen,
or copied for malicious intent.

Periodically reviewing the storage facility enables
the organizationto address identified security
issues in a timely manner, minimizing the potential
risk.

9.6 Maintain strictcontrolover the
internal or external distribution of any
kind of media, including the following:

9.6 Verify that a policy exists to control distribution of media, and
that the policy covers all distributed mediaincluding that
distributed to individuals.

Procedures and processes help protect cardholder
data on mediadistributed to internal and/or
external users. Without such procedures datacan
be lostor stolen and used for fraudulent purposes.

9.6.1 Classify mediaso the sensitivity
of the data can be determined.

9.6.1 Verify that all media is classified so the sensitivity ofthe
data can be determined.

Itis importantthat media be identified such thatits
classification status can be easily discernible.
Media notidentified as confidential may notbe
adequately protected or may be lostor stolen.
Note: This does not mean the media needs to
have a “Confidential” label attached; the intent is
that the organization has identified media that
contains sensitive data so it can protect it.

9.6.2 Send the media by secured
courier orother delivery method that
can be accurately tracked.

9.6.2.a Interview personnel and examine recordsto verify that
all media sent outside the facility islogged and sentviasecured
courier or other delivery method that can be tracked.

9.6.2.b Select arecentsample of several days of offsite tracking
logs for all media, and verify tracking details are documented .

Media may be lostor stolen ifsentviaa non-
trackable method such as regular postal mail. Use
of secure couriers to deliver any mediathat
contains cardholder data allows organizations to
use their tracking systems to maintain inventory
and location of shipments.
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9.6.3 Ensure management approves
any and all mediathat is moved from a
secured area (includingwhen mediais
distributed to individuals).

9.6.3 Select arecentsample of several days of offsite tracking
logs for all media. From examination ofthelogs and interviews
with responsible personnel, verify proper management
authorization is obtained whenever mediais moved froma
secured area (includingwhen mediais distributed to
individuals).

Withouta firm process for ensuring that all media
movements are approved before the mediais
removed from secure areas, the mediawould not
be tracked or appropriately protected, and its
location would be unknown, leading to lostor
stolen media.

9.7 Maintain strictcontrolover the
storage and accessibility of media.

9.7 Obtain and examine the policy for controlling storage and
maintenance of all media and verify that the policy requires
periodic mediainventories.

9.7.1 Properly maintain inventory logs
of all media and conduct media
inventories atleastannually.

9.7.1 Review media inventory logsto verify thatlogs are
maintained and mediainventories are performed at least
annually.

Without careful inventory methods and storage
controls, stolen or missing mediacould go
unnoticed for an indefinite amount oftime.

If media is notinventoried, stolen or lostmedia
may notbe noticed foralong time or at all.

9.8 Destroy mediawhen itisno longer
needed for business or legal reasons as
follows:

9.8 Examine the periodic mediadestruction policy and verify that
it covers all mediaand defines requirements for the following:

e Hard-copy materials mustbe crosscutshredded, incinerated,
or pulped such thatthere is reasonable assurancethe hard -
copy materials cannotbereconstructed.

e Storage containers used for materials thatare to be
destroyed mustbe secured.

e Cardholderdataon electronic mediamustbe rendered
unrecoverable (e.g.,via a secure wipe programin accordance
with industry-accepted standards for secure deletion, or by
physically destroying the media).

9.8.1 Shred, incinerate, or pulp hard-
copy materials so that cardholder data
cannotbe reconstructed. Secure
storage containers used for materials
that are to be destroyed.

9.8.1.a Interview personnel and examine procedures to verify
that hard-copy materials are crosscutshredded, incinerated, or
pulped such thatthereis reasonable assurance the hard-copy
materials cannotbe reconstructed.

9.8.1.b Examine storage containers used for materials that
contain information to be destroyed to verify thatthe containers
are secured.

9.8.2 Render cardholder dataon
electronic mediaunrecoverable so that
cardholder datacannotbe
reconstructed.

9.8.2 Verify that cardholder data on electronic mediais rendered
unrecoverable (e.g.,via a secure wipe programin accordance
with industry-accepted standards for secure deletion, or by
physically destroying the media).

If steps are nottaken to destroy information
contained on hard disks, portable drives,
CD/DVDs, or paper prior to disposal, malicious
individuals may be able to retrieve information from
the disposed media, leading to adata compromise.
Forexample, malicious individuals may use a
technique known as “dumpster diving,” where they
search through trashcans and recycle bins looking
forinformation they can use to launch an attack.

Securing storage containers used for materials that
are going to be destroyed prevents sensitive
information from being captured while the materials
are being collected. For example, “to-be-shredded”
containers could have alock preventing access to
its contents or physic ally preventaccess to the
inside ofthe container.

Examples of methods for securely destroying
electronic mediainclude secure wiping,
degaussing, or physical destruction (such as
grinding or shredding hard disks).
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9.9 Protect devices that capture payment
card data via direct physical interaction
with the card from tampering and
substitution.

Note: These requirements apply to card-
reading devices used in card-present
transactions (that is, card swipe or dip) at
the point of sale. This requirement is not
intended to apply to manual key-entry
components such as computer
keyboards and POS keypads.

9.9 Examine documented policies and procedures to verify they

include:

e Maintaining alistofdevices
e Periodically inspecting devices to look for tamperingor

substitution

e Training personnel to be aware of suspicious behavior and
to reporttampering or substitution of devices.

Criminals attempt to steal cardholder data by
stealing and/or manipulating card-reading devices
and terminals. For example, they will try to steal
devices so they can learn howto break into them,
and they often try to replace legitimate devices with
fraudulentdevices thatsend them payment card
information every time a card is entered. Criminals
will also try to add “skimming” components to the
outside ofdevices, which aredesignedto capture
paymentcard details before they even enter the
device—for example, by attaching an additional
card reader on top ofthe legitimate card read er so
that the payment card details are captured twice:
onceby the criminal’s componentand then by the
device’s legitimate component. In this way,
transactions may still be completed without
interruption while the criminal is “skimming” the
paymentcard information duringthe process.

This requirementis recommended, but not
required, for manual key-entry components such
as computer keyboards and POS keypads.

Additional bestpractices on skimming prevention
are available on the PCI SSC website.

9.9.1 Maintain an up-to-date list of
devices. Thelistshould include the
following:

¢ Make, model ofdevice

e Location ofdevice (for example,
the address ofthe site or facility
where the deviceis located)

e Device serial number or other
method of unique identification.

9.9.1.a Examinethe listof devices to verify itincludes:

e Make, model ofdevice

e Location ofdevice (forexample, the address ofthe site or
facility where the deviceis located)

e Device serial number or other method of unique

identification.

9.9.1.b Select a sample of devices fromthelistand observe
devices and device locationsto verify thatthe listis accurate

and up to date.

9.9.1.c Interview personnel to verify thelistofdevicesis
updated when devices are added, relocated, decommissioned,

etc.

Keeping an up-to-datelistofdevices helps an
organization keep track ofwhere devices are
supposed to be, and quickly identify ifa deviceis
missing or lost.

The method for maintaining alistof devices may
be automated (for example, a device-management
system) or manual (for example,documented in
electronic or paper records). For on-the-road
devices, thelocation may include the name of the
personnel to whomthe deviceis assigned.
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9.9.2 Periodically inspectdevice
surfaces to detect tampering (for
example, addition of card skimmers to
devices), or substitution (for example,
by checking the serial number or other
device characteristics to verify ithas
notbeen swapped with a fraudulent
device).

Note: Examples of signs that a device
might have been tampered with or
substituted include unexpected
attachments or cables plugged into the
device, missing or changed security
labels, broken or differently colored
casing, or changes to the serial number
or other external markings.

9.9.2.a Examine documented procedures to verify processes
are defined to include the following:

e Procedures forinspecting devices
e Frequency ofinspections.

9.9.2.b Interview responsible personneland observe inspection
processes to verify:

e Personnel are aware of procedures forinspecting devices.

o All devices are periodically inspected for evidence of
tampering and substitution.

Regular inspections of devices willhelp
organizations to more quickly detecttampering or
replacementof a device, and thereby minimize the
potential impactofusing fraudulentdevices.

The typeofinspectionwill depend onthe device—
forexample, photographs of devices thatare
known to be secure can be used to comparea
device’s current appearance with its original
appearanceto see whetherit has changed.
Another option may be to use a secure marker
pen,such as a UV lightmarker, to mark device
surfaces and device openings so any tampering or
replacementwill be apparent. Criminals will often
replacethe outer casing ofadeviceto hidetheir
tampering, and these methods may help to detect
such activities. Device vendors may also be able to
provide security guidance and “how to” guides to
help determine whether the device has been
tampered with.

The frequency of inspections will depend on factors
such as location ofdevice and whether the device
is attended or unattended. For example, devices
left in public areas without supervision by the
organization’s personnel may have more frequent
inspectionsthan devices thatare keptin secure
areas or are supervised when they are accessible
to the public. Thetype and frequency of
inspectionsis determined by the merchant, as
defined by their annual risk-assessmentprocess.
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9.9.3 Providetraining for personnel to
be aware of attempted tampering or
replacementof devices. Training
should include the following:

o \Verify the identity ofany third-party
persons claiming to be repair or
maintenance personnel, prior to
granting themaccess to modify or
troubleshootdevices.

e Do notinstall,replace, or return
devices without verification.

o Be aware ofsuspicious behavior
around devices (for example,
attempts by unknown persons to
unplug or open devices).

e Reportsuspicious behaviorand
indicationsofdevicetampering or
substitution to appropriate
personnel (forexample, to a
manager or security officer).

9.9.3.a Review training materials for personnel at point-of-sale
locations to verify they include training in the following:

o \Verifying theidentity of any third-party persons claiming to
be repair or maintenance personnel, priorto granting them
access to modify or troubleshootdevices

e Nottoinstall, replace, orreturn devices withoutverification

e Being aware ofsuspicious behavior arounddevices (for
example, attempts by unknown personsto unplug or open
devices)

e Reporting suspicious behavior and indications ofdevice
tampering or substitution to appropriate personnel (for
example, to a manager or security officer).

9.9.3.b Interview a sample of personnel at point-of-sale
locations to verify they have received training and are aware of
the procedures for the following:

o Verifying theidentity ofany third-party persons claiming to
be repair or maintenance personnel, priorto granting them
access to modify or troubleshootdevices

e Nottoinstall, replace, orreturn devices without verification

e Being aware ofsuspicious behavior around devices (for
example, attempts by unknown personsto unplug or open
devices)

e Reporting suspicious behavior and indications ofdevice
tampering or substitution to appropriate personnel (for
example, to a manager or security officer).

Criminals will often pose as authorized
maintenance personnel in order to gain access to
POS devices. All third parties requesting access to
devices should always be verified before being
provided access—for example, by checking with
management or phoningthe POS maintenance
company (such as thevendor or acquirer) for
verification. Many criminals will try to fool personnel
by dressing for the part (for example, carrying
toolboxes and dressed in work wear), and could
also be knowledgeable aboutlocationsofdevices,
so it's importantpersonnelare trained to follow
procedures at all times.

Anothertrick criminals liketo use isto send a
“new” POS system with instructions for swappingit
with a legitimate system and “returning”the
legitimate system to a specified address. The
criminals may even provide return postage as they
are very keen to get theirhands on these devices.
Personnel always verify with their manager or
supplierthatthe deviceis legitimate and came
from a trusted source beforeinstallingitor using it
for business.

9.10 Ensure that security policies and
operational procedures for restricting
physical access to cardholder data are
documented, in use, and known to all
affected parties.

9.10 Examine documentation and interview personnel to verify
that security policies and operational procedures for restricting
physical access to cardholder data are:

e Documented,

e |n use, and

e Known to all affected parties.

Personnel need to be aware ofand following
security policies and operational procedures for
restricting physical access to cardholder dataand
CDE systems on a continuous basis.
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Regularly Monitor and Test Networks

Requirement 10: Track and monitor all access to network resources and cardholder data

Logging mechanisms and the ability to track user activities are critical in preventing, detecting, or minimizing the impact of a data compromise. The
presence of logs in all environments allows thorough tracking, alerting, and analysis when something does go wrong. Determining the cause of a
compromise is very difficult, if notimpossible, without system activity logs.

PCI DSS Requirements

Testing Procedures

Guidance

10.1 Implement audittrails to link all
access to systemcomponents to each
individual user.

10.1 Verify, through observation and interviewing the system
administrator, that:

e Audittrails are enabled and active for system components.
e Accessto system componentsis linked to individual users.

Itis critical to have a process or systemthatlinks
user access to systemcomponents accessed.
This system generates audit logs and provides the
ability to trace back suspicious activity to a
specific user.

10.2 Implement automated audittrails for
all system components to reconstruct the
following events:

10.2 Through interviews of responsible personnel, observation of
auditlogs, and examination of auditlog settings, performthe
following:

Generating audit trails of suspect activities alerts
the system administrator, sends datato other
monitoring mechanisms (like intrusion detection
systems), and provides a historytrail for post-
incidentfollow-up. Logging ofthe following events
enables an organization to identify and trace
potentially malicious activities

10.2.1 All individual user accesses to
cardholder data

10.2.1 Verify all individual access to cardholder datais logged.

Malicious individuals could obtainknowledge ofa
user accountwith access to systems in the CDE,
orthey could create a new, unauthorized account
in orderto access cardholder data. A record ofall
individual accesses to cardholder data can identify
which accounts may have been compromised or
misused.

10.2.2 All actions taken by any
individual with root or administrative
privileges

10.2.2 Verify all actions taken by any individual with rootor
administrative privileges arelogged.

Accounts with increased privileges, such as the
“administrator” or “root” account, have the
potential to greatly impactthe security or
operational functionality of a system. Withouta log
of the activities performed, an organizationis
unable to trace any issues resulting froman
administrative mistake or misuse of privilege back
to the specific action and individual.
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10.2.3 Access to all audittrails

10.2.3 Verify accessto all audit trails is logged.

Malicious users often attempt to alter auditlogs to
hidetheir actions, and arecord ofaccess allows
an organizationto trace any inconsistencies or
potential tampering ofthelogs to an individual
account. Having access to logs identifying
changes, additions, and deletions can help retrace
steps made by unauthorized personnel.

10.2.4 Invalid logical access attempts

10.2.4 Verify invalid logical access attempts are logged.

Malicious individuals will often perform multiple
access attempts on targeted systems. Multiple
invalid login attempts may be an indication ofan
unauthorized user’s attempts to “brute force” or
guess a password.

10.2.5 Use ofand changes to
identification and authentication
mechanisms—including but not limited
to creation of new accounts and
elevation of privileges—and all
changes, additions, or deletionsto
accounts with rootor administrative
privileges

10.2.5.a Verify use ofidentification and authentication
mechanismsislogged.

10.2.5.b Verify all elevation of privilegesislogged.

10.2.5.c Verify all changes, additions, or deletionsto any account
with rootor administrative privileges arelogged.

Withoutknowing whowas logged on atthe time of
an incident, itisimpossible to identify the
accounts thatmay have been used. Additionally,
malicious users may attempt to manipulatethe
authentication controls with the intent of
bypassing themorimpersonating avalid account.

10.2.6 Initialization, stopping, or
pausing ofthe auditlogs

10.2.6 Verify the following arelogged:

e |Initialization ofauditlogs
e Stopping or pausing ofauditlogs.

Turning the auditlogs off (or pausing them) prior
to performingillicitactivities isacommon practice
for malicious users wishing to avoid detection.
Initialization of auditlogs could indicate that the
log function was disabled by auser to hidetheir
actions.

10.2.7 Creation and deletion of system-
level objects

10.2.7 Verify creation and deletion of systemlevel objects are
logged.

Malicious software, such as malware, often
creates orreplaces system level objects on the
target system in order to controla particular
function or operation onthat system. By logging
when system-level objects, such as database
tables or stored procedures, are created or
deleted, it will be easier to determine whether
such modifications were authorized.
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10.3 Record at least the following audit
trail entries for all system components for
each event:

10.3 Through interviews and observation of auditlogs, for each
auditable event (from 10.2), performthe following:

10.3.1 User identification

10.3.1 Verify user identificationisincludedin log entries.

10.3.2 Type ofevent

10.3.2 Verify type ofeventisincluded in logentries.

10.3.3 Date and time

10.3.3 Verify date and time stamp is included in log entries.

10.3.4 Success or failure indication

10.3.4 Verify success or failure indication isincluded in log
entries.

10.3.5 Origination ofevent

10.3.5 Verify originationof eventisincluded in log entries.

10.3.6 Identity or name of affected
data, system component, or resource.

10.3.6 Verify identity or name of affected data, system
component, orresources is included in log entries.

By recordingthese details for the auditable events
at 10.2, a potential compromise can be quickly
identified, and with sufficient detail to knowwho,
what, where, when, and how.

10.4 Using time-synchronization
technology, synchronize all critical
system clocks and times and ensure that
the following is implemented for
acquiring, distributing, and storing time.

Note: One example of time
synchronization technology is Network
Time Protocol (NTP).

10.4 Examine configuration standards and processes to verify that
time-synchronizationtechnology is implemented and keptcurrent
per PCI DSS Requirements 6.1 and 6.2.

10.4.1 Critical systems have the
correctand consistenttime.

10.4.1.a Examine the process for acquiring, distributing and
storing the correcttime within the organization to verify that:

e Onlythedesignated central time server(s) receives time
sighals fromexternal sources, and time signals from external
sources are based on International Atomic Time or UTC.

e Wherethere is more than onedesignated time server, the
time servers peer with one another to keep accurate time,

e Systems receive time information only from designated
central time server(s).

Time synchronizationtechnology is used to
synchronize clocks on multiple systems. When
clocks are notproperly synchronized, itcan be
difficult, ifnotimpossible, to comparelog files
from different systems and establish an exact
sequence of event (crucial for forensic analysisin
the eventof a breach). For post-incident forensics
teams, the accuracy and consistency oftime
across all systems and the time of each activity is
critical in determining how the systems were
compromised.
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10.4.1.b Observe the time-related system-parameter settings for
a sample of system componentsto verify:

e Onlythedesignated central time server(s) receives time
signals fromexternal sources, and time signals from external
sources are based on International Atomic Time or UTC.

e Wherethere is more than onedesignated time server, the
designated central time server(s) peer with one another to
keep accurate time.

e Systems receive time only from designated centraltime
server(s).

10.4.2 Time data is protected.

10.4.2.a Examine systemconfigurations and time-
synchronization settings to verify thataccess to time data is
restricted to only personnel with abusiness need to access time
data.

10.4.2.b Examine system configurations, time synchronization
settings and logs, and processes to verify thatany changes to
time settings on critical systems are logged, monitored, and
reviewed.

10.4.3 Time settings arereceived from
industry-accepted time sources.

10.4.3 Examine systems configurations to verify thatthe time
server(s) accepttime updates from specific, industry-accepted
external sources (to preventa malicious individual from changing
the clock). Optionally, those updates can be encrypted with a
symmetric key, and access control lists can be created that
specify the IP addresses of client machines that will be provided
with the time updates (to preventunauthorized use ofinternal
time servers).

10.5 Secure audittrails so they cannot
be altered.

10.5 Interview system ad ministrators and examine system
configurations and permissions to verify thataudittrails are
secured so that they cannotbe altered as follows:

Often a malicious individual who has entered the
network will attempt to edit the audit logsin order
to hide their activity. Without adequate protection
of auditlogs, their completeness, accuracy, and
integrity cannot be guaranteed, and the auditlogs
can be rendered useless as an investigation tool
after a compromise.
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10.5.1 Limit viewing of audit trails to
those with a job-related need.

10.5.1 Onlyindividualswho have ajob-related need can view
audit trail files.

10.5.2 Protect audit trail files from
unauthorized modifications.

10.5.2 Current audit trail files are protected from unauthorized
modifications viaaccess controlmechanisms, physical
segregation, and/or network segregation.

10.5.3 Promptly back up audit trail files
to a centralized log server or media
that is difficult to alter.

10.5.3 Current audit trail files are promptly backed up to a
centralized log server or mediathat is difficultto alter.

Adequate protection oftheauditlogsincludes
strong access control (limitaccess to logs based
on “need to know” only), and use of physical or
network segregationto make thelogs harderto
find and modify.

Promptly backing up thelogs to acentralized log
server or mediathat is difficultto alter keeps the
logs protected even ifthe system generating the
logs becomes compromised.

10.5.4 Write logs for external-facing
technologies ontoasecure,
centralized, internal log server or
media device.

10.5.4 Logs for external-facing technologies (for example,
wireless, firewalls, DNS, mail) are written onto asecure,
centralized, internal log server or media.

By writing logs from external-facing technologies
such as wireless, firewalls, DNS, and mail
servers, the risk ofthoselogs being lost or altered
is lowered, as they are more secure within the
internal network.

Logs may be written directly, or offloaded or
copied from external systems, to the secure
internal systemor media.

10.5.5 Use file-integrity monitoring or
change-detection softwareon logsto
ensure thatexisting log datacannotbe
changed withoutgenerating alerts
(although new data being added
should notcause an alert).

10.5.5 Examine system settings, monitored files, and results from
monitoring activities to verify the use of file-integrity monitoring or
change-detection software on logs.

File-integritymonitoring or change-detection
systems check for changes to critical files, and
notify when such changes are noted. For file-
integrity monitoring purposes, an entity usually
monitors files thatdon’tregularly change, but
when changed indicate a possible compromise.

10.6 Review logs and security events for
all system components to identify
anomalies or suspicious activity.

Note: Log harvesting, parsing, and
alerting tools may be used to meet this
Requirement.

10.6 Perform the following:

Many breaches occur over days or months before
being detected. Regular log reviews by personnel
or automated means can identify and proactively
address unauthorized access to the cardholder
data environment.

The log review process does nothaveto be
manual. The use oflog harvesting, parsing, and
alerting tools can help facilitate the process by
identifying log events that need to be reviewed.
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10.6.1 Review the following atleast
daily:

o All security events

e Logsofall system components that
store, process, or transmit CHD
and/or SAD

e Logs ofall critical system
components

e Logsofall servers and system
componentsthat perform security
functions (for example, firewalls,
intrusion-detection
systems/intrusion-prevention
systems (IDS/IPS), authentication
servers, e-commerce redirection
servers, etc.).

10.6.1.a Examine security policies and procedures to verify that
procedures are defined for reviewing the following at least daily,
either manually or vialog tools:

o All security events

e Logsofall system components thatstore, process, or
transmit CHD and/or SAD

e Logsofall critical systemcomponents

e Logsofall servers and system componentsthat perform
security functions (for example, firewalls, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS),
authentication servers, e-commerce redirection servers, etc.)

10.6.1.b Observe processes and interview personnelto verify
that the following are reviewed at leastdaily:

e All security events

e Logsofall system components thatstore, process, or
transmit CHD and/or SAD

e Logsofallcritical systemcomponents

e Logsofall servers and system componentsthatperform
security functions (for example, firewalls, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS),
authentication servers, e-commerce redirection servers, etc.).

Checking logs daily minimizes the amountoftime
and exposure of a potential breach.

Daily review of security events—for example,
notifications or alerts thatidentify suspicious or
anomalous activities—as well as logs from critical
system components, and logs from systems that
perform security functions, such as firewalls,
IDS/IPS, file-integrity monitoring (FIM) systems,
etc. is necessary to identify potential issues. Note
that the determination of “security event” will vary
for each organizationand may include
consideration forthe type oftechnology, location,
and function ofthe device. Organizations may
also wish to maintain a baseline of “normal” traffic
to help identify anomalous behavior.

10.6.2 Review logs of all other system
componentsperiodically based on the
organization’s policies and risk
management strategy, as determined
by the organization’s annual risk
assessment.

10.6.2.a Examine security policies and procedures to verify that
procedures are defined for reviewing logsofall other system
componentsperiodically—either manually or vialog tools—based
on theorganization’s policies and risk management strategy.

10.6.2.b Examine the organization’s risk-assessment
documentation and interview personnel to verify thatreviews are
performed in accordance with organization’s policies and risk
management strategy.

Logs for all other system components should also
be periodically reviewed to identifyindications of
potential issues or attempts to gain access to
sensitive systems vialess-sensitive systems. The
frequency ofthe reviews should be determined by
an entity’s annual risk assessment.

10.6.3 Follow up exceptions and
anomalies identified during the review
process.

10.6.3.a Examine security policies and procedures to verify that
procedures are defined for following up on exceptions and
anomalies identified duringthereview process.

10.6.3.b Observe processes and interview personnelto verify
that follow-up to exceptionsand anomalies is performed.

If exceptions and anomalies identified during the
log-review process are notinvestigated, the entity
may be unaware of unauthorized and potentially
malicious activities thatare occurring within their
own network.
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10.7 Retain audittrail history for atleast
oneyear, with a minimum of three
months immediately available for
analysis (for example, online, archived,
or restorable from backup).

10.7.a Examine security policies and procedures to verify thatthey
definethe following:
e Auditlogretention policies

e Proceduresforretaining auditlogsfor atleast oneyear, with
a minimum of three months immediately available online.

10.7.b Interview personnel and examine auditlogs to verify that
audit logs areretained for at least one year.

10.7.c Interview personnel and observe processes to verify that at
least the lastthree months’logs areimmediately available for
analysis.

Retaining logsfor atleast a year allows for the
fact that it often takes a whileto notice thata
compromise has occurred or is occurring, and
allows investigators sufficientlog history to better
determine the length oftime of a potential breach
and potential system(s) impacted. By having three
months oflogs immediately available, an entity
can quickly identify and minimize impactofa data
breach. Storing logs in off-line locations could
preventthem frombeing readily available,
resulting in longer time frames to restore log data,
performanalysis, and identifyimpacted systems
ordata.

10.8 Additional requirement for
service providers only: Implement a
process for the timely detection and
reporting offailures of critical security
control systems, including but notlimited
to failure of:

e Firewalls
e IDS/IPS
e FIM

e Anti-virus

e Physical access controls

e Logical access controls

e Auditlogging mechanisms

e Segmentation controls (if used)

10.8.a Examine documented policies and procedures to verify that
processes are defined for the timely detection and reporting of
failures of critical security control systems, including but notlimited
to failure of:

e Firewalls
e IDS/IPS
e FIM

e Anti-virus

e Physical access controls

e Logical access controls

e Auditlogging mechanisms

e Segmentation controls (ifused)

10.8.b Examine detection and alerting processes and interview
personnel to verify that processes areimplemented for all critical
security controls, and that failure of a critical security control results
inthe generation ofan alert.

Note: This requirement applies only when the
entity being assessedis a service provider.

Withoutformal processes to detectand alertwhen
critical security controlsfail, failures may go
undetected for extended periodsand provide
attackers ample time to compromise systems and
steal sensitivedatafromthe cardholder data
environment.

The specific types of failures may vary depending
on thefunction ofthedevice and technologyin
use. Typical failures include a system ceasing to
performits security function or notfunctioningin
its intended manner; for example, a firewall
erasing all its rules or going offline.
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10.8.1 Additional requirement for
service providers only: Respond to
failures of any critical security controls in
atimely manner. Processes for
responding to failures in security controls
must include:

e Restoring security functions

e |dentifyingand documenting the
duration (date and time start to end)
of the security failure

e |dentifyingand documenting
cause(s) of failure, including root
cause, and documenting
remediation required to address
rootcause

e |dentifyingand addressing any
security issues that arose during
the failure

e Performing arisk assessmentto
determine whether further actions
are required as aresult ofthe
security failure

e Implementing controls to prevent
cause of failure from reoccurring

e Resuming monitoring of security
controls

10.8.1.a Examine documented policies and procedures and
interview personnel to verify processes are defined and
implemented to respond to a security controlfailure, and include:

e Restoring security functions

e Identifyingand documenting the duration (date and time
start to end) of the security failure

e Identifyingand documenting cause(s) of failure, including
rootcause, and documenting remediation required to
address rootcause

¢ Identifyingand addressing any security issues thatarose
during the failure

o Performing arisk assessmentto determine whether further
actions arerequired as a result ofthe security failure

e Implementing controls to preventcause of failure from
reoccurring

e Resuming monitoring of security controls

10.8.1.b Examine records to verify that security control failures
are documented to include:
¢ I|dentification of cause(s) ofthe failure, including root cause
e Duration (date and time start and end) of the security failure

e Details ofthe remediation required to address theroot
cause

Note: This requirement applies only when the
entity being assessedis a service provider.

If critical security controlfailures alerts are not
quickly and effectively responded to, attackers
may use thistime to insert malicious software,
gain controlofasystem, or steal data from the
entity’s environment.

Documented evidence (e.g.,records withina
problem management system) should supportthat
processes and procedures arein place to respond
to security failures. In addition, personnel should
be aware of theirresponsibilities in the eventofa
failure. Actions and responses to the failure
should be captured in the documented evidence.

10.9 Ensure that security policies and
operational procedures for monitoring all
access to network resources and
cardholder data are documented, in use,
and known to all affected parties.

10.9 Examine documentation and interview personnel to verify that
security policies and operational procedures for monitoring all
access to network resources and cardholder data are:

e Documented,
e |n use, and
e Known to all affected parties.

Personnel need to be aware ofand following
security policies and daily operational procedures
for monitoring all access to network resources and
cardholder dataon acontinuous basis.
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11.1 Implement processes to testfor the
presence of wireless access points
(802.11), and detect and identify all
authorized and unauthorized wireless
access points on aquarterly basis.

Note: Methods that may be used in the
process include but are not limited to
wireless network scans, physical/logical
inspections of system components and
infrastructure, network access control
(NAC), or wireless IDS/IPS.

Whichever methods are used, they must be
sufficient to detect and identify both
authorized and unauthorized devices.

11.1.a Examine policies and procedures to verify processes
are defined for detection and identification of both authorized

and unauthorized wireless access points on a quarterly basis.

11.1.b Verify that the methodology is adequate to detect and
identify any unauthorized wireless access points, including at
least the following:

e WLAN cards inserted into system components

e Portable or mobile devices attached to system
componentsto create a wireless access point (for
example, by USB, etc.)

e Wireless devices attached to a network portor network
device.

11.1.c If wireless scanning is utilized, examine outputfrom
recentwireless scans to verify that:

e Authorized and unauthorized wireless access points are
identified, and

e The scanis performed at leastquarterly for all system
componentsand facilities.

11.1.d If automated monitoringis utilized (for example,
wireless IDS/IPS, NAC, etc.), verify the configuration will
generate alerts to notify personnel.

Implementation and/or exploitation of wireless
technology withinanetwork are some of the most
common paths for malicious users to gain access
to the network and cardholder data. Ifa wireless
deviceor network is installed withouta company’s
knowledge, itcan allow an attacker to easily and
“invisibly” enter the network. Unauthorized wireless
devices may be hidden withinor attached to a
computer or other system component, or be
attached directly to a network portor network
device, such as a switch orrouter. Any such
unauthorized device could resultin an
unauthorized access pointintothe environment.

Knowing which wireless devices are authorized
can help administrators quickly identify non-
authorized wireless devices, and responding to the
identification of unauthorized wireless access
points helps to proactively minimize the exposure
of CDE to malicious individuals.

Due to the ease with which awireless access point
can be attached to a network, the difficulty in
detecting their presence, and the increased risk
presented by unauthorized wireless devices, these
processes mustbe performed even when a policy
exists prohibitingthe use of wireless technology.

The size and complexity ofaparticular
environmentwill dictate the appropriate tools and
processes to be used to provide sufficient
assurancethat a rogue wireless access pointhas
notbeen installed in the environment.

(Continued on next page)
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11.1.1 Maintain an inventory of
authorized wireless access points
including adocumented business
justification.

11.1.1 Examine documented records to verify thatan
inventory ofauthorized wireless access points is maintained
and a business justification is documented for all authorized
wireless access points.

11.1.2 Implementincidentresponse
procedures in the eventunauthorized
wireless access points are detected.

11.1.2.a Examine the organization’s incidentresponse plan
(Requirement 12.10) to verify it defines and requires a
responsein the eventthat an unauthorized wireless access
pointis detected.

11.1.2.b Interview responsible personnel and/or inspect
recentwireless scans and related responses to verify action
is taken when unauthorized wireless access points are
found.

For example: In the case of a single standalone
retail kiosk in a shopping mall, where all
communication components are contained within
tamper-resistant and tamper-evident casings,
performing a detailed physical inspection of the
kiosk itself may be sufficient to provide assurance
that a rogue wireless access point has not been
attached or installed. However, in an environment
with multiple nodes (suchas in a large retail store,
call center, serverroom or data center), detailed
physical inspection is difficult. In this case, multiple
methods may be combined to meet the
requirement, such as performing physical system
inspections in conjunction with the results of a
wireless analyzer.
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11.2 Run internal and external network
vulnerability scans atleast quarterly and
after any significantchangein the network
(such as new system component
installations, changes in network topology,
firewall rule modifications, product
upgrades).

Note: Multiple scan reports can be
combined for the quarterly scan process to
show that all systems were scanned and all
applicable vulnerabilities have been
addressed. Additional documentation may
be required to verify non-remediated
vulnerabilities are in the process of being
addressed.

For initial PCI DSS compliance, it is not
required that four quarters of passing scans
be completed if the assessor verifies 1) the
most recent scan result was a passing
scan, 2) the entity has documented policies
and procedures requiring quarterly
scanning, and 3) vulnerabilities noted in the
scan results have been corrected as shown
in a re-scan(s). For subsequent years after
the initial PCI DSS review, four quarters of
passing scans must have occurred.

11.2 Examine scan reports and supporting documentation to
verify that internal and external vulnerability scans are
performed as follows:

A vulnerability scan is acombination of automated
or manual tools, techniques, and/or methods run
againstexternal and internal network devices and
servers, designed to expose potential
vulnerabilities that could be found and exploited by
malicious individuals.

There are three types of vulnerability scanning
required for PCI DSS:

¢ Internal quarterly vulnerability scanning by
qualified personnel (use ofaPCI SSC
Approved Scanning Vendor (ASV) is not
required)

e External quarterly vulnerability scanning, which
must be performed by an ASV

¢ Internal and external scanning as needed after
significantchanges

Oncethese weaknesses are identified, the entity
corrects themand repeats the scan until all
vulnerabilities have been corrected.

Identifying and addressing vulnerabilities in a
timely mannerreduces the likelihood ofa
vulnerability being exploited and potential
compromise ofasystem componentor cardholder
data.

11.2.1 Perform quarterly internal
vulnerability scans. Address
vulnerabilities and performrescans to
verify all “high risk” vulnerabilities are
resolved in accordance with the entity’s
vulnerability ranking (per Requirement
6.1). Scans must be performed by
gualified personnel.

11.2.1.a Review the scan reports and verify that four
quarterly internal scans occurredin the mostrecent 12-
month period.

11.2.1.b Review the scan reports and verify that all “high
risk” vulnerabilities are addressed and the scan process
includes rescans to verify thatthe “high risk” vulnerabilities
(as defined in PCI DSS Requirement6.1) are resolved.

An established processforidentifying
vulnerabilities on internal systems requires that
vulnerability scans be conducted quarterly.
Vulnerabilities posing the greatestrisk to the
environment (for example, ranked “High” per
Requirement 6.1) should be resolved with the
highestpriority.

(Continued on next page)
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11.2.1.c Interview personnelto verify thatthe scan was
performed by a qualified internal resource(s) or qualified
external third party and, ifapplicable, organizational
independence ofthetester exists (notrequired to be a QSA
or ASV).

Internal vulnerability scans can be performed by
qualified, internal staffthatare reasonably
independentofthe system component(s) being
scanned (for example, a firewall administrator
should notbe responsible for scanning the
firewall), or an entity may chooseto haveinternal
vulnerability scans performed by a firm specializing
in vulnerability scanning.

11.2.2 Perform quarterly external
vulnerability scans, viaan Approved
Scanning Vendor (ASV) approved by the
Payment Card Industry Security
Standards Council (PCISSC). Perform
rescans as needed, until passing scans
are achieved.

Note: Quarterly external vulnerability scans
must be performed by an Approved
Scanning Vendor (ASV), approved by the
Payment Card Industry Security Standards
Council (PCI SSC).

Refer to the ASV Program Guide published
on the PCI SSC website for scan customer
responsibilities, scan preparation, etc.

11.2.2.a Review outputfrom the four most recent quarters of
external vulnerability scans and verify that four quarterly
external vulnerability scans occurred in the mostrecent 12-
month period.

11.2.2.b Review the results of each quarterly scan and
rescan to verify that the ASV Program Guide requirements
fora passing scanhave been met (for example, no
vulnerabilities rated 4.0 or higher by the CVSS, and no
automatic failures).

11.2.2.c Review the scan reportsto verify thatthe scans
were completed by a PCI SSC Approved Scanning Vendor

(ASV).

As external networks are at greater risk of
compromise, quarterly external vulnerability
scanning mustbe performed by a PClI SSC
Approved Scanning Vendor (ASV).

A robustscanning program ensures thatscans are
performed and vulnerabilities addressed in a timely
manner.

11.2.3 Perform internal and external
scans, and rescans as needed, after any
significantchange. Scans must be
performed by qualified personnel.

11.2.3.a Inspectand correlate change control
documentation and scan reports to verify that system
componentssubjectto any significantchange were
scanned.

11.2.3.b Review scan reports and verify thatthe scan
processincludes rescansuntil:

e Forexternal scans, no vulnerabilities existthat are
scored 4.0 or higher by the CVSS.

e Forinternal scans, all “highrisk” vulnerabilities as
defined in PCI DSS Requirement 6.1 are resolved.

The determination of what constitutes a significant

changeis highly dependenton the configuration of
a given environment. Ifan upgrade or modification
could allow access to cardholder data or affect the

security ofthe cardholder dataenvironment, then it
could be considered significant.

Scanning an environment after any significant
changes are made ensures that changes were
completed appropriately such thatthe security of
the environmentwas notcompromised as a result
of thechange. All system components affected by
the change will need to be scanned.
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11.2.3.c Validate thatthe scan was performed by a qualified
internal resource(s) or qualified external third party and, if
applicable, organizational independence ofthe tester exists
(notrequired to be a QSA or ASV).

11.3 Implement a methodology for
penetration testing thatincludes the
following:

Is based on industry-accepted
penetration testing approaches (for
example, NIST SP800-115)

Includes coverage for the entire CDE
perimeter and critical systems

Includes testing from both inside and
outside the network

Includes testing to validate any
segmentation and scope-reduction
controls

Defines application-layer penetration
tests to include, at a minimum, the
vulnerabilities listed in Requirement 6.5

Defines network-layer penetration tests
to include components that support
network functions as well as operating
systems

Includes review and consideration of
threats and vulnerabilities experienced
inthe last 12 months

Specifies retention of penetration
testing results and remediation
activities results.

11.3 Examine penetration-testing methodology and interview
responsible personnel to verify amethodology is implemented
that includes the following:

Is based on industry-accepted penetration testing
approaches (for example, NIST SP800-115)
Includes coverage for the entire CDE perimeter and
critical systems

Testing fromboth inside and outside the network

Includes testing to validate any segmentation and scope-
reduction controls

Defines application-layer penetration tests to include, ata
minimum, the vulnerabilities listed in Requirement 6.5
Defines network-layer penetrationtests to include
componentsthatsupportnetworkfunctions as well as
operating systems

Includes review and consideration of threats and
vulnerabilities experienced in thelast 12 months

Specifies retention of penetration testing results and
remediation activities results.

The intentofa penetration testis to simulate a
real-world attack situation with agoal ofidentifying
how far an attacker would be able to penetrate into
an environment. This allows an entity to gain a
better understanding oftheir potential exposure
and develop astrategy to defend against attacks.

A penetration testdiffers from a vulnerability scan,
as a penetration testis an active process that may
include exploiting identified vulnerabilities.
Conducting avulnerability scan may be one ofthe
firststeps a penetration tester will performin order
to plan thetesting strategy, althoughitis notthe
only step. Even if a vulnerability scan does not
detect known vulnerabilities, the penetration tester
will often gain enough knowledge aboutthe system
to identify possible security gaps.

Penetration testing is generally ahighly manual
process. While some automated tools may be
used, the tester uses their knowledge of systems
to penetrate into an environment. Often the tester
will chain several types of exploits together with a
goal of breaking through layers of defenses. For
example, if thetester finds ameans to gain access
to an applicationserver, they will then use the
compromised server as apointto stagea new
attack based on theresources the server has
accessto. In this way, a tester is able to simulate
the methods performed by an attacker to identify
areas of potential weakness in the environment.

Penetration testing techniques will be different for
different organizations, and the type, depth, and
complexity of the testing will depend on the specific
environment and the organization’s risk
assessment.
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11.3.1 Perform external penetration
testing at least annually and after any
significantinfrastructure or application
upgrade or modification (suchas an
operating systemupgrade, asub-network
added to the environment, or aweb
server added to the environment).

11.3.1.a Examine the scope ofwork and results from the
most recent external penetration testto verify that
penetration testing is performed as follows:

e Per thedefined methodology
o At least annually
e After any significantchanges to the environment.

11.3.1.b Verify that the test was performed by a qualified
internal resource or qualified external third party and, if
applicable, organizational independence of the tester exists
(notrequired to be a QSA or ASV).

11.3.2 Perform internal penetration
testing at least annually and after any
significantinfrastructure or application
upgrade or modification (such as an
operating systemupgrade, a sub-network
added to the environment, or aweb
server added to the environment).

11.3.2.a Examine thescopeofwork and results from the
most recentinternal penetration testto verify that
penetration testing is performed as follows.

o Per thedefined methodology
e At least annually
e After any significantchanges to the environment.

11.3.2.b Verify that the test was performed by a qualified
internal resource or qualified external third party and, if
applicable, organizational independence ofthe tester exists
(notrequired to be a QSA or ASV).

11.3.3 Exploitable vulnerabilities found
during penetration testing are corrected
and testing is repeated to verify the
corrections.

11.3.3 Examine penetration testing results to verify that
noted exploitable vulnerabilities were corrected and that
repeated testing confirmed the vulnerability was corrected.

Penetration testing conducted on aregular basis
and after significantchanges to the environmentis
a proactive security measure that helps minimize
potential access to the CDE by malicious
individuals.

The determination of what constitutes a significant
upgrade or modification is highlydependentonthe
configuration ofagiven environment. If an upgrade
ormodification could allow access to cardholder
data or affect the security ofthe cardholder data
environment, then itcould be considered
significant. Performing penetration tests after
network upgrades and modifications provides
assurancethat the controls assumed to be in place
are still working effectively after theupgrade or
modification.
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11.3.4 If segmentation is used to isolate
the CDE from other networks, perform
penetration tests at least annually and
after any changes to segmentation
controls/methods to verify thatthe
segmentation methods are operational
and effective, and isolate all out-of-scope
systems from systems in the CDE.

11.3.4.a Examine segmentation controls and review
penetration-testing methodology to verify thatpenetration-
testing procedures are defined to testall segmentation
methods to confirmthey are operational and effective, and
isolate all out-of-scope systems from systems in the CDE.

11.3.4.b Examine the results from the mostrecent
penetration testto verify that:

e Penetration testing to verify segmentation controls is
performed at least annually and after any changes to
segmentation controls/methods.

e The penetration testing coversall segmentation
controls/methods in use.

e The penetration testing verifies that segmentation
controls/methods are operational and effective, and
isolate all out-of-scope systems from systems in the
CDE.

11.3.4.c Verify that the test was performed by a qualified
internal resource or qualified external third party and, if
applicable, organizational independence ofthe tester exists
(notrequired to be a QSA or ASV).

Penetration testing is an importanttool to confirm
that any segmentation in place to isolate the CDE
from other networks is effective. The penetration
testing should focus onthe segmentation controls,
both from outside the entity’s network and from
inside the network but outside ofthe CDE, to
confirmthatthey are notable to get through the
segmentation controls to access the CDE. For
example, network testing and/or scanning for open
ports, to verify no connectivity between in-scope
and out-of-scope networks.

11.3.4.1 Additional requirement for
service providers only: If segmentation
is used, confirm PCI DSS scope by
performing penetrationtesting on
segmentation controls atleast every six
months and after any changes to
segmentation controls/methods.

11.3.4.1.a Examine the results from the most recent
penetration testto verify that:
e Penetration testing is performed to verify segmentation
controls atleastevery six months and after any
changes to segmentation controls/methods.

e The penetration testing coversall segmentation
controls/methods in use.

e The penetration testing verifies that segmentation
controls/methods are operational and effective, and
isolate all out-of-scope systems from systems in the
CDE.

Note: This requirement applies only when the
entity being assessedis a service provider.

For service providers, validation of PCI DSS scope
should be performed as frequently as possibleto
ensure PCI DSS scoperemains up to date and
aligned with changing business objectives.
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11.3.4.1.b Verify that thetest was performed by a qualified
internal resource or qualified external third party and, if
applicable, organizational independence ofthe tester exists
(notrequired to be a QSA or ASV).

11.4 Use intrusion-detection and/or
intrusion-prevention techniques to detect
and/or preventintrusions into the network.
Monitor all traffic at the perimeter ofthe
cardholder dataenvironmentas well as at
critical points in the cardholder data
environment, and alert personnel to
suspected compromises.

Keep all intrusion-detection and prevention
engines, baselines, and signatures up to
date.

11.4.a Examine system configurations and network diagrams
to verify thattechniques (such as intrusion-detection systems
and/orintrusion-prevention systems) arein place to monitor
all traffic:

e At the perimeter of the cardholder dataenvironment

e At critical pointsin the cardholder data environment.

11.4.b Examine system configurations and interview
responsible personnel to confirmintrusion-detection and/or
intrusion-prevention techniques alertpersonnel of suspected
compromises.

11.4.c Examine IDS/IPS configurations and vendor
documentation to verify intrusion-detection and/or intrusion-
prevention techniques are configured, maintained, and
updated per vendor instructions to ensure optimal protection.

Intrusion detection and/or intrusion prevention
techniques (such as IDS/IPS) comparethe traffic
coming into the network with known “signatures”
and/or behaviors ofthousands of compromise
types (hackertools, Trojans, and other malware),
and send alerts and/or stop the attempt as it
happens. Withoutaproactive approach to
unauthorized activity detection, attacks on (or
misuse of) computer resources could go unnoticed
in real time. Security alerts generated by these
techniques should be monitored so thatthe
attempted intrusionscan be stopped.

11.5 Deploy a change-detection
mechanism (for example, file-integrity
monitoring tools) to alertpersonnel to
unauthorized modification (including
changes, additions, and deletions) of
critical systemfiles, configuration files, or
contentfiles; and configure the software to
performcritical file comparisons atleast
weekly.

(Continued on next page)

11.5.a Verify the use of a change-detection mechanism by
observing system settings and monitored files, as well as
reviewing results from monitoring activities.
Examples offiles that should be monitored:

e System executables

e Applicationexecutables

e Configurationand parameter files

e Centrally stored, historical or archived, log and audit files

e Additional critical files determined by entity (for example,
through risk assessment or other means).

Change-detection solutionssuch as file-integrity
monitoring (FIM) tools check for changes,
additions, and deletionsto critical files, and notify
when such changes are detected. If not
implemented properlyand the outputofthe
change-detection solution monitored, amalicious
individual could add, remove, or alter configuration
file contents, operating systemprograms, or
application executables. Unauthorized changes, if
undetected, could render existing security controls
ineffective and/or resultin cardholder data being
stolen with no perceptibleimpactto normal
processing.
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Note: For change-detection purposes,
critical files are usually those that do not
regularly change, but the modification of
which could indicate a system compromise
or risk of compromise. Change-detection
mechanisms such as file-integrity
monitoring products usually come pre-
configured with critical files for the related
operating system. Other critical files, such
as those for custom applications, must be
evaluated and defined by the entity (that is,
the merchant or service provider).

11.5.b Verify the mechanismis configuredto alert personnel

to unauthorized modification (including changes, additions,
and deletions) of critical files, and to perform critical file
comparisons atleast weekly.

11.5.1 Implement a process to respondto
any alerts generated by the change-
detection solution.

11.5.1 Interview personnel to verify that all alerts are
investigated and resolved.

11.6 Ensure that security policies and
operational procedures for security
monitoring and testing are documented, in
use, and known to all affected parties.

11.6 Examine documentation and interview personnel to
verify that security policies and operational procedures for
security monitoring and testing are:

e Documented,

e Inuse, and

e Known to all affected parties.

Personnel need to be aware ofand following
security policies and operational procedures for
security monitoring and testing on acontinuous

basis.
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12.1 Establish, publish, maintain, and
disseminate a security policy.

12.1 Examine the information security policy and verify that
the policy is published and disseminated to all relevant
personnel (including vendors and businesspartners).

A company's information security policy creates
the roadmap forimplementing security measures
to protectits mostvaluable assets. All personnel
should be aware ofthe sensitivity of dataand their
responsibilities for protecting it.

12.1.1 Review the security policy atleast
annually and update the policy when the
environmentchanges.

12.1.1 Verify that the information security policyis

reviewed at least annually and updated as needed to

reflect changes to business objectives or therisk
environment.

Security threats and protection methods evolve
rapidly. Withoutupdating the security policy to
reflect relevantchanges, new protection measures
to fightagainstthesethreats are notaddressed.

12.2 Implement a risk-assessment process
that:

e Is performed at least annually and upon
significantchanges to the environment
(forexample, acquisition, merger,
relocation, etc.),

e |dentifies critical assets, threats, and
vulnerabilities, and

e Results in a formal, documented analysis
of risk.

Examples of risk-assessment methodologies
include but are not limited to OCTAVE, 1SO
27005 and NIST SP 800-30.

12.2.a Verify that an annual risk-assessment process is

documented that:

e |dentifies critical assets, threats, and vulnerabilities
e Results in a formal, documented analysis of risk

12.2.b Review risk-assessmentdocumentationto verify
that the risk-assessment process is performed at least
annually and upon significantchanges to the environment.

A risk assessmentenables an organizationto
identify threats and associated vulnerabilities with
the potential to negatively impacttheir business.
Examples of differentrisk considerations include
cybercrime, web attacks, and POS malware.
Resources can then be effectively allocated to
implement controls thatreduce the likelihood
and/or the potential impact ofthe threat being
realized.

Performing risk assessments atleast annually and
upon significantchanges allows the organization
to keep up to date with organizational changes
and evolvingthreats, trends, and technologies.
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12.3 Develop usage policies for critical
technologies and define proper use ofthese
technologies.

Note: Examples of critical technologies
include, but are not limited to, remote access
and wireless technologies, laptops, tablets,
removable electronic media, e-mail usage and
Internet usage.

Ensure these usage policies require the
following:

12.3 Examine the usage policies for critical technologies
and interview responsible personnel to verify the following

policies areimplemented and followed:

Personnel usage policies can either prohibit use of
certain devices and other technologies ifthatis
company policy, or provide guidance for personnel
as to correctusage and implementation. Ifusage
policies arenotin place, personnel may use the
technologies in violation of company policy,
thereby allowing malicious individuals to gain
access to critical systems and cardholder data.

12.3.1 Explicitapprovalby authorized parties

12.3.1 Verify that the usage policies include processes

forexplicitapproval fromauthorized parties to use the
technologies.

Withoutrequiring proper approval for
implementation ofthese technologies, individual
personnel may innocently implementasolution to
a perceived business need, but also open ahuge
hole that subjects critical systems and datato
malicious individuals.

12.3.2 Authentication for use of the
technology

12.3.2 Verify that the usage policies include processes

for all technology use to be authenticated with user ID

and password or other authentication item (for example,

token).

If technology is implemented without proper
authentication (user IDs and passwords, tokens,
VPNs, etc.), malicious individuals may easily use
this unprotected technology to access critical
systems and cardholder data.

12.3.3 A listofall such devices and
personnel with access

12.3.3 Verify that the usage policies define:

A listofall critical devices, and

A listofpersonnel authorized to use the devices.

Malicious individuals may breach physical security
and placetheir own devices on thenetwork as a
“back door.” Personnel may also bypass
procedures and installdevices. An accurate
inventory with proper device labeling allowsfor
quick identification of non-approved installations.
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12.3.4 A method to accurately and readily
determine owner, contactinformation, and
purpose (for example, labeling, coding,
and/orinventorying ofdevices)

12.3.4 Verify that the usage policies define amethod to
accurately and readily determine owner, contact
information, and purpose (for example, labeling, coding,
and/orinventorying ofdevices).

Malicious individuals may breach physical security
and placetheirown devices on the network as a
“back door.” Personnel may also bypass
procedures and installdevices. An accurate
inventory with proper device labeling allowsfor
quick identification of non-approved installations.
Consider establishing an official naming
convention for devices, and log all devices with
established inventory controls. Logical labeling
may be employed with information such as codes
that can correlate the device to its owner, contact
information, and purpose.

12.3.5 Acceptable uses of thetechnology

12.3.5 Verify that the usage policies define acceptable
uses for the technology.

12.3.6 Acceptable network locations for the
technologies

12.3.6 Verify that the usage policies define acceptable
network locations for thetechnology.

12.3.7 List of company-approved products

12.3.7 Verify that the usage policies include alist of
company-approved products.

By defining acceptable business use and location
of company-approved devices and technology, the
company is better able to manage and control
gaps in configurations and operational controls, to
ensure a “back door”is notopened foramalicious
individual to gain access to critical systems and
cardholder data.

12.3.8 Automatic disconnectofsessions for
remote-access technologies after a specific

period ofinactivity

12.3.8.a Verify that the usage policies require automatic
disconnectofsessionsfor remote-access technologies

after a specific period of inactivity.

12.3.8.b Examine configurationsfor remote access
technologies to verify thatremote access sessions will be
automatically disconnected after a specific period of
inactivity.

12.3.9 Activation ofremote-access
technologies for vendors and business
partners only when needed by vendors and
business partners, with immediate
deactivation after use

12.3.9 Verify that the usage policies require activation of
remote-access technologies used by vendors and
business partners only when needed by vendors and
business partners, with immediate deactivation after use.

Remote-access technologies are frequent "back
doors"to critical resources and cardholder data.
By disconnecting remote-access technologies
when notin use (for example, those used to
supportyour systems by your POS vendor, other
vendors, or business partners), access and risk to
networks is minimized.
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12.3.10 Forpersonnel accessing cardholder
data via remote-access technologies,
prohibitthe copying, moving, and storage of
cardholder dataonto local hard drives and
removable electronic media, unless explicitly
authorized for a defined business need.

Wherethere is an authorized business need,
the usage policies mustrequire the data be
protected in accordance with all applicable
PCI DSS Requirements.

12.3.10.a Verify that the usage policies prohibit copying,
moving, or storing of cardholder data onto local hard
drives and removable electronic mediawhen accessing
such data viaremote-access technologies.

12.3.10.b For personnel with proper authorization, verify
that usage policies require the protection of cardholder
data in accordance with PCI DSS Requirements.

To ensure all personnel are aware of their
responsibilities to notstore or copy cardholder
data onto their local personal computers or other
media, your policy should clearly prohibitsuch
activities exceptfor personnel thathave been
explicitly authorized to do so. Storingor copying
cardholder dataonto alocal hard drive or other
media must be in accordance with all applicable
PCI DSS requirements.

12.4 Ensure that the security policy and
procedures clearly define information security
responsibilities for all personnel.

12.4.a Verify that information security policies clearly define
information security responsibilities for all personnel.

12.4.b Interview a sample ofresponsible personnel to
verify they understand the security policies.

Without clearly defined security roles and
responsibilities assigned, there could be
inconsistentinteraction with the security group,
leading to unsecured implementation of
technologies or use of outdated or unsecured
technologies.

12.4.1 Additional requirement for service
providers only: Executive management
shall establish responsibility for the
protection of cardholder dataand a PCI DSS
compliance programto include:

e Overall accountability for maintaining
PCI DSS compliance

e Defining acharter fora PCI DSS
compliance program and
communication to executive
management

12.4.1.a Examine documentation to verify executive
management has assigned overallaccountability for
maintaining the entity’s PCI DSS compliance.

12.4.1.b Examine the company’s PCI DSS charter to
verify it outlines the conditions under which the PCI DSS
compliance programis organized and communicated to
executive management.

Note: This requirement applies only when the
entity being assessedis a service provider.

Executive management assignmentof PCI DSS
compliance responsibilities ensures executive-
level visibility intothe PCI DSS compliance
programand allows for the opportunity to ask
appropriate questionsto determinethe
effectiveness ofthe programand influence
strategic priorities. Overall responsibility for the
PCI DSS compliance program may be assigned to
individual roles and/or to business unitswithinthe
organization.

Executive management may include C-level
positions, board ofdirectors, or equivalent. The
specific tittes will depend on the particular
organizational structure. The level of detail
provided to executive managementshould be
appropriate for the particular organization and the
intended audience.
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12.5 Assign to an individual or teamthe
following information security management
responsibilities:

12.5 Examine information security policies and procedures
to verify:

e The formal assignmentofinformation security to a
Chief Security Officer or other security-knowledgeable
member of management.

e The followinginformation security responsibilities are
specifically and formally assigned:

12.5.1 Establish, document, and distribute
security policies and procedures.

12.5.1 Verify that responsibility for establishing,
documenting and distributing security policies and
proceduresis formally assigned.

12.5.2 Monitor and analyze security alerts
and information, and distribute to appropriate
personnel.

12.5.2 Verify that responsibility for monitoring and
analyzing security alerts and distributing information to
appropriate information security and business unit
management personnel is formally assigned.

12.5.3 Establish, document, and distribute
security incidentresponse and escalation

procedures to ensure timely and effective

handling of all situations.

12.5.3 Verify that responsibility for establishing,
documenting, and distributing security incidentresponse
and escalation procedures is formally assigned.

12.5.4 Administer user accounts, including
additions, deletions, and modifications.

12.5.4 Verify that responsibility for administering (adding,
deleting, and modifying) user accountand authentication
management is formally assigned.

12.5.5 Monitor and control all access to data.

12.5.5 Verify that responsibility for monitoring and
controlling all accessto datais formally assigned.

Each person orteam with responsibilities for
information security managementshould be
clearly aware of their responsibilities and related
tasks, through specificpolicy. Without this
accountability, gaps in processes may open
access into critical resources or cardholder data.

Entities should also consider transition and/or
succession plans for key personnel to avoid
potential gaps in security assignments, which
could resultin responsibilities not being assigned
and therefore notperformed.

12.6 Implement a formal security awareness
programto make all personnel aware ofthe
cardholder data security policy and
procedures.

12.6.a Review the security awareness programto verify it
provides awareness to all personnel aboutthe cardholder
data security policy and procedures .

12.6.b Examine security awareness programprocedures
and documentation and performthe following:

If personnel are not educated about their security
responsibilities, security safeguards and
processes that have been implemented may
become ineffective through errors or intentional
actions.
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12.6.1 Educate personneluponhireand at
least annually.

Note: Methods can vary depending on the role
of the personnel and their level of access to
the cardholder data.

12.6.1.a Verify that the security awareness program
provides multiple methods of communicating awareness
and educating personnel (for example, posters, letters,
memos, web-based training, meetings, and promotions).

12.6.1.b Verify that personnel attend security awareness
training upon hireand atleastannually.

12.6.1.c Interview a sample of personnel to verify they
have completed awareness training and are aware of the
importance of cardholder data security.

If the security awareness programdoes not
include periodicrefresher sessions, key security
processes and procedures may be forgotten or
bypassed, resulting in exposed critical resources
and cardholder data.

12.6.2 Require personnelto acknowledge at
least annually thatthey have read and
understood the security policy and
procedures.

12.6.2 Verify that the security awareness program
requires personnel to acknowledge, in writingor
electronically, atleast annually, thatthey have read and
understand the information security policy.

Requiring an acknowledgement by personnelin
writing or electronically helps ensure thatthey
have read and understoodthe security
policies/procedures, and thatthey have made and
will continue to make a commitmentto comply
with these policies.

12.7 Screen potential personnel priorto hire to
minimize therisk of attacks from internal
sources. (Examples of background checks
include previous employmenthistory, criminal
record, credithistory, and reference checks.)

Note: For those potential personnel to be hired
for certain positions such as store cashiers
who only have accessto one card number at a
time when facilitating a transaction, this
requirement is a recommendation only.

12.7 Inquire with Human Resource department
management and verify that background checks are
conducted (within the constraints of local laws) prior to hire
on potential personnel who willhave access to cardholder
data orthe cardholder dataenvironment.

Performing thorough background investigations
prior to hiring potential personnel who are
expected to be given access to cardholder data
reduces the risk of unauthorized use of PANs and
other cardholder data by individuals with
guestionable or criminal backgrounds.

12.8 Maintain and implementpolicies and
procedures to manage service providers with
whom cardholder datais shared, or thatcould
affect the security of cardholder data, as
follows:

12.8 Through observation, review of policies and
procedures, and review of supporting documentation, verify
that processes areimplemented to manage service
providerswith whom cardholder datais shared, or that
could affect the security of cardholder data as follows:

If a merchantor service provider shares
cardholder datawith a service provider, certain
requirements apply to ensure continued protection
of this datawill be enforced by such service
providers.

Some examples ofthe differenttypes of service
providersinclude backup tape storage facilities,
managed service providers such as web-hosting
companies or security service providers, entities
that receive data for fraud-modeling purposes, etc.
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12.8.1 Maintain a listof service providers
including adescription ofthe service
provided.

12.8.1 Verify that a listofservice providers is maintained
and includes adescription ofthe service provided.

Keeping track of all service providers identifies
where potential risk extends to outside ofthe
organization.

12.8.2 Maintain a written agreement that
includes an acknowledgementthatthe
service providers areresponsible for the
security of cardholder datathe service
providerspossess or otherwise store,
process or transmiton behalf ofthe
customer, or to the extent that they could
impactthe security ofthe customer’s
cardholder dataenvironment.

Note: The exact wording of an
acknowledgement will depend on the
agreement between the two parties, the details
of the service being provided, and the
responsibilities assigned to each party. The
acknowledgement does not have to include the
exact wording provided in this requirement.

12.8.2 Observe written agreements and confirmthey
include an acknowledgementby service providersthat
they are responsible for the security of cardholder data
the service providers possessor otherwise store, process
ortransmiton behalf of the customer, or to the extent that
they could impactthe security of the customer’s
cardholder data environment.

The acknowledgementofthe service providers
evidences their commitmentto maintaining proper
security ofcardholder datathatitobtains fromits
clients. The extentto which the service provideris
responsible for the security of cardholder data will
depend on the particular service and the
agreement between the provider and assessed
entity.

In conjunction with Requirement12.9, this
requirementisintended to promote aconsistent
level of understanding between parties about their
applicable PCI DSS responsibilities. For example,
the agreement may include the applicable PCI
DSS requirements to be maintained as part ofthe
providedservice.

12.8.3 Ensure there is an established
process for engaging service providers
including proper due diligence prior to
engagement.

12.8.3 Verify that policies and procedures are
documented and implemented including proper due
diligence prior to engaging any service provider.

The process ensures thatany engagementofa
service provider is thoroughly vetted internally by
an organization, whichshouldinclude arisk
analysis priorto establishing aformal relationship
with the service provider.

Specific due-diligence processes and goals will vary
for each organization. Examples of considerations
may includethe provider’s reporting practices,
breach-notificationand incidentresponse
procedures, details of how PCIDSS responsibilities
are assigned between each party, howthe provider
validates their PCI DSS compliance and what
evidencethey will provide, etc.
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12.8.4 Maintain a programto monitor service
providers’ PCl DSS compliance status at
least annually.

12.8.4 Verify that the entity maintains a programto
monitor its service providers’ PClI DSS compliance status
at leastannually.

12.8.5 Maintain information aboutwhich PCI
DSS requirements are managed by each
service provider, and which are managed by
the entity.

12.8.5 Verify the entity maintains information about which
PCI DSS requirements are managed by each service
provider,and which are managed by the entity.

Knowing your service providers’' PCl DSS
compliance status provides assurance and
awareness about whether they comply with the
same requirements thatyour organization is
subject to. If the service provider offers avariety of
services, this requirementshould apply to those
services delivered to the client, and those services
in scopefortheclient's PCI DSS assessment.

The specific information an entity maintains will
depend on the particular agreementwith their
providers,thetype ofservice, etc. The intentis for
the assessed entity to understand which PCI DSS
requirements their providers have agreed to meet.

12.9 Additional requirement for service
providers only: Service providers
acknowledgein writing to customers thatthey
are responsible for the security of cardholder
data the service provider possesses or
otherwise stores, processes, or transmits on
behalf ofthe customer, orto the extent that
they could impactthe security of the
customer’s cardholder data environment.

Note: The exact wording of an
acknowledgement will depend on the
agreement between the two parties, the details
of the service being provided, and the
responsibilities assigned to each party. The
acknowledgement does not have to include the
exact wording provided in this requirement.

12.9 Additional testing procedure for service provider
assessments only: Review service provider’s policies and
procedures and observe templates used for written
agreements to confirmthe service provider acknowledges
in writing to customers thatthe service provider will
maintain all applicable PCI DSS requirements to the extent
the service provider possesses or otherwise stores,
processes, or transmits cardholder dataon behalfofthe
customer, or to the extent that they could impactthe
security ofthe customer’s cardholder data environment.

Note: This requirement applies only when the
entity being assessedis a service provider.

In conjunction with Requirement 12.8.2, this
requirementisintended to promote aconsistent
level of understanding between service providers
and their customers about their applicable PCI
DSS responsibilities. The acknowledgementofthe
service providers evidences their commitmentto
maintaining proper security of cardholder data that
it obtains fromits clients.

The service provider’s internal policies and
procedures related to their customer engagement
process and any templates used for written
agreements should include provision of an
applicable PCI DSS acknowledgementto their
customers. The method by which the service
provider provides written acknowledgment should
be agreed between the provider and their
customers.
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12.10 Implement an incidentresponse plan.
Be prepared to respondimmediately to a
system breach.

12.10 Examine the incidentresponse plan and related
procedures to verify entity is prepared to respond
immediately to a system breach by performing the
following:

Withouta thorough security incidentresponse
plan thatis properlydisseminated, read, and
understood by the parties responsible, confusion
and lack of a unified response could create further
downtime for the business, unnecessary public
media exposure, as well as new legal liabilities.

12.10.1 Create theincidentresponse plan to
be implemented in the eventof system
breach. Ensure the plan addresses the
following, ata minimum:

¢ Roles,responsibilities, and
communication and contact strategies in
the eventof a compromiseincluding
notification ofthe paymentbrands, at a
minimum

e Specificincidentresponse procedures

e Businessrecovery and continuity
procedures

e Data backup processes

e Analysis oflegal requirements for
reporting compromises

e Coverage and responses ofall critical
system components

e Reference orinclusionofincident

response procedures fromthe payment
brands.

12.10.1.a Verify that the incidentresponse planincludes:

¢ Roles,responsibilities,and communication strategies
in the eventof a compromiseincluding notification of
the paymentbrands, at a minimum

e Specificincidentresponse procedures

e Businessrecovery and continuity procedures

e Data backup processes

¢ Analysis oflegal requirements for reporting
compromises (for example, California Bill 1386,
which requires notification of affected consumersin
the eventof an actual or suspected compromise for
any business with Californiaresidents in their
database)

e Coverageand responses forall critical system
components

e Reference orinclusionofincidentresponse
procedures fromthe paymentbrands.

12.10.1.b Interview personnel and review documentation
from a sample of previously reported incidents or alerts to
verify that the documented incidentresponse planand
procedures were followed.

The incidentresponse plan should be thorough
and contain all the key elements to allow your
company to respond effectively in the eventofa
breach thatcould impactcardholder data.

12.10.2 Review and test the plan, including
all elements listed in Requirement12.10.1, at
least annually.

12.10.2 Interview personnel and review documentation
from testing to verify thatthe plan is tested at least
annually, and thattesting includes all elements listed in
Requirement 12.10.1.

Without proper testing, key steps may be missed,
which could resultin increased exposure during
an incident.
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12.10.3 Designate specific personnel to be
available on a 24/7 basis to respond to
alerts.

12.10.3 Verify through observation, review of policies,
and interviews ofresponsible personnel that designated
personnel are available for 24/7 incidentresponse and
monitoring coverage for any evidence of unauthorized
activity, detection of unauthorized wireless access points,
critical IDS alerts, and/or reports of unauthorized critical
system or contentfilechanges.

12.10.4 Provide appropriate training to staff
with security breach response
responsibilities.

12.10.4 Verify through observation, review of policies,
and interviews ofresponsible personnel that staff with
responsibilities for security breach response are
periodicallytrained.

Withouta trained and readily available incident
response team, extended damage to the network
could occur, and critical dataand systems may
become “polluted” by inappropriate handling of the
targeted systems. This can hinder the success of
a post-incidentinvestigation.

12.10.5 Include alerts from security
monitoring systems, including but notlimited
to intrusion-detection, intrusion-prevention,
firewalls, and file-integrity monitoring
systems.

12.10.5 Verify through observation and review of
processes thatmonitoring and responding to alerts from
security monitoring systems are covered in theincident
response plan.

Thesemonitoring systems aredesigned to focus
on potential risk to data, are critical in taking quick
action to preventa breach, and must be included
in the incident-response processes.

12.10.6 Develop aprocess to modify and
evolvetheincidentresponse plan according
to lessons learned and to incorporate
industry developments.

12.10.6 Verify through observation, review of policies,
and interviews ofresponsible personnel thatthereis a
processto modify and evolve theincidentresponse plan
accordingto lessons learned and to incorporate industry
developments.

Incorporating “lessons learned” into the incident
response plan after an incident helps keep the
plan currentand able to react to emerging threats
and security trends.

12.11 Additional requirement for service
providers only: Perform reviews at least
quarterly to confirm personnel are following

security policies and operational procedures.
Reviews must cover the following processes:

e Dailylog reviews
e Firewall rule-set reviews

e Applyingconfiguration standardsto new
systems

e Respondingto security alerts
e Changemanagementprocesses

12.11.a Examine policies and procedures to verify that
processes are defined for reviewing and confirming that
personnel are following security policies and operational
procedures, and that reviews cover:

o Dailylog reviews

e Firewall rule-set reviews

e Applyingconfiguration standardsto new systems
e Respondingto security alerts

e Change managementprocesses

12.11.b Interviewresponsible personnel and examine
records of reviews to verify that reviews are performed at
least quarterly.

Note: This requirement applies only when the
entity being assessedis a service provider.

Regularly confirming that security policies and
procedures are being followed provides
assurance that the expected controls are
active and working as intended. The objective
of thesereviews is notto re-performother PCI
DSS requirements, but to confirm whether
procedures are being followed as expected.
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12.11.1 Additional requirement for 12.11.1 Examine documentationfromthe quarterly Note: This requirement applies only when the
service providers only: Maintain reviews to verify they include: entity being assessed s a service provider.
documentation of quarterly review process « Documenting results ofthe reviews ) _ )
to include: ¢ Review and sign-off ofresults by personnel assigned The !ntentofthese |nd.epenc.ie.n.tchecks > ©
* Doc.umentlng.results ofthereviews responsibility for the PCI DSS compliance program ;2:}2:?:]:?5?; soenc;(r)litrilgaé:{t;;/ilz'e_?ha;::elng
* Review and sign-offofresults by reviews can also be used to verify that
personnel assgned responsibility for the appropriate evidence s being maintained—for
PCI DSS compliance program example, auditlogs, vulnerability scan reports,
firewall reviews, etc.—to assistthe entity’s
preparation for its next PCI DSS assessment.
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Appendix A: Additional PClI DSS Requirements

This appendix contains additional PCI DSS requirements for different types of entities. The sections within this Appendix include:
e AppendixAl: Additional PCIDSS Requirements for Shared Hosting Providers
o AppendixA2: Additional PCIDSS Requirements for Entities using SSL/early TLS for Card-Present POS POl terminal connections
o AppendixA3: Designated Entities Supplemental Validation

Guidance and applicability information is provided within each section.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 116
© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved. May 2018



» Security ®
Standards Council

Appendix Al: Additional PCI DSS Requirements for Shared Hosting Providers

As referenced in Requirement 12.8 and 12.9, all service providers with access to cardholder data (including shared ho sting providers) must
adhere to the PCI DSS. In addition, Requirement 2.6 states that shared hosting providers must protect each entity’s hosted environment and data.
Therefore, shared hosting providers must additionally comply with the requirements in this Appendix.

Al Requirements Testing Procedures Guidance
Al Protecteach entity’s (that is, Al Specifically foraPCI DSS assessmentofa shared hosting Appendix A of PCI DSS is intended for
merchant, service provider, or other provider, to verify that shared hosting providers protect entities’ shared hosting providerswho wish to
entity) hosted environmentand data, per | (merchants and service providers) hosted environmentand data, provide their merchantand/or service
Al.1 through Al.4: select a sample of servers (Microsoft Windows and Unix/Linux) provider customers with a PCl DSS
A hosting provider must fulfill these across a representative sample of hosted merchants and service complianthosting environment.

requirements as well as all other relevant providers, and perform Al.1 through Al.4 below:
sections ofthe PCI DSS.

Note: Even though a hosting provider
may meet these requirements, the
compliance of the entity that uses the
hosting provider is not guaranteed. Each
entity must comply with the PCI DSS and
validate compliance as applicable.

A1.1 Ensure that each entity only runs A1.1 If a shared hosting provider allows entities (for example, If a merchantor service provideris
processes thathave access to that merchants or service providers) to run their own applications, verify allowed to run their own applicationson
entity’s cardholder data environment. these application processes run usingthe unique ID of the entity. the shared server, these should run with
For example: the user ID of the merchantor service
¢ No entity on the system can use a shared web server user ID. provider, rather than as a privileged user.

e All CGI scripts used by an entity must be created and run as
the entity’s unique user ID.
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A1.2 Restricteach entity’s access and
privileges to its own cardholder data
environmentonly.

A1.3 Ensure logging and audittrails
are enabled and unique to each entity’s
cardholder dataenvironmentand
consistentwith PCIDSS Requirement
10.

Al.4 Enable processes to provide for
timely forensic investigation in the
event ofa compromiseto any hosted
merchantor service provider.

Testing Procedures

A1l.2.a Verify the user ID of any application process is nota
privileged user (root/admin).

Al1.2.b Verify each entity (merchant, service provider)has read,
write, or execute permissions only for files and directories it owns or
for necessary systemfiles (restricted viafile system permissions,
access control lists, chroot, jailshell, etc.)

Important: An entity’s files may notbe shared by group.

Al.2.c Verify that an entity’s users do nothave write access to
shared systembinaries.

Al.2.d Verify that viewing oflog entries is restricted to the owning
entity.

A1l.2.e To ensure each entity cannot monopolize server resources
to exploitvulnerabilities (for example, error, race, and restart
conditions resulting in, for example, buffer overflows), verify
restrictions arein place for the use of these system resources:

e Disk space

e Bandwidth

e Memory

e CPU
A1.3 Verify the shared hosting provider has enabled logging as
follows, for each merchantand service provider environment:

e Logs are enabled for common third-party applications.

e Logs are active by default.

e Logsare available for review by the owning entity.

e Loglocationsare clearly communicated to the owning entity.
A1l.4 Verify the shared hosting provider has written policies that

providefor atimely forensics investigation of related servers in the
eventofa compromise.

Guidance

To ensure that access and privileges are
restricted such thateach merchantor

service provider has access only to their
own environment, consider the following:

1. Privileges ofthemerchant’s or service
provider’'s web server user ID;

2. Permissions granted to read, write,
and execute files;

3. Permissions granted to write to system
binaries;

4. Permissions granted to merchant’s
and service provider’s log files; and

5. Controlsto ensure one merchantor
service provider cannotmonopolize
system resources.

Logs should be availablein a shared
hosting environment so the merchants and
service providers have access to, and can
review, logs specific to their cardholder
data environment.

Shared hosting providers musthave
processesto provide quickand easy
responsein theeventthat a forensic
investigation is needed for acompromise,
down to the appropriate level of detail so
that an individual merchant’s or service
provider’s details are available.
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Appendix A2: Additional PCI DSS Requirements for Entities using SSL/Early TLS for Card-Present POS POI Terminal
Connections

Entities using SSL and early TLS for POS POI terminal connections mustwork toward upgrading to astrong cryptographic protocol as soon as possible.
Additionally, SSL and/or early TLS must notbe introduced into environments where those protocols don'talready exist. At the time of publication, the known
vulnerabilities are difficultto exploitin POS POl payment terminals. However, new vulnerabilities could emerge at any time, and itis up to the organization to
remain up to date with vulnerability trends and determine whether or notthey are susceptible to any known exploits.

The PCI DSS requirements directly affected are:

Requirement 2.2.3 Implement additional security features for any required services, protocols, or daemonsthatare
consideredto beinsecure.

Requirement 2.3 Encryptall non-console administrative access using strong cryptography.

Requirement 4.1 Use strong cryptography and security protocols to safeguard sensitive cardholder dataduring

transmission over open, public networks.
SSL and early TLS must notbe used as a security control to meet these requirements, except in the case of POS POI terminal connectionsas detailed in this
appendix. To supportentities working to migrate away from SSL/early TLS on POS POI terminals, the following provisions are included:
¢ New POS POI terminal implementations mustnotuse SSL orearly TLS as a security control.
e All POS POl terminal service providersmustprovide asecure service offering .

e Service providers supporting existing POS POl terminal implementations thatuse SSL and/or early TLS must have a formal Risk Mitigation and Migration
Plan in place.

e POS POl terminals in card-presentenvironments thatcan be verified as notbeing susceptible to any known exploits for SSLand early TLS, and the
SSL/TLS termination points to which they connect, may continue using SSL/early TLS as a security control.

This Appendixonly applies to entities using SSL/early TLS as a security control to protect POS POl terminals, including service providers who provide connections
into POS POI terminals.
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A2.1 Where POS POI terminals (at the
merchantor paymentacceptance
location) use SSL and/or early TLS, the
entity must confirmthe devices are not
susceptibleto any known exploits for
those protocols.

Note: This requirement is intended to
apply to the entity with the POS POI
terminal, such as a merchant. This
requirement is not intended for service
providers who serve as the termination
or connection point to those POS POI
terminals. Requirements A2.2 and A2.3
apply to POS POI service providers.

Testing Procedures

A2.1 For POS POI terminals using SSL and/or early TLS,
confirmthe entity has documentation (for example, vendor
documentation, system/network configuration details, etc.) that
verifies the devices are notsusceptible to any known exploits for
SSlL/early TLS.

Guidance

POS POI terminals used in card-present
environments can continue using SSL/early TLS
when it can be shown thatthe POS POI
terminal is notsusceptible to the currently known
exploits.

However, SSL is an outdated technologyand
may be subject to additional security
vulnerabilities in the future; it is therefore
strongly recommended that POS POI terminals
be upgraded to asecure protocolas soon as
possible. If SSL/early TLS isnotneeded in the
environment, use of and fallback to these
versions should be disabled.

Refer to the current PCl SSC Information
Supplements on SSL/Early TLS for further
guidance.

Note: The allowance for POS POI terminals that
are not currently susceptible to exploits is based
on current, known risks. If new exploits are
introduced to which POS POI terminals are
susceptible, the POS POI terminals will need to
be updated immediately.
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A2.2 Requirement for Service
Providers Only: All service providers
with existing connection points to POS
POI terminals referred to in A2.1 that use
SSL and/orearly TLS must have a
formal Risk Mitigation and Migration Plan
in place.

A2.3 Requirement for Service
Providers Only: All service providers
must provide asecure service offering.

Testing Procedures

A2.2 Review the documented Risk Mitigation and Migration Plan
to verifyitincludes:

Description ofusage, includingwhatdatais being
transmitted, types and number of systems that use
and/or supporn SSL/early TLS, type ofenvironment;

Risk-assessmentresults and risk-reduction controls in
place;

Description of processes to monitorfor new
vulnerabilities associated with SSL/early TLS;

Descriptionofchange control processes that are
implemented to ensure SSL/early TLS is not
implemented into new environments;

Overview of migration project planto replace SSL/early
TLS at a future date.

A2.3 Examine system configurations and supporting
documentation to verify the service provider offers asecure
protocoloptionfor their service.

Guidance

POS POl termination points, including but not
limited to a service providers such as an
acquirer or acquirer processor, can continue
using SSlL/early TLS when itcan be shown that
the service provider has controlsin placethat
mitigate therisk of supporting those connections
forthe service provider environment.

The Risk Mitigation and Migration Plan is a
documentprepared by the entity that details
their plans for migrating to asecure protocol,
and also describes controlsthe entity hasin
placeto reducethe risk associated with
SSL/early TLS until the migration is complete.

Service providers should communicate to all
customers using SSL/early TLS about the risks
associated with its use and need to migrate to a
secure protocol.

Refer to the current PCI SSC Information
Supplements on SSL/early TLS for further
guidance on Risk Mitigation and Migration Plans.

Service providers supporting SSL/early TLS
connections for POS POI terminals should also
provide asecure protocoloption.

Refer to the current PCI SSC Information
Supplements on SSL/Early TLS for further
guidance.
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Appendix A3: Designated Entities Supplemental Validation (DESV)

This Appendix applies only to entities designated by a payment brand(s) or acquirer as requiring additional validation of existing PCI DSS
requirements. Examples of entities that this Appendix could apply to include:

= Those storing, processing, and/or transmitting large volumes of cardholder data,
= Those providing aggregation points for cardholder data, or
= Those that have suffered significant or repeated breaches of cardholder data.

These supplemental validation steps are intended to provide greater assurance that PCI DSS controls are maintained effectively and on a
continuous basis through validation of business-as-usual (BAU) processes, and increased validation and scoping consideration.

The additional validation steps in this document are organized into the following control areas:
A3.1 Implement a PCI DSS compliance program.
A3.2 Document and validate PCI DSS scope.
A3.3 Validate PCI DSS isincorporated into business-as-usual (BAU) activities.
A3.4 Control and manage logical access tothe cardholder data environment.

A3.5 Identify and respond to suspicious events.

Note: Some requirements have defined timeframes (for example, at least quarterly or every six months) within which certain
activities are to be performed. For initial assessment to this document, itis not required that an activity has been performed for
every such timeframe during the previous year, if the assessor verifies:

1) The activity was performed in accordance with the applicable requirement within the most recent timeframe (that is, the
most recent quarter or six-month period), and
2) The entity has documented policies and procedures for continuing to perform the activity within the defined timeframe.

For subsequent years after the initial assessment, an activity must have been performed for each timeframe for which it is
required (for example, a quarterly activity must have been performed for each of the previous year’s four quarters).

Note: An entity is required to undergo an assessmentaccording to this Appendix ONLY if instructed to do so by
an acquirer orapayment brand.
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A3 Requirements

Testing Procedures

Guidance

A3.1 Implement a PCI DSS compliance program

A3.1.1 Executive management shall establish
responsibility for the protection of cardholder
data and a PCI DSS compliance programto
include:

e  Overall accountability for maintaining PCI
DSS compliance

o Defining acharter fora PCI DSS
compliance program

e Providingupdates to executive
management and board of directors on
PCI DSS complianceinitiatives and
issues, including remediation activities, at
least annually

PCI DSS Reference: Requirement 12

A3.1.1.a Examine documentationto verify executive
management has assigned overallaccountability for
maintaining the entity’s PCI DSS compliance.

A3.1.1.b Examine the company’s PCI DSS charter to
verify it outlines the conditions under whichthe PCI DSS
compliance programis organized.

A3.1.1.c Examine executive management and board of
directors meeting minutes and/or presentations to
ensure PCI DSS complianceinitiatives and remediation
activities are communicated atleast annually.

Executive management assignmentof PCl DSS
complianceresponsibilities ensures executive-
level visibility intothe PCI DSS compliance
programand allows for the opportunity to ask
appropriate questionsto determinethe
effectiveness ofthe programand influence
strategic priorities. Overall responsibility for the
PCI DSS compliance program may be assigned to
individual roles and/or to business unitswithinthe
organization.

A3.1.2 A formal PCI DSS compliance program
must be in placeto include:

e Definition of activities for maintaining and
monitoring overall PCI DSS compliance,
including business-as-usual activities

e Annual PCI DSS assessmentprocesses

e Processes forthe continuous validation of
PCI DSS requirements (for example:
daily, weekly, quarterly, etc. as applicable
perrequirement)

e A process for performing business-impact
analysis to determine potential PCI DSS
impacts for strategic business decisions

PCI DSS Reference: Requirements 1-12

A3.1.2.a Examine information security policies and
procedures to verify that processes are specifically
defined for the following:

e Maintaining and monitoring overall PCI DSS
compliance, including business-as-usual activities

e Annual PCI DSS assessment(s)

e Continuous validation of PCI DSS requirements

e Business-impactanalysisto determine potential PCI
DSS impacts for strategic business decisions

A formal compliance program allows an
organizationto monitor the health ofits security
controls, be proactivein the eventthat a control
fails, and effectively communicate activities and
compliance status throughoutthe organization.

The PCI DSS compliance programcan be a
dedicated programor partofan over-arching
compliance and/or governance program, and
should include awell-defined methodology that
demonstrates consistentand effective evaluation.
Example methodologies include: Deming Circle of
Plan-Do-Check-Act (PDCA), ISO 27001, COBIT,
DMAIC, and Six Sigma.

(Continued on next page)
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A3.1.2.b Interview personnel and observe compliance
activities to verify that the defined processes are
implemented for the following:

e  Maintaining and monitoring overall PCI DSS
compliance, including business-as-usual activities

e Annual PCI DSS assessment(s)

e Continuous validation of PCI DSS requirements

e Business-impactanalysisto determine potential PCI
DSS impacts for strategic business decisions

Maintaining and monitoring an organization’s
overall PCI DSS complianceincludes identifying
activities to be performed daily, weekly, monthly,
quarterly, orannually, and ensuringthese
activities are being performed accordingly (for
example, using a security self-assessmentor
PDCA methodology).

Examples of strategic business decisions that
should be analyzed for potential PCI DSS impacts
may include mergers and acquisitions, new
technology purchases, or new payment-
acceptancechannels.

A3.1.3 PCI DSS complianceroles and
responsibilities mustbe specifically defined
and formally assigned to one or more
personnel,including atleast the following:

¢ Managing PCIDSS business-as-usual
activities
e Managing annual PCIDSS assessments

e Managing continuous validation of PCI
DSS requirements (for example: daily,
weekly, quarterly, etc. as applicable per
requirement)

e Managing business-impactanalysis to
determine potential PCI DSS impacts for
strategic business decisions

PCI DSS Reference: Requirement 12

A3.1.3.a Examine information security policies and
procedures and interview personnel to verify thatroles
and responsibilities are clearly defined and that duties
are assigned to include atleast the following:

e Managing PCIDSS business-as-usual activities
e Managing annual PCIDSS assessments

e Managing continuous validation of PCI DSS
requirements (for example: daily, weekly, quarterly,
etc. as applicable per requirement)

e Managing business-impactanalysis to determine
potential PCI DSS impacts for strategic business
decisions

A3.1.3.b Interviewresponsible personnel and verify they
are familiar with and performing their designated PCI
DSS compliance responsibilities.

The formal definition of specific PCI DSS
complianceroles andresponsibilities helpsto
ensure accountability and monitoring of ongoing
PCI DSS compliance efforts. Theseroles may be
assigned to asingle owner or multiple owners for
differentaspects. Ownership should be assigned
to individuals with the authority to make risk-
based decisions and upon whom accountability
rests for the specific function. Duties should be
formally defined and owners should be able to
demonstrate an understanding oftheir
responsibilities and accountability.
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A3.1.4 Provide up-to-date PCI DSS and/or
information security training atleastannually
to personnel with PCI DSS compliance
responsibilities (as identified in A3.1.3).

PCI DSS Reference: Requirement 12

A3.1.4.a Examine information security policies and
procedures to verify that PCI DSS and/or information
security training is required atleastannually for each
role with PCI DSS compliance responsibilities.

A3.1.4.b Interview personnel and examine certificates of
attendance or otherrecords to verify that personnel with
PCI DSS compliance responsibility receive up-to-date
PCI DSS and/or similar information security training at
least annually.

Personnel responsible for PCI DSS compliance
have specific training needs exceeding thatwhich
is typically provided by general security
awareness training. Individuals with PCI DSS
complianceresponsibilities should receive
specialized training that, in additionto general
awareness ofinformation security, focuses on
specific security topics, skills, processes, or
methodologies that must be followed forthose
individuals to performtheir compliance
responsibilities effectively.

Training may be offered by third parties—for
example, SANS or PCI SSC (PCl Awareness,
PCIP, and ISA), paymentbrands, and acquirers—
ortraining may be internal. Training content
should be applicable for the particular job function
and be currentto include the latest security
threats and/or version of PCIDSS.

For additional guidance on developing appropriate
security training contentfor specialized roles, refer
to the PCl SSC’s Information Supplementon Best
Practices for Implementing a Security Awareness
Program.

A3.2 Document and validate PCI DSS scope

A3.2.1 Document and confirmthe accuracy of
PCI DSS scope at least quarterly and upon
significantchanges to thein-scope

A3.2.1.a Examine documented results of scopereviews
and interview personnel to verify thatthe reviews are
performed:

e At least quarterly

e  After significantchangesto the in-scope
environment

Validation of PCI DSS scope should be performed
as frequently as possibleto ensure PCI DSS
scoperemains up to date and aligned with
changing businessobjectives.
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environment. Ata minimum, the quarterly
scopingvalidation should include:

e Identifyingallin-scope networks and
system components

e Identifyingall out-of-scope networks and
justification for networks being out of
scope,including descriptions of all
segmentation controls implemented

e Identifyingall connected entities—e.g.,
third-party entities with access to the
cardholder dataenvironment (CDE)

PCI DSS Reference: Scope of PCI DSS
Requirements

A3.2.1.b Examine documented results of quarterly scope

reviews to verify the followingis performed:

Identification of all in-scope networks and system
components

Identification of all out-of-scope networks and
justification for networks being outofscope,
including descriptions of all segmentation controls
implemented

Identification of all connected entities—e.g., third-
party entities with access to the CDE

A3.2.2 Determine PCI DSS scopeimpactfor
all changes to systems or networks, including
additions of new systems and new network
connections. Processes mustinclude:

e Performing a formal PCI DSS impact
assessment

e Identifyingapplicable PCIDSS
requirements to the system or network

e Updating PCIDSS scopeas appropriate

e Documented sign-off oftheresults ofthe

impactassessmentby responsible
personnel (as definedin A3.1.3)

PCI DSS Reference: Scope of PCI DSS
Requirements; Requirements 1-12

A3.2.2 Examine change documentation and interview
personnel to verify thatfor each changeto systems or
networks:

A formal PCI DSS impactassessment was
performed.

PCI DSS requirements applicable to the system or
network changes were identified.

PCI DSS scopewas updated as appropriate for the
change.

Sign-off by responsible personnel (as defined in
A3.1.3) was obtained and documented.

Changesto systems or networks can have
significantimpactto PCI DSS scope. For
example, firewall rule changes can bring whole
network segments into scope, or new systems
may be added to the CDE thathave to be
appropriately protected.

Processes to determine the potential impactthat
changes to systems and networks may have on
an entity’s PCI DSS scope may be performed as
part ofa dedicated PCI DSS compliance program,
ormay fall under an entity’s over-arching
compliance and/or governance program.
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A3.2.2.1 Upon completionofachange, all
relevant PCI DSS requirements must be
verified on all newor changed systems and
networks, and documentation must be
updated as applicable. Examples of PCI
DSS requirements that should be verified
include, but are notlimited to:

= Network diagramis updated to reflect
changes.

= Systems are configured per configuration
standards, with all defaultpasswords
changed and unnecessary services
disabled.

= Systems are protected with required
controls—e.g., file-integrity monitoring
(FIM), anti-virus, patches, auditlogging.

= Verify that sensitive authentication data
(SAD) is notstored and thatall
cardholder data (CHD) storageis
documented and incorporated into data-
retention policy and procedures

= New systems are included in the
quarterly vulnerability scanning process.

PCI DSS Reference: Scope of PCI DSS
Requirements; Requirement 1-12

A3.2.2.1 Forasampleof systems and network

changes, examine changerecords, interview personnel

and observe the affected systems/networks to verify
that applicable PCI DSS requirements were
implemented and documentation updated as part of
the change.

Itis importantto have processes to analyze all
changes made to ensure that all appropriate PCI
DSS controls are applied to any systems or
networks added to thein-scope environmentdue
to achange.

Building this validation into change management
processes helpsensurethatdeviceinventories
and configuration standards are keptup to date
and security controlsare applied where needed.

A change managementprocess shouldinclude
supporting evidence that PCI DSS requirements
are implemented or preserved throughthe
iterative process.

A3.2.3 Changes to organizational structure—
forexample, a company merger or acquisition,
change orreassignment of personnel with
responsibility for security controls—resultin a
formal (internal) review ofthe impactto PCI
DSS scopeand applicability of controls.

PCI DSS Reference: Requirement 12

A3.2.3 Examine policies and procedures to verify thata

changeto organizational structure results in formal

review ofthe impactto PCI DSS scope and applicability

of controls.

An organization’s structure and management
definethe requirements and protocolfor effective
and secure operations. Changes to this structure
could have negative effects to existing controls
and frameworks by reallocating or removing
resources thatonce supported PCIDSS controls
orinheriting new responsibilities that may not
have established controlsin place. Therefore, itis
importantto revisit PClI DSS scope and controls
when there are changes to ensure controlsarein
place and active.
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A3.2.4 If segmentation is used, confirm PCI
DSS scope by performing penetration testing
on segmentation controls atleast every six
months and after any changes to
segmentation controls/methods.

PCI DSS Reference: Requirement 11

A3.2.4 Examine the results from the mostrecent
penetration testto verify that:

e Penetration testing is performed to verify
segmentation controls atleast every six months and
after any changes to segmentation
controls/methods.

e The penetration testing coversall segmentation
controls/methods in use.

e The penetration testing verifies that segmentation
controls/methods are operational and effective, and
isolate all out-of-scope systems from systems in the
CDE.

If segmentation is used to isolate in-scope
networks from out-of-scope networks, those
segmentation controls mustbe verified using
penetration testing to confirmthey continue to
operate as intended and effectively. Penetration -
testing techniques should follow the existing
penetration methodology as specifiedin PCIDSS
Requirement 11.

For additional information on effective penetration
testing, refer to the PCI SSC’s Information
Supplementon Penetration Testing Guidance.

A3.2.5 Implement a data-discovery
methodology to confirm PCIDSS scope and to
locate all sources and locations of clear-text
PAN at least quarterly and upon significant
changesto the cardholder environmentor
processes.

Data-discovery methodology musttake into
considerationthe potential for clear-text PAN
to reside on systems and networks outside of
the currently defined CDE.

PCI DSS Reference: Scope of PCI DSS
Requirements

A3.2.5.a Examine documented data-discovery
methodology to verify the following:

e Data-discovery methodology includes processes for
identifying all sources and locations of clear-text
PAN.

e Methodology takes into consideration the potential
for clear-text PAN to reside on systems and
networks outside ofthe currently defined CDE.

A3.2.5.b Examine results from recentdata discovery
efforts, and interview responsible personnel to verify that
data discovery is performed atleast quarterly and upon
significantchanges to the cardholder environmentor
processes.

PCI DSS requires that, as part of the scoping
exercise, assessed entities must identify and
documentthe existence ofall clear-text PAN in
their environments. Implementing adata-
discovery methodology thatidentifies all sources
and locationsof clear-text PAN, and takes into
considerationthe potentialfor clear-text PAN to
reside on systems and networks outside ofthe
currently defined CDE orin unexpected places
within the defined CDE—for example, in an error
log or memory dump file— helps to ensurethat
previously unknown locations of clear-text PAN
are detected and properlysecured.

A data-discovery processcan be performed viaa
variety of methods, including but notlimited to: (1)
commercially available data-discovery software,
(2) an in-house developed data-discovery
program, or (3) a manual search. Regardless of
the method used, the goal ofthe effort is to find all
sources and locations of clear-text PAN (notjust
in the defined CDE).

A3.2.5.1 Ensure effectiveness of methods
used for data discovery—e.g., methods
must be able to discover clear-text PAN on
all types of system components (for

A3.2.5.1.a Interview personnel and review
documentation to verify:

= The entity hasaprocessin placeto testthe
effectiveness of methods used for data discovery.

A process to testthe effectiveness ofthe methods
used for data discoveryensures the completeness
and accuracy of cardholder datadetection. For
completeness, atleast a sampling of system
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example, on each operating systemor
platform) and file formats in use.

The effectiveness of data-discovery methods
must be confirmed atleast annually.

PCI DSS Reference: Scope of PCI DSS
Requirements

= The processincludes verifying the methods are
able to discover clear-text PAN on all types of
system components and file formats in use.

A3.2.5.1.b Examine theresults ofrecenteffectiveness
tests to verify the effectiveness of methods used for
data discovery is confirmed atleast annually.

componentsin both thein-scope and out-of-scope
networks should beincluded in the data-discovery
process. Accuracy can be tested by placingtest
PANs on a sample of system components and file
formats in use and confirming thatthe data-
discovery method detected the test PANs.

A3.2.5.2 Implementresponse procedures to
be initiated upon the detection of clear-text
PAN outside ofthe CDE to include:

= Procedures for determining whatto do
if clear-text PAN is discovered outside
of the CDE, including its retrieval,
secure deletion and/ormigration into
the currently defined CDE, as
applicable

= Procedures fordetermining howthe
data ended up outside ofthe CDE

= Procedures for remediating dataleaks
orprocess gaps thatresulted in the
data being outside ofthe CDE

= Procedures foridentifying the source of
the data

= Procedures foridentifying whether any
track data is stored with the PANs

A3.2.5.2.a Examine documented response procedures
to verify thatprocedures for responding to the
detection of clear-text PAN outside ofthe CDE are
defined and include:

» Procedures fordetermining whatto do if clear-
text PAN is discovered outside ofthe CDE,
including its retrieval, secure deletion and/or
migration into the currently defined CDE, as
applicable

= Procedures fordetermining howthe dataended
up outsidethe CDE

» Procedures forremediating dataleaks or process
gaps thatresulted in the data being outside ofthe
CDE

= Procedures foridentifying the source ofthe data

» Procedures foridentifying whether any track data
is stored with the PANs

A3.2.5.2.b Interview personnel and examine records of
response actions to verify that remediation activities
are performed when clear-text PAN is detected outside
of the CDE.

Having documented response procedures thatare
followed in the eventclear-text PAN is found
outside ofthe CDE helps to identify the necessary
remediation actions and prevent future leaks. For
example, if PAN was found outside of the CDE,
analysis should be performed to (1) determine
whether it was saved independentlyofother data
(orwas it part of a full track?), (2) to identify the
source ofthe data, and (3) identify the control
gapsthatresulted in the data being outside the
CDE.

A3.2.6 Implement mechanisms for detecting
and preventing clear-text PAN from leaving the
CDE viaan unauthorized channel, method, or
process, including generation of auditlogs and
alerts.

PCI DSS Reference: Scope of PCI DSS
Requirements

A3.2.6.a Examine documentation and observe
implemented mechanisms to verify thatthe mechanisms
are:

e Implemented and actively running

e Configured to detectand preventclear-text PAN
leaving the CDE via an unauthorized channel,
method, or process

Mechanisms to detect and preventunauthorized
loss of clear-text PAN may include appropriate
tools—such as dataloss prevention (DLP)
solutions—and/or manual processes and
procedures. Coverage ofthe mechanisms should
include, but notbe limited to, e-mails, downloads
to removable media, and outputto printers. Use of
these mechanisms allows an organizationto
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e Generating logs and alerts upon detection of clear-
text PAN leaving the CDE viaan unauthorized
channel, method, or process

A3.2.6.b Examine auditlogs and alerts, and interview
responsible personnel to verify thatalerts are
investigated.

detect and preventsituations that may lead to
data loss.

A3.2.6.1 Implementresponse procedures to
be initiated upon the detection of attempts to
remove clear-text PAN from the CDE viaan

unauthorized channel, method, or process.

Responseprocedures mustinclude:

= Procedures for the timely investigation
of alerts by responsible personnel

= Procedures for remediating dataleaks
or process gaps, as necessary, to
preventany data loss

A3.2.6.1.a Examine documented response procedures
to verify that procedures for responding to the
attempted removal of clear-text PAN from the CDE via
an unauthorized channel, method, or process include:

= Procedures for the timely investigation of alerts
by responsible personnel

» Procedures forremediating dataleaks or process
gaps, as necessary, to preventany data loss

A3.2.6.1.b Interview personnel and examinerecords of
actions taken when clear-text PAN is detected leaving
the CDE viaan unauthorized channel, method, or
process, and verify that remediation activities were
performed.

Attempts to remove clear-text PAN via an
unauthorized channel, method, or process may
indicate malicious intentto steal data, or may be
the actions of an authorized employeewho is
unaware of or simply notfollowing the proper
methods. Timely investigation ofthese
occurrences can identifywhere remediation needs
to be applied and provides valuable information to
help understand where the threats are coming
from.

A3.3 Validate PCI DSS is incorporated into business-as-usual (BAU) activities

A3.3.1 Implement a process to immediately
detect and alert on critical security control

A3.3.1.a Examine documented policies and procedures
to verify thatprocesses are defined to immediately
detect and alert on critical security control failures.

Withoutformal processes for the prompt (as soon
as possible) detection and alerting of critical
security control failures, failures may go
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failures. Examples of critical security controls
include, but are notlimited to:

e Firewalls

e IDS/IPS

. FIM

e Anti-virus

e Physical access controls

e Logical access controls

e Auditlogging mechanisms

e Segmentation controls (ifused)

PCI DSS Reference: Requirements 1-12

A3.3.1.b Examine detection and alerting processes and
interview personnel to verify thatprocesses are
implemented for all critical security controls, and that
failure of a critical security controlresultsin the
generation ofan alert.

undetected for extended periodsand provide
attackers ample time to compromise systems and
steal sensitive datafromthe cardholder data
environment.

A3.3.1.1 Respond to failures of any critical
security controlsin atimely manner.
Processes for responding to failures in
security controls mustinclude:
= Restoring security functions
= Identifyingand documenting the
duration (date and time start to end) of
the security failure
= Identifyingand documenting cause(s)
of failure, including root cause, and
documenting remediation required to
address rootcause
= |dentifyingand addressing any security
issues that arose during the failure
= Performing a risk assessmentto
determine whether further actions are
required as a result of the security
failure
= Implementing controls to preventcause
of failure from reoccurring
= Resuming monitoring of security
controls

PCI DSS Reference: Requirements 1-12

A3.3.1.1.a Examine documented policies and
procedures and interview personnel to verify processes
are defined and implemented to respondto asecurity
control failure, and include:

= Restoring security functions

» Identifyingand documenting the duration (date
and time start to end) ofthe security failure

= Identifyingand documenting cause(s) of failure,
including root cause, and documenting
remediation required to address root cause

= Identifyingand addressing any security issues
that aroseduring the failure

= Performing arisk assessmentto determine
whether further actions arerequired as a result of
the security failure

= Implementing controls to prevent cause of failure
from reoccurring

= Resuming monitoring of security controls

A3.3.1.1.b Examine records to verify that security
control failures are documented to include:

= I|dentification of cause(s) of the failure, including
rootcause

Documented evidence (e.g., records withina
problem-management system) should support
that processes and procedures arein placeto
respond to security failures. In addition, personnel
should be aware oftheir responsibilities in the
event ofa failure. Actions and responses to the
failure should be captured in the documented
evidence.
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= Duration (date and time start and end) ofthe
security failure

= Details ofthe remediation required to address the
rootcause

Payment Card Industry (PCIl) Data Security Standard, v3.2.1 Page 132
© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved. May 2018



» Security ®
Standards Council

A3 Requirements

Testing Procedures

Guidance

A3.3.2 Review hardware and software
technologies atleast annually to confirm
whether they continue to meet the
organization’s PCI DSS requirements. (For
example, a review oftechnologies thatare no
longer supported by the vendorand/or no
longer meet the security needs ofthe
organization.)

The process includes aplan for remediating
technologies thatno longer meetthe
organization’s PCI DSS requirements, up to
and including replacementofthe technology,
as appropriate.

PCI DSS Reference: Requirements 2, 6

A3.3.2.a Examine documented policies and procedures
and interview personnel to verify processes are defined
and implemented to review hardware and software
technologies to confirmwhether they continue to meet
the organization’s PCI DSS requirements.

A3.3.2.b Review the results of the recentreviews to
verify reviews are performed at leastannually.

A3.3.2.c Foranytechnologiesthathave been
determined to no longer meetthe organization’s PCI
DSS requirements, verify a plan isin place to remediate
the technology.

Hardware and software technologies are
constantly evolving, and organizations need to be
aware ofchanges to thetechnologies they use, as
well as the evolving threats to those technologies.
Organizations also need to be aware of changes
made by technology vendors to their products or
supportprocesses, to understand how such
changes may impactthe organization’s use ofthe
technology.

Regular reviews oftechnologies thatimpactor
influence PCI DSS controls can assistwith
purchasing, usage, and deployment strategies,
and ensure controls thatrely on those
technologies remain effective.

A3.3.3 Perform reviews at least quarterly
to verify BAU activities are being followed.
Reviews must be performed by personnel
assigned to the PCI DSS compliance
program (as identified in A3.1.3), and
include the following:

e Confirmation thatall BAU activities (e.g.,
A3.2.2, A3.2.6, and A3.3.1) are being
performed

e Confirmation that personnel are following
security policies and operational
procedures (for example, daily log
reviews, firewall rule-setreviews,

A3.3.3.a Examine policies and procedures to verify that
processes are defined for reviewing and verifying BAU
activities. Verify the procedures include:

e Confirming thatall BAU activities (e.g., A3.2.2,
A3.2.6, and A3.3.1) are being performed

e Confirming thatpersonnel are following security
policies and operational procedures (for example,
daily log reviews, firewall rule-set reviews,
configuration standards for new systems, etc.)

e Documenting howthereviews were completed,
including how all BAU activities were verified as
being in place

e Collecting documented evidence as required for the
annual PCI DSS assessment

e Reviewing and sign-off of results by executive
management assigned responsibility for PCI DSS
governance

e Retaining recordsand documentation for atleast 12
months, covering all BAU activities

Implementing PCI DSS controlsinto business-as-
usual activities is an effective method to ensure
security isincluded as partof normal business
operations onan ongoing basis. Therefore, itis
importantthatindependent checks are performed
to ensure BAU controls are active and working as
intended.

The intentoftheseindependentchecks is to
review the evidence that confirms business-as-
usual activities are being performed.

Thesereviews can also be used to verify that
appropriate evidence is being maintained—for
example, auditlogs, vulnerability scan reports,
firewall reviews, etc.—to assistthe entity’s
preparation for its next PCI DSS assessment.
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configuration standards for new systems,
etc.)

e Documenting howthereviews were
completed, including how all BAU
activities were verified as being in place.

e Collection ofdocumented evidence as
required for the annual PCI DSS
assessment

e Review and sign-off ofresults by
personnel assigned responsibility for the
PCI DSS compliance program (as
identified in A3.1.3)

. Retention ofrecords and documentation
for at least 12 months, covering all BAU
activities

PCI DSS Reference: Requirements 1-12

A3.3.3.b Interviewresponsible personnel and examine
records ofreviews to verify that:

e Reviews are performed by personnel assigned to
the PCI DSS compliance program.

e Reviews are performed at least quarterly.

A3.4 Control and manage logical access to the cardholder data environment

A3.4.1 Review user accounts and access
privileges to in-scope system components at
least every six months to ensure user
accounts and access remain appropriate
based on jobfunction, and authorized.

PCI DSS Reference: Requirement 7

A3.4.1 Interviewresponsible personnel and examine
supporting documentation to verify that:

e User accounts and access privileges are reviewed
at leastevery six months.

e Reviews confirmthataccessis appropriate based
onjobfunction,and thatall access is authorized.

Access requirements evolve over time as
individuals changeroles or leave the company,
and as jobfunctions change. Managementneeds
to regularly review, revalidate, and update user
access, as necessary, to reflect changesin
personnel, including third parties, and users’job
functions.

A3.5 Identify and respond to suspicious even

ts

A3.5.1 Implement a methodology for the timely
identification of attack patterns and
undesirable behavior across systems—for
example, using coordinated manual reviews
and/or centrally managed or automated log-
correlation tools—to include atleastthe
following:

A3.5.1.a Review documentation and interview personnel
to verify a methodologyis defined and implemented to
identify attack patterns and undesirable behavior across
systemsin a timely manner, and includes the following:

e |dentificationofanomalies or suspicious activity as it
occurs

e Issuance of timely alerts to responsible personnel

The ability to identify attack patterns and
undesirable behavior across systemsiis criticalin
preventing, detecting, or minimizing the impact of
a data compromise. The presence oflogsin all
environments allows thorough tracking, alerting,
and analysis when something goes wrong.
Determining the cause ofa compromiseis very
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e Identificationofanomalies or suspicious
activity as itoccurs

e Issuance of timely alerts upon detection of
suspicious activity oranomaly to
responsible personnel

e Responseto alertsin accordance with
documented response procedures

PCI DSS Reference: Requirements 10, 12

e Responseto alertsin accordance with documented
response procedures

A3.5.1.b Examine incidentresponse procedures and
interview responsible personnel to verify that:

e On-call personnel receivetimely alerts.

e Alerts are responded to per documented response
procedures.

difficult, ifnotimpossible, withouta process to
corroborate information from critical system
components, and systems that perform security
functions—such as firewalls, IDS/IPS, and file-
integrity monitoring (FIM) systems. Thus, logs for
all critical systems components and systems that
perform security functions should be collected,
correlated, and maintained. This could include the
use of software products and service
methodologies to provide real-time analysis,
alerting, and reporting—such as security
information and eventmanagement (SIEM), file-
integrity monitoring (FIM), or change detection.
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Appendix B: Compensating Controls

Compensating controls may be considered for most PCI DSS requirements when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documented business constraints, but has
sufficiently mitigated the risk associated with the requirement through implementation of other, or
compensating, controls.

Compensating controls must satisfy the following criteria:
1. Meet the intent and rigor of the original PCI DSS requirement.

2. Provide a similar level of defense as the original PCI DSS requirement, such that the compensating
control sufficiently offsets therisk that the original PCI DSS requirement was designed to defend
against. (See Guidance Column for the intent of each PCI DSS requirement.)

3. Be“above and beyond” other PCI DSS requirements. (Simply being in compliance with other PCI
DSS requirements is not a compensating control.)

When evaluating “above and beyond” for compensating controls, consider the following:

Note: The items at a) through c) below are intended as examples only. All compensating controls must be
reviewed and validated for sufficiency by the assessor who conducts the PCI DSS review. The
effectiveness of a compensating control is dependent on the specifics of the environmentin which the
control is implemented, the surrounding security controls, and the configuration of the control. Companies
should be aware that a particular compensating control will not be effective in all environments.

a) Existing PCIDSS requirements CANNOT be considered as compensating controls if they are
already required for the item under review. For example, passwords for non-console
administrative access must be sent encrypted to mitigate the risk of intercepting clear-text
administrative passwords. An entity cannot use other PCI DSS pas sword requirements (intruder
lockout, complex passwords, etc.) to compensate for lack of encrypted passwords, since those
other password requirements do not mitigate the risk of interception of clear-text passwords. Also,
the other password controls are already PCI DSS requirements for the item under review
(passwords).

b) Existing PCIDSS requirements MAY be considered as compensating controls if they are required
for another area, but are not required for the item under review.

¢) Existing PCIDSS requirements may be combined with new controls to become a compensating
control. For example, if a company is unable to render cardholder data unreadable per
Requirement 3.4 (for example, by encryption), a compensating control could consist of a device
or combination of devices, applications, and controls that address all of the following: (1) internal
network segmentation; (2) IP address or MAC address filtering; and (3) one-time passwords.

4. Be commensurate with the additional risk impaosed by not adhering to the PCI DSS requirement

The assessor is required to thoroughly evaluate compensating controls during each annual PCI DSS
assessment to validate that each compensating control adequately addresses the risk the original PCI
DSS requirement was designed to address, per items 1-4 above. To maintain compliance, processes and
controls must be in place to ensure compensating controls remain effective after the assessment is
complete.
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Appendix C: Compensating Controls Worksheet

Use this worksheet to define compensating controls for any requirement where compensating controls
are used to meet a PCI DSS requirement. Note that compensating controls should also be documented in
the Report on Compliance in the corresponding PCI DSS requirement section.

Note: Only companies that have undertaken a risk analysis and have legitimate technological or
documented business constraints can consider the use of compensating controls to achieve compliance.

Requirement Number and Definition:

Information Required

Explanation

1. Constraints

List constraints precluding compliance
with the original requirement.

2. Objective

Define the objective of the original
control; identify the objective met by
the compensating control.

3. ldentified Risk

Identify any additional risk posed by
the lack of the original control.

4. Definition of
Compensating
Controls

Define the compensating controls and
explain how they address the
objectives of the original control and
the increased risk, if any.

5. Validation of
Compensating
Controls

Define how the compensating controls
were validated and tested.

6. Maintenance

Define process and controls in place to
maintain compensating controls.

Payment Card Industry (PCIl) Data Security Standard, v3.2.1
© 2006-2018 PCI Security Standards Council, LLC. All Rights Reserved.

Page 137
May 2018



» Security ©
Standards Council

Compensating Controls Worksheet — Completed Example

Use this worksheet to define compensating controls for any requirement noted as being ‘in place” via

compensating controls.

Requirement Number: 8.1.1 — Are all users identified with a unique user ID before allowing them to
access system components or cardholder data?

Information Required

Explanation

1. Constraints

List constraints precluding
compliance with the original
requirement.

Company XYZ employs stand-alone Unix
Servers without LDAP. As such, they each
require a “root” login. It is not possible for
Company XYZ to manage the “root” login
nor is it feasible to log all “root” activity by
each user.

2. Objective

Define the objective of the
original control; identify the
objective met by the
compensating control.

The objective of requiring unique logins is
twofold. First, it is not considered acceptable
from a security perspective to share login
credentials. Secondly, having shared logins
makes it impossible to state definitively that
a person is responsible for a particular
action.

3. ldentified Risk

Identify any additional risk
posed by the lack of the
original control.

Additional risk is introduced to the access
control system by not ensuring all users
have a unique ID and are able to be tracked.

4. Definition of

Compensating
Controls

Define the compensating
controls and explain how
they address the objectives
of the original control and
the increased risk; if any.

Company XYZ is going to require all users to
log into the servers using their regular user
accounts, and then use the “sudo” command
to run any administrative commands. This
allows use of the “root” account privileges to
run pre-defined commands that are recorded
by sudo in the security log. In this way, each
user’s actions can be traced to an individual
user account, without the “root” password
being shared with the users.

5. Validation of
Compensating
Controls

Define how the
compensating controls were
validated and tested.

Company XYZ demonstrates to assessor
that the sudo command is configured
properly using a “sudoers”file, that only pre-
defined commands can be run by specified
users, and that all activities performed by
those individuals using sudo are logged to
identify the individual performing actions
using ‘root” privileges.

6. Maintenance

Define process and controls
in place to maintain
compensating controls.

Company XYZ documents processes and
procedures to ensure sudo configurations
are not changed, altered, or removed to
allow individual users to execute root
commands without being individually
identified, tracked and logged.
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Appendix D:

Components

Segmentation

Determine
segmentation

Sampling of Business

Facilities/System
Components

Assessor understands
entity's use of standardized
PCI DSS processes &
controls across business
facilities/system
components

To use network segmentation to reduce PCI DSS scope,
an entity must isolate systems that store, process, or transmit
cardholder data from the rest of the network.

Can scope be
reduced due to network
segmentation?

Did assessor
validate effectiveness
of segmentation?

Assessor documents in
report that network
segmentation is in
place & effective

Entire network is in
scope for PCI DSS review

Scope can be limited
toisolated area that
stores, processes, and
transmits CHD

Assessor understands
total population of
business facilities

]

Are
> centralized standards NO
followed?
Assessor understands
total population of YES

system components

) 4
A

Are

» decentralized standards

followed?

YES

Segmentation and Sampling of Business Facilities/System

Assessors must document
the segmentation used and
how the effectiveness of the
segmentation was validated.

NO

4

Assessor independently
selects a smaller
sample representative of
the overall population

Assessor independently
selects a larger sample
representative of each set
of decentralized standards

Assessor independently selects
the largest sample, representative
of ALL types of facilities and system

components in the environment

A4

Assessor verifies
standard controls are

In ROC, assessor documents
results of tests & justifies:

implemented as
expected

- Business facility sample
- System component sample

w

Assessors must document the rationale
behind the sampling technique and sample
size, document and validate the standardized
processes and controls used to determine
sample size, and explain how the sample is
appropriate and representative of the

overall population.
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